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Prezentujúci
Poznámky prezentácie
Na uvod diskusie by som zacal s objasnenim toho, co to vlastne OT (teda priemyselne) siete su a kde vsade sa nachadzaju
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Prezentujúci
Poznámky prezentácie
Doprave, zdravotnictve, a mnohych inych odvetviach...


What and where are IT and OT networks?
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Prezentujúci
Poznámky prezentácie
…a su to vlastne siete, v ktorych sa nachadzaju zariadenia ktore su zodpovedne za chod, riadenie, kontrolu vyroby, fukanie a tak dalej a tak dalej. A taktiez su to aj riadiace systemy tychto zariadeni. Servre a diskove polia kde sa nachadzaju data sa tiez stavaju sucastou OT sveta.



On the screen here you see a high-level enterprise view of an industrial plant. It could be a grid control center, a wind farm, an oil drilling rig, a food and beverage plant or a maritime port. Fundamentally all of these kinds of operational networks tend to have similar technologies and structures. Let’s have a look: 

The screen is divided into two sections, representing a simplified model of the IT side of a business (above in gray) and the OT side of the business (below in blue.) <click>
Within those two networks you will find various subnetworks. In the gray above you can see the Intranet and remote connectivity to a remote site or branch. Below you see a DMZ Network, segmenting the OT aspects from the IT aspects, the process network, the control network and the field network. <click>
And now you can see various aspects of the system typically found within those networks. 
Above, in gray, is the IT or business zone within your corporate network. This is the world of CRM, ERP, email, file servers, etc.
Below, in blue, is what OT people call the secure perimeter. 
Starting at the bottom, in the Field Network, you'll find actuators and sensors that are connected to assets such as pumps, valves, and motors. 
These are connected to controllers (found in the Control Network) that are supervised by Human Machine Interfaces (or HMIs), Engineering Workstations and Supervisory Control OR SCADA systems. 
Found over Here, in the Process Network
Finally, in the DMZ Network, you’ll find Historians, and Jumpboxes.  <click>
On the IT side you can see some of the typical network security technology you would expect to find there, and below we’ll apply some of the same network security technologies, but adapted to suit the OT side as we address some different use cases.�
USE this as a discovery opportunity: Ask your customer if this looks familiar and if they can see aspects of their environment in this diagram. 

“We can further explore use cases and what’s needed on the next page”

<click>, next page



) A
Securing Operational Technology Challenges

Most industrial control systems lack security by design
and are brittle to change.

The attack surface for cyber-physical assets is expanding
@ as a dependence on air-gap protection diminishes with

.l. Digital Transformation initiatives driving IT-OT network
[ TT| convergence.

Increasing adoption of new technologies, such as 5G, IoT,

I and Cloud.
& Remote access requirements for third-parties and
Fm? employees causing additional risks.

Asset owners’ reliance on OEMs and Sls exposes critical
systems to additional risks.
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Prezentujúci
Poznámky prezentácie
A ked sa zamyslime nad tym o akych roznych takychto zariadeniach sa bavime, tak sa hned dostavame k otazke vyziev tykajucich sa ich zabezpecenia:
 - tieto zariadenia su uz navrhovane bez zabezpecenia, bez nadeje na zmenu.
 - vyrobcovia neustale prinasaju nove a lepsie technologie, prichadza 5G, IoT, cloud.
 - k danym zariadeniam sa potrebuju coraz castejsie vzdialene pripajat rozny ludia alebo monitorovacie nastroje
 - a to je zivnou podou pre utocnikov a rozsirovanie ich moznosti ako vyuzit situaciu.



The attack surface for cyber-physical assets is expanding as a dependence on air-gaps as a protection mechanism diminishes.
Digital Transformation is driving IT-OT network convergence
Most industrial control systems lack security by design.
Remote access requirements causing additional risks.
Increasing adoption of new technologies, such as 5G, IIoT, and Cloud.
OT operations teams often lack security mindset & training.

Industrial Control Systems have 20+ year lifecycles
OT environments include a mix of legacy and new technologies from multiple automation vendors
<most endpoint protection solutions won't work in such environments, but ours will>.
Asset owners are heavily reliant on OEMs. 
<Customers need to select OT security solutions that control vendors have qualified>
Asset owners’ reliance on OEMs and SIs exposes critical systems to additional risks including:
Unsupervised access to the critical systems
Lack of endpoint security controls
Ineffective logging and monitoring 
Missing BYOD security 
Unregulated wireless access
Lack of removable media security 
 Industrial Control Systems have 20+ year lifecycles

Safety and Availability of cyber-physical systems are of the highest concern – due to these systems being historically running in an air-gap environment, and typically maintained by 3rd-party OEMs through maintenance contracts, they lack,
Clear and complete ownership
Regular (or any) software updates/patches
Configuration change management processes
Security control implementation – since security is often perceived as an obstacle to production availability 

 



B A
OT Infrastructure Attacks Are Getting Worse

Attacks are increasing in frequency and impact

Attempted

Stuxnet disrupts Hospital drug German steel MIRAI Botnet  Merck & Co. Global aluminum Ekans poisoning of ~ Cybersecurity ACGO ag  Ukraine

Iranian nuclear infusion pumps ~ mill furnace 145,000 IoT  global production producer ransomware Oldsmar incident atlarge  equipment  power grid

program hacked destroyed devices shutdown by shutdown by attack on Honda, Tampa H20 brewing company gnq parts knocked
ransomware ($1B) ransomware Fresenius Supply Molson Coors ransomware Offline
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compromised controlled knocked by ransomeware  designed to ransomware producer Tovota barts malware
offline ($250M) compromise y i P
safety supplier
attack
impacts 28
Power generation production
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Prezentujúci
Poznámky prezentácie
A toto potvrdzuje aj prierez poslednymi 10timi rokmi kde vidime, ze utokov kazdym rokom pribuda a sposobov akymi sa utoci je z roka na rok viac a viac.


In the 10 years since Stuxnet disrupted the Iranian nuclear program, we have seen a rise in the sophistication and quantity of cyber attacks on OT infrastructure.   OT is particularly vulnerable as threats from that past that required a physical presence through a USB file transfer (or the like) are now using the power of the combine cyber/physical environments to attack OT equipment.  The cost of a breach goes up as OT is attacked.  A good example is the $1B loss reported by Merck because of their global production shutdown.  Production equals revenue and when they are not producing the financial implications are great.  Alternatively, if an attacker compromises safety systems or power to heat homes, the physical risk becomes greater impacting the lives of employees and citizens. 

REFERENCE:
Honda global operations halted by ransomware attack https://www.newsbreak.com/news/1580756887105/honda-global-operations-halted-by-ransomware-attack
Ransomware reportedly to blame for outage at US hospital chain https://www.theverge.com/2020/9/28/21482304/ransomware-outage-hospital-chain-cybersecurity

Hugo’s script: To successfully design and deploy security in any network we need to consider the future trends and regulatory requirements while learning from the lessons of the past. Looking at what history proves we have seen a rise in the sophistication and quantity of cyberattacks on OT infrastructures. OT systems are and will continue to be be a highly desired target for attackers. While many attacks use tools purpose built to target OT systems, others targeting regular IT platforms end up causing damage in OT operations by impacting systems used and to monitor and control OT platforms. This is why to successfully secure OT we also need to protect IT.


OT Risk Is Proportional to OT Connectivity

Yet inversely proportional to the integration of IT/OT security management

Impact on organization

A\ 4 A\ -4 A\ -4 A\ 4 A\ 4
A\ _ -4 A\ -4 -4 -4
OT organizations experienced at least
one intrusion in the past year and 78%
had 3 or more intrusions, which is up
from the results in 2021.
Loss of business critical ~ Brand degradation Operational outage Operational outage Compliance failure

data or IP risking physical safety impacting revenue

Top-tier organizations are...

Data is from Fortinet’s

...likely to have centralized @ more likely to have their
visibility, use network access 0 : 2022 State of Operational & ™=
- m

3 2 A) SOC monitor and track Technology and m

control and have security oT it
tracking and reporting in place. Securty. Cybersecurity Report
Source: Fortinet's 2022 State of Operational Technology and Cybersecurity Report
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Prezentujúci
Poznámky prezentácie
Co to v praxis znamena?
Ze 9 z 10 OT organizacii celilo za posledny rok minimalne jednemu utoku. A z toho takmer 80% zazilo 3 a viac utokov. 
Za posledny rok!!!.

A mozem potvrdit, ze toto je problem aj na SVK. 
Neviem ci existuje spolocnost, ktora by nezazila utok. 

Co je vsak horsie, je fakt, ze firmy platia vypalne. A po zaplateni dostanu spat svoje data, svoje firmy. A idu dalej tak ako dovtedy, bez zmeny, Bez riesenia ochrany. A ten utocnik pride zas a firma znova plati.


Source:  https://www.fortinet.com/content/dam/maindam/PUBLIC/02_MARKETING/08_Report/report-2022-ot-cybersecurity.pdf


https://www.fortinet.com/content/dam/maindam/PUBLIC/02_MARKETING/08_Report/report-2022-ot-cybersecurity.pdf

STAMFORD, Conn., July 21, 2021

Gartner Predicts By 2025 Cyber Attackers Will —
Have Weaponized Operational Technology R

Environments to Successfully Harm or Kill
- Humans

Organizations Can Reduce Risk by Implementing a Security Control
Framework



Prezentujúci
Poznámky prezentácie
Na zaklade tohto sucasneho obrazu to analytici v Gartnerovi vidia tak, ze do roku 2025 budu kyberneticky utocnici schopny zautocit tak na OT siete takym sposobom, ze budu mat moznost niekoho zranit alebo az zabit. (vid nemocnice)




Prezentujúci
Poznámky prezentácie
Real footage of a Cyber Attack
https://waterfall-security.com/welcome-to-the-age-of-cyber-sabotage/





What controls are essential to secure OT
environments?

Zones and Conduits

Secure Remote
Connectivity

Deep OT Visibility

Role-based
Access Control

Endpoint Security

NOC / SOC

Advanced
Persistent Threat

Segmentation protects OT from mistakes and bad
actors.

Enable secure access for employees and third-parties
who connect to your OT environment.

You can’t protect what you can’t see.

Limit access to only those who need it.

Apply endpoint security protection to the servers at
and near the secure perimeter.

Synergistic benefits of managing everything in one
place.

Advanced Persistent Threats (APT) require advanced
solutions.

Are your OT assets segmented from the IT side? How flat is
your OT network in reality?

Who requires access to your OT network? How do you enable
that securely today?

How well do you understand what’s in your industrial control
system?

Do you know who can access what in your OT environment?
When was the last time you checked?

Do you have older servers in your OT environment that are no
longer supported?

How much money could you save by managing the network
security of your OT and IT in the same place?

Have you considered leveraging sandboxing, deception, or Al
to up-level your OT security strategy?

© Fortinet Inc. All Rights Reserved. 12



Prezentujúci
Poznámky prezentácie
Tomuto sa da predist a Priemyselne siete sa daju zabezpecit proti takymto utokom a to prostrednictvom aplikovania jednotlivych opatreni, ako napriklad zonacia, zabezecenie pristupu k zariadeniam alebo udeleni pristupu len tym co ho maju mat.


First, zones and conduits which are terms from the 62443 specification defining areas on the networks and how we can control what moves through those networks. In other words: segmentation. 
Not every asset owner has actually employed segmentation - but they really should and here’s why:
Asset owners want to prevent anyone who doesn’t need to be in the industrial control system from having access to it. They need to keep out both malicious insiders, prevent mishaps from well-meaning but perhaps poorly trained employees and even stop advanced persistent threat actors ,who may already be inside the corporate network, from doing anything that risks harming the production process. 
All of that industrial equipment can sometimes be very chatty on the OT network, and asset owners can reduce network bandwidth consumption by limiting what data can flow between these environments. 
Digital Transformation initiatives frequently require sending data from the assets up to a cloud-hosted system. The proper segmentation policy can ensure that only the right data is flowing across these networks. <click>
Second, secure remote connectivity, it’s crucial to only allow the correct folks to have access to the OT network. <click>
Third, you may wonder do you even know what’s on your OT network? <click>
Fourth, we must limit access according to role and responsibility. <click>
Fifth, industrial control systems are insecure by design and endpoint security can add an important level of protection, especially in a time of ransomware leaking from IT environments to OT environments with disastrous consequences. <click>
Sixth, we have seen in our own research that the best performing organizations are managing the network and security of their IT and OT environrments in one centralized SOC. <click>
Finally, advanced persistent threats must be addressed with tools that do not require onerous changes to the OT environment

Let's see what technologies can be deployed to address these controls

<click for next page>



Addressing Critical Controls Integrating OT and IT
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Prezentujúci
Poznámky prezentácie
A taketo zabezpecenie vieme prepojit aj so zabezpecenim IT sieti, nakolko tieto dva svety su coraz castejsie prepojene a teda dochadza k vzajomnej konvergencii.



Let's look at the most typical controls to deploy: <click>�
- First two: segmentation and secure remote connectivity. We do this with next generation firewalls, switches and access points. <click>
- Third is deep OT visibility for asset inventory and breach detection. <click>

- Fourth is role-based access control for users, devices and applications done inside the secure perimeter. We enable this with authentication, network access control, and one-time password tokens. <click>

- Fifth we can secure critical endpoints like engineering workstations, HMIs, Historians and Jumpboxes with endpoint protection. <click>

- Then Enterprise SOC addressing both IT and OT environments can be enabled with solutions such as Remote management, log analytics, SIEM and SOAR. <click>

Finally, we can cover Advanced Persistent Threats by applying Sandboxing, Deception and AI technologies. <click>


The key is that OT, just like IT, is networked. We end up selling the same products in both environments. There are specifics like industrial protocols and sometimes special environmental conditions that require ruggedized hardware… but at the end of the day, it is defense and depth adding layers of security to secure the critical perimeter.

<click to next page>



Securing Operational Technology

with the Fortinet Security Fabric
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Prezentujúci
Poznámky prezentácie
Ak by sme danu diskusiu preniesli do Purdue modelu, tak kazda zo zon daneho modelu vyzaduje urcite riesenie avsak, jednotlive riesenia  sa daju aplikovat na viacero zon sucasne. 





With Fortinet products customers can deploy multiple security controls.

Many security solutions built by Fortinet include specific features focused to protect OT environments. 
These allow customers to build a strong, integrated and automated protection platform.

The main OT security tools provided by Fortinet are: <click>
Network Segmentation, supporting North/South traffic control with NGFW, and Switches and APs to implement wired and wireless network and zone segmentation using Access layer segmentation <click>
Network Microsegmentation, supporting east/west traffic control by leveraging NGFW in Transparent mode deployment, optionally combined with private VLAN features in our FortiSwitches <click>
Network Access Control enables Detection, identification, and profiling of new devices as they connect to a network <click>
Web server protection to protect the Frontend servers and OT endpoints HTTP management consoles. <click>
Robust Authentication and VPN solutions supporting flexible Multi Factor Authentication <click>
Threat protection, to detect and prevent attacks <click>
Application Control to monitor and control the different applications <click>

“The solutions inside the grey boxes are all part of the same product, the FortiGate.” Repeat to emphasize: “The solutions inside the grey boxes are all part of the same product, the FortiGate, including, both routed and transparent firewall modes."
 <click> 

Endpoint protection to secure the endpoints <click>
Deception tools to detect unwanted activity <click>
Sandbox to identify unknown threats and attacks <click>

NOC and SOC tools are important to simplify the daily operation of managing the network and security in IT and OT infrastructures. <click>
And the Fortinet ecosystem partners showcasing Fortinet’s commitment to industry leading integrations <click>

This is the high level view of how the Fortinet Security Fabric is used to protect both OT and IT

Lets see in more details how each of this solutions works.







Fortinet Security Fabric and Compliance
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Prezentujúci
Poznámky prezentácie
A vo fortinete si plne uvedomujeme potrebu zabezpecovania aj OT sieti, a preto vieme aplikovat nase riesenia v jednotlivych zonach a zaroven aj ako jeden kompatibilny celok prepojeny prostrednictvom Fabrik technologie.



Key factors for helping asset owners secure their industrial control environment align with several of the common frameworks and standards.  Let’s take a look at the broad categories from these frameworks and where the Fortinet Security Fabric and the applications align.

Asset Management – current inventory (software / firmware), security controls and critically of asset (what to protect) – logical starting point – for recovery (need to know what you’ve got). SIEM (CMDB), NGFW + NAC have identification and can baseline session tables. 3rd Party connectors for point vendors that specialise in Claroty, Nozomi.  Also integrates with ServiceNow and other SOC SIEMs.

When operators understand their assets and associated criticality

Access Control – as to who is controlling the device (stronger controls across HMIs), identity, activity logging and monitoring, role based polices, local step up authentication ( tokens ) - radius, certificate management if that is required 
VPN access, NAC based on multiple conditions being met (wired and wireless devices).


Strong Network protection and segmentation between layers (enforcement boundaries Purdo), taking Access Control into account and extending access and segmentation to the switches and access points (management layer – single management console - micro segmentation).Not just who can access the network but also who, what can communicate and where etc. Security, IPS, Virtual Patching, Application Controls (understand the industrial protocols and common applications) … control / monitor more than just allow / disallow …. can restrict the actions. 5 Ds, we can respond with SOAR, EDR (playbooks), Developing (plan to release this year) a new rugged switch that will be compliant with PTP, PRP (goose, V…) 

An extension to the Visibility, Events, Alerts, Logging, Monitoring, Detection 
FortiSIEM (fortiguard,  feeds IoC  - FAZ), Sandbox with SCADA image, Deceptor,  - centralised logging, analysis and reporting

Risk Management – is all about stopping it happening, unlike XDR (after the fact). Logs, SRS, to put against best practices and your peers
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FortiGate, FortiSwitch, FortiAP Rugged

Ruggedized Design Consolidated Security Architecture Ease of Management

Fan-less and use of robust FortiGate running FortiOS consolidated security Allows rapid provision and deployment,

components ensure reliable operation offers better protection and lower cost of monitoring of device and threat status

in harsh industrial environments. ownership than multiple point products. while providing actionable reports.
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FGR-60F 3G/4G FGR-60F FGR-35D FGR-30D Fan-less passive cooling with DIN- Internal Antennas
SPU SoC Powered, high SPU SoC Powered, high Security appliance with Ruggedized compact rail or wall-mountable. Power over IP67, Indoor/Outdoor Use
performance security and performance security and IP67 rating for outdoor security appliance with Ethernet capable including PoE+. PoE Powered
VPN gateway VPN gateway environment DIN mounting kit Redundant power input terminals. Wall- and pole-mountable
Mean time between failure greater Wi-Fi Alliance Certified
than 25 years.
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Prezentujúci
Poznámky prezentácie
A kedze priemyselne siete zahrnaju aj nie uplne idealne prostredia, ponukame aj specialne upravene zariadenia prave pre taketo prostredia.


For industrial applications we have ruggedized foundation technology that incorporates 

Security (IPS, FW, OT traffic monitor)
Encryption (GRE, VXLAN, IPSEC)
Connectivity (Proxy, VLANs, IPv6.)
Advance features (SD_WAN)
Topology monitor (sniffer) 
Central authentication
DLP
WiFI
Antivirus
DNS Filter
IPSEC VPN
SSL VPN – Client/Clientless
SSL Inspection
Packet capture triggered by IPS 
Virtual Domains (VDOM)
Transparent or Proxy (Man in the middle)

All this functions collapsed into a ruggedized device moves security controls closer to the source as is necessary in critical infrastructure. 



Fortinet’s Specialized OT Solutions and Teams
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Prezentujúci
Poznámky prezentácie
A zaroven, sme sa zamerali aj na zber a analyzu OT utokov a protokolov, vybudovali sme cely ecosystem iba pre OT svet a mame expertov, ktory sa venuju vyhradne problematike priemyselnych sieti.



Operational

echnology Ecosystem

Best-in-class integrated solutions for comprehensive protection

A
@ Fi:RTINET
FABRIC-READY
OT TECHNOLOGY PARTNERS

Visibility and Threat Intelligence Security Operations Management Other

DRAGCS - Nozom! Gy @) oToRIO splunk> <)
CLAROTY FORESCOUT
_ ) neteork YB=R [ $% rubrik Backeox
Ordr  [Tpmm.,  CYBIRX tai & rubrik o
Z scapafence <) INIISTAIL DEFENDER" Otenable

radift-w .4
S skyBox servicenow DARI(TRACE m
Industrial Control System Vendors Global System Integrators
Scpneider  ABB S5V, o
YOKOGAWA

Other
Hewlett Packard TESS @ Capgemini Baker 3 T -Systems-
Enterprise === CERTECTING TECAAGTGRy SUTEGurTG Hughes Systems
S V Eleven
® s 9 Orande  HCL  AteS sohnson ¢ [ gt
ABELDEN BRAND EM ERSON Cyberd efense co ntrols P —
SCHWEITZER ® > &
& Resomatton @ ENGINEERING = accenture V{(m Wide Technoogy, .
Note: Logos are a representative subset of the Security Fabric Ecosystem
ANk
]
-mw

© Fortinet Inc. All Rights Reserved. 21


Prezentujúci
Poznámky prezentácie
Avsak nakolko svet priemyselnych sieti a technologii je obrovsky a ponuka nespocetne mnozstvo rieseni, spolupracujeme aj s viac ako 500 partnermi, ktory sa zameriavaju prave na tieto technologie.


500+ Security Fabric Ecosystem Partners

Ecosystem and program positioning: 
The Security Fabric Ecosystem is an active and growing ecosystem of technology alliances. It works to facilitate open multivendor product integrations.  

The Fabric-Ready Program brings together the ecosystem of partners to enable powerful complimentary solutions. It makes available resources and tools critical for the partners to integrate with the Fortinet Security Fabric, and allows partners to take advantage of the Fabric’s broad visibility, integrated AI-driven prevention and automated operations, orchestration and response capabilities. 

Customers benefit from improved security effectiveness, reduced complexity, simplified operations and better support, resulting in an overall greater ROI. 

There are four categories of partners that make up the Ecosystem:

Fabric Connector: Fortinet leverages partners APIs to build integrations to their products. These partners are hand-picked by Fortinet.  
Fabric API: Partners leverage the Fortinet Fabric APIs (data sheet available) to develop complimentary solutions for an end-to-end stronger security solution 
Fabric DevOps: Community-driven automation scripts on open source platforms for automated network and security provisioning, configuration and orchestration.  
Extended Ecosystem: Partners whose products are integrated with the Security Fabric but cannot avail the co-marketing benefits that come with being part of the Fabric-Ready program. 






Fortinet OT Customers
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Prezentujúci
Poznámky prezentácie
Na zaver, aby to neostalo iba v rovine teorie, tak, toto su spolocnosti ktorym sme pomohli so zabezpecenim ich OT sieti.
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