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Co je to ,bezpeénostny dohrad“?

Log Management
Auditna stopa - RAW, archivacia, full-text search
Identifikacia logov, ich analyza a napojenie

SIEM

Korelacia v realnom Case, reporting, dashboardy
Rule based

Ludia
Bezpecnostny Specialista
20% FTE

Assety

Informacie o prostredi, IP plany
bez procesov o0 vzniku/zaniku
zariadeni

www.axenta.cz
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Cojeto,SOC*? A hlavne ¢o nie je SOC!

©
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Security Operation Center
Bezpecnostné Prevadzkové Centrum

SOC vs Managed Security Services
Externé a Interne penetracné testy

FW konfiguracie
WAF, NAC, DLP...

SOC -> Incident Response (CSIRT)

Zakladanie incidentov
RieSenie incidentov / CSIRT tim

SOC & Kyberneticky zakon (CR)

+/- 85 poziadaviek na sulad
Menej nez 20% je o dohlade bezpecCnosti
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SOC # Incident Response (CSIRT)

Log Management + SIEM

Auditna stopa, Detekcia, Reporting, Dashboardy —
Hunting — hladanie neznameho v neznamom

Tickety
Service Desk / Help Desk
Start Incident Response

Procesy a Ludia
Interné predpisy a postupy
24[7

Assesment
Informacie o prostredi, zranitelnosti

Business Impact

Peter Jankovsky www.axenta.cz
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Threat Inteligence

Global EARLY-warning system

Cojeto ,SOC 2.0“?

Advanced Analytics

User and (E)ntity Behavior Analytics

Network Behavior Analytics

Tactical Machine Learning / Statistics / Baselines

Technical Time

Operational Biometrics (Keystroke, Mouse
STIX. TAXI Movements)

Structured Threat Information Expression

Trusted Automated Exchange of Intelligence Information I II IIlII

Investing in User Behavior Analyfics
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Prevadzka SOC 2.0
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Central Console | Dashboards | Reports | Incident Response | Orchestration IDENTITY

MONITORING
Profiling .
Operations
Use Data Monitoring
Cases Threats Analytics
UBA

Ludia 11 it 111
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Software
Event Management, SIEM, UBA, NBA,

Prevadzkovy monitoring, Ticketing, Dashboardy

Analytika

Hunting Unknown Unknowns
Reporting/KPI
Threats Exchange

Investigate

PROCESS

Alerts Community Ticketing CSIRT

PAM

CORRELATION &
ANALYTICS

e
P r O C eS y | (z) Smart Connectors Context Information
. , € & .
Incident Response, konzultacie, tvorba o " or ot W physical

obsahu, vzdelavanie
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Dakujem za pozornost

Peter Jankovsky

Principal Security Architect

OAXENTA

Bezpecnost informaci je pro nas na prvnim misté
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