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Let’s focus on the most critical security use cases

Outcome-driven
security
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Disconnected security capabilities are failing us

Security analytics Privileged user management Access management User behavior analytics

Incident response Data protection Endpoint patching and management
Data access control

Identity governance and administration Network visibility and segmentation

Fraud protection

Mainframe security

Network forensics and threat management Application scanning
Vulnerability management Malware protection
IDaaS
Device management IoCs
Threat sharing
Endpoint detection and response Transaction protection

Criminal detection Content security

{ : : - Malware analysis
Firewalls and intrusion prevention gy

Threat and anomaly detection Application security management Threat hunting and investigation
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Build an integrated security immune system

Data protection | Data access control

Privileged user management
Identity governance and administration
Access management
Application scanning IDENTITY WRLEEN
Application security management Security analytics o R Mainframe security
Vulnerability management
Threat and anomaly detection

Transaction protection SECURITY
Device management MOBILE ORCHESTRATION
Content security & ANALYTICS

F\\W/\\lsi-p} Fraud protection
Criminal detection

Threat hunting and investigation
User behavior analytics
Incident response

Endpoint detection and response
Endpoint patching and management J3\1»]zleli\}}
Malware protection

Firewalls and intrusion prevention
\[0")'[e]:1 @88 Network forensics and threat management
Network visibility and segmentation

THREAT

INTEL

Threat sharing | Malware analysis | IoCs
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Supported by hundreds of open integrations
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The future of security is AI and Orchestration
What if you could augment your teams’ intelligence and response?

Incident Overview ¢ $8§n::ala_ll_ly Successful Exploit containing

Hour graph for Oct 2nd

Overview  Watson

Malware Family AV Signature Filen;
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Use Al to gain a head start

Automatically investigate incidents and
anomalies to identify the most likely threats

— Quickly gather insights from millions of external sources

— Apply cognitive reasoning to build relationships

IBM QRadar Advisor with Watson
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Respond quickly with confidence

Orchestrate a complete and dynamic response,
enabling faster, more intelligent remediation

— Create dynamic playbooks built on NIST / CERT / SANS
— Deploy response procedures and expertise

IBM Resilient



The future of security is Collaboration
Are you part of the bigger picture?

Search by Application

All Applications (67) Sort By
“
QRadar Advisor With User Behavior Analytics Snare Log Analysis
Watson for QRadar

2 By1BM 2 By IBM CRaday 2 By In tAllia

nresilient NITALITHS et

TECHNOLOGIES

IBM Resilient QRadar STEALTHbits Active Palo Alto Networks App

Integration Directory App for... for QRadar

s £ By STEALTHbS T 267

Join an ecosystem of defenses

Customize your security with 140+ apps
on the IBM Security App Exchange
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IBM X-Force Exchange

BigFix and Carbon Black
Integration

2 By

Search AlertCon™ Threat Level

Current Threat Activity 1
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Share real-time threat intelligence

Interact with 41K+ users and 800+ TB of threat
intelligence on the IBM X-Force Exchange



FIGHT THREATS



“We need help analyzing huge amounts of
Information in real-time to identify trends and
useful information for more actionable insights.”

p O = 71N
ﬁ ° —ax—a
X O \I]/o
Detect & Stop Orchestrate Master

Advanced Threats Incident Response Threat Hunting
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*’) Detect and stop advanced threats
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IBM QRadar Security Intelligence

Incident Overview

Hour graph for Oct 2nd

Description
Potentially Successful Exploit containing TCP_HIT

Potentially Successful Exploit containing TCP_HIT

Potentially Successful Exploit preceded by Communication to a known Bot Command
and Control containing TCP_HIT

IBM QRadar Advisor with Watson

Automatically uncover
the full scope of a
security incident

IBM Security

Dashboard Offenses Log Activity Network Activity Assets Reports Risks Vulnerabilities Admin

Source

10.103.22.188

10.103.22.35

10.103.22.32

2.3M+ security documents
10B+ security data elements
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admin ¥  Help¥  Messages I

System Time: 3:15 PM

5 Potentially Successful Exploit containing
TCP_HIT

Overview Watson

Malware Family Filename

1

Watson Insights

AV Signature

@2 [123 @22

xplore Insights

““ QRadar Advisor's analysis of 117 observables from this offense has finished. The reasoning
process discovered 283 new indicators that were not part of the offense. A total of 110 data
points have been found to be linked with the offense. 34 of all indicators are known to be
related with suspicious activity, two of them have been observed actively in this offense. From
the newly found indicators, 32 have ties to suspicious activity. In particular, 19 URLs and 15 IP
addresses have been found, which are known to be suspicious o malicious. The following
malware family type may be linked to the offense: smokeloader.”

Supporting Details

Reputation (25%)

80K+ documents read per day
250K+ investigations enhanced




%) Detect and stop advanced threats

IBM QRadar Security Intelligence admin v Help v Messages ™ v

Dashboard Offenses Log Activity ~Network Activity ~Assets Reports Risks Vulnerabilities Admin [EVELI@UEIVTN System Time: 9:23 AM
Quick insights

Monitored Users Current High Risk Users Sense Events (last hour) Offenses Generated (last hour)

13.9k 251 1.3m 267

System Score (Last 24 Hours) Risk Category Breakdown (Last Hour) > User Geography Recent Sense Offenses

@ UBA : User Anomalous, about 2 hour.

1918740 UBA - User Geography... User: Robert Thomas
1500000 Event Count: 58 Flow Count: 0 Magnitude: 3
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about 2 hours ago

500000 User: Joseph James

0015 12:00 Event Count: 49 Flow Count: 0 l\@mlude: 3
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e ————————————————————————————— User: Eric Jones
Most Risky Users (Overall Score) Most Suspicious Users (Window Score) Event Count: 47 Flow Count: 0 Magnitude: 3
Robert Smith Robert Williams ffense # 337 about 2 hour
User: William Jackson
James Johnson C Event Count: 59 Flow Count: 0 Magnitude: 3

Event Count: 46 Flow Count: 0 Magnitude: 3

Robert Brown John Davis
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James Brown : Watchlist

Robert Smith 55k N\ [S)

John Jackson

IBM QRadéf User Behavior Analytics 6345 71 ©

James Jones

Advanced analytics for advanced threat detection The User Behavior Analytics dashboard
and response across the enterprise is an integrated part of the QRadar console
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@*Orchestrate incident response
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Destination Network:
Net-10-172-192.Net_192_168_0_0

Protocol: other(255)

. 07/13/2016
QID: 28250184

. Yes

Details Members Artifacts Notes Attachments News Feed Stats Timeline

News Feed

ers & Carlo Alpuerto

& Jody Cannady
& Ethan Goldstein

am Marc Makowski wrote a note on the task Initial Triage
an hour ago @

Related Incidents

#3852 Proofpoint Sample Alert 34342

End-to-end workflow, collaboration,

actions and expertise to respond LU Ut IRt Deploy response :
. . using deep forensics procedures and expertise
with confidence
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i2_Enterprise Insight Analysis

Entities with the most links Update Copy~» X

Analyst-driven investigations Visually investigate with Easily combine both structured
using big data and threat intelligence built-in analytics to uncover and unstructured data to
to get ahead of the threats hidden threats faster support investigative analysis
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LET'S TAKE A LOOK
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THANK YOU

FOLLOW US ON:

@ ibm.com/security

@ securityintelligence.com

@ ibm.com/security/community
@ xforce.ibmcloud.com

Y @ibmsecurity

3 youtube/user/ibmsecuritysolutions
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Statement of Good Security Practices: IT system security involves protecting systems and information through prevention, detection and response to improper access from within and outside your
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