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APT	
  -­‐ definition

• Term	
  first	
  appeared	
  at	
  USAF	
  
– Advanced:	
  the	
  adversary	
  knows	
  

what	
  he	
  is	
  doing,	
   is	
  organized,	
  
motivated	
  and/or	
  funded

– Persistent:	
  the	
  adversary	
  has	
  a	
  
clear	
  goal	
  in	
  mind

– Threat:	
  the	
  adversary	
  intends	
  to	
  
get	
  what	
  he	
  wants

• Since	
  several	
  years	
  became	
  a	
  
marketing	
  hyped	
  term

• The	
  goal	
  is
– Take	
  an	
  objective	
  view	
  on	
  the	
  phenomenon
– Independently	
   analyse what	
  can	
  

be	
  done	
  to	
  mitigate	
  it
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APT	
  – in	
  numbers

6 Source:	
  Verizon	
  2016	
  Data Breach Investigation Report	
  



Source:	
  Mandiant M-­‐Trends 2016

APT	
  – in	
  numbers
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• Mossack Fonseca  controversial  hack
• 2.6  TB  of  data,  11.5  Mio  documents  syphoned  
• Bigger  than  Wikileaks,  Offshore  leaks,  Lux  leaks  and  
Swiss  leaks  combined

APT	
  – in	
  words

8 Source:	
  Suddeutsche Zeitung



APT	
  – visually

9 Source:	
  http://www.informationisbeautiful.net/visualizations/worlds-­‐biggest-­‐data-­‐breaches-­‐hacks/



• Italian  company  founded  in  2003,  ~50  employees
• Selling  Govware (spyware)  – Remote  Control  System  (RCS)
• Hacked  on  July  5th 2015

– Emails,  RCS  source  code,  0days,  and  other  files  exposed  over  Internet  
– over  400  GB  

– Hacking  Team  twitter  taken  over  and  used  to  distribute  the  leaked  files

• Phineas  Fisher,  a  hacker  known  for  
breaking  into  Gamma  International  UK  Ltd.,  another  Govware
company  took  credit  for  the  attack

The Hacking Team	
  case
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• Phineas  Fisher  made  a  writeup of  how  he  hacked  
Hacking  Team

The Hacking Team	
  case

12 Source:	
  http://pastebin.com/raw/0SNSvyjJ



Advanced ?

Source:	
  http://pastebin.com/raw/0SNSvyjJ13



Persistent ?

Source:	
  http://pastebin.com/raw/0SNSvyjJ14



Threat ?

15 Source:	
  http://pastebin.com/raw/0SNSvyjJ



• The  attacker  
– was  highly  motivated  to  break  into  the  specific  target
– spent  good  amount  of  time  for  reconnaissance
– developed  a  custom  exploit  for  one  of  the  edge  appliances
– was  able  to  easily  perform  lateral  
movement  once  inside

• The  target
– A  company  with  fair  amount  of  
security  skills

– Little  external  exposure
– Network  segregation    

To	
  recap
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• There  could  have  been  some  monitoring  in  place,  but  was  it  
analyzed  regularly  ?  
– Perhaps  not

• Patching  was  not  properly  implemented
– The  attacker  was  able  to  exploit  the  Nagios  server  which  monitored  the  
‘segregated’  network  which  contained  the  source  code  for  the  main  
product

• Proper  segregation
– Not  a  panacea
– Air  gap  networks  are  just  slow-­latency  networks  J

• Egress  monitoring
– The  attacker  was  able  to  download  all  mails,  confidential  files  and  other  
sensible  information  (btw  egress  connection  was  unencrypted)

Lessons learned
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• Risk  profiling  and  baseline
– Risk  analysis

• And  only  then  implementation  
of  controls  

• Threat  intelligence
• Monitoring

– Getting  the  data
– Processing  the  data
– Analyzing  the  data

• Reassess  the  risk
• Vulnerability   assessment  and  penetration  tests

– Actionable  reports  are  crucial
• Wargaming and  redteaming

What can be improved

Risk  Modeling

Threat  
IntelligenceMonitoring
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1. Identify  your  assets
– Resposibility

2. Topology/architectural   view
3. Identify  and  document  the  threats

– Why  will  some  threat  agent  (aka  bad  guy)  target  us  ?  
– It  isn’t  a  threat  if  it  doesn’t  impact  your  business

4. Rate  the  threats

What is your threat model	
  ?	
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Proper risk	
  management
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Risk	
  analysis – start with the basics

21 Source:	
  ISO	
  27001



• Prioritize
• Which  controls  have  to  be
implemented/updated  in  the
first  place  ?
– Pushing  most  of  the  cases  
downwards  left

• Appoint  responsibility
• Keep  in  mind:

– This  matrix  is  dynamic
– Things  will  have  the  tendency  
to  move  upwards  right…

• Not  enough
• How  to  keep  things  under  control  ?  

Getting a	
  clear risk	
  picture
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• The  set  of  data  collected,  assessed  and  
applied  regarding  security  threats,  threat  
actors,  exploits,  malware,  vulnerabilities  
and  compromise  indicators  [SANS]

• This  is  how  you  monitor  what’s  happening  
out  there

• Discover  new  threats
• Feedback  loop  to  your  dynamic  risk  
management  program

Threat Intel

Source:	
  “Who's	
  Using	
  Cyberthreat Intelligence	
  and	
  How?”,	
  SANS	
  Survey,	
  2015

Staffing   for  Threat   Intelligence   programs  across  organisations surveyed   by  SANS
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• Traffic  Analysis
– Ingress/egress  traffic
– Internal  traffic

• Log  Analysis
– Privileged  Users

• Honeypots
• Analysis  – means  some  human  
interaction  and  interpretation  of  data
• Reporting

• Vulnerability  scans
– Gives  you  a  snapshot  at  a  time  T
– Diff  snapshots  and  find  outliers  -­ any  new  ports  open  ?  Missing  patches  ?  

• Continious tuning
– Update  your  IOC

• It’s  a  process

Monitoring
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• What  about  residual  risk  ?  
• Cyberinsurance is  a  highly  hyped  phenomenon

– In  2015  market  estimated  at  $2.5  billion
– For  2020  between  $5  billion  and  10$  billion

• The  challenge:
– Information  security  risk  difficult  to  model
– Threats  and  risks  evolve

• Insurance  coverage  and  premium  are  a  mess
– Misunderstanding  between  insurers  and  customers
– What  is  covered  ?  
– Direct  vs  indirect  damage
– Damage  to  reputation,  stolen  files,  Intellectual  Property  
are  not  covered

– In  case  of  widely  exploited  0day  – domino  effect  
– Small  companies  vs  large  companies

• You  better  know  well  your  risk  model  &  read  the  
insurance  policy  before  subscribing

Residual risk	
  -­‐ cyberinsurance
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• Removing  threat  from  your
organization
– Investigation  and  remediation

• It  is  just  a  question  of  “when”,  
not  “if”

• Responsibility  – Computer  Incident
Response  Team  (CIRT)
– Clear  Mission
– Planning
– Communication
– Practice

• Know  your  data
– Monitoring

Incident	
  response

Source:	
  “Incident	
  Response	
  – How	
  to	
  Fight	
  Back?”,	
  SANS	
  Survey,	
  201426



• Additionally   to  ‘standard’  vertical  pentests and  vulnerability  scans
• Red  Teams

– Scenario-­driven
– Simulating  a  real  attack  (TTPs  used  by  various  threats)
– Throughout  test  of  controls  
– Correction  recommendations

• Blue  Teams
– Your  monitoring  and  IR  team

• Purple  Teams
– New  industry  trend
– Aimed  to  synergize  collaboration  between  red  &  blue  teams
– How  do  you  know  remediation  is  working?  

• Wargaming
– Multidisciplinary
– ’Playing’  scenarios  and  situations  that  might  arise  and  have  impact  on  business
– Excellent  way  to  review  risks

Wargaming and	
  {red,	
  purple}	
  teaming
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• One  of  the  most  challenging  parts
– Many  model  that  breach  has  already  occurred
because  of  user

– Don’t  exclude  it  from  your  threat  
model!

• Threats
– Phishing  attacks  – that’s  the  
most  efficient  vector  for
targeted  attacks  today

– Client-­side  vulnerabilities

• Part  of  preventive  ‘controls’  to  
implement

• Continuous  process
• Importance  of  measurement  during  assessments

– Should  be  part  of  manager’s  KPI

User	
  awareness	
  and	
  education
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Cryptolockers and	
  ransomware
• Threat  trend  on  the  rise

– Not  really  an  APT,  but  rather  
a  well-­established  business  model  by  
cybercriminals

– ‘Product’  becoming  better  with  every
interation

– Ransomware-­as-­a-­Service  

• Usually  spread  using  email  phishing
– User  awareness
– Monitoring
– Backups

• But  also  on  Android  devices
• With  modern  ransomware  your  
chances  of  decrypting  your  files
yourself  are  less  than  10%

Source:	
  “Endpoint	
  ExploitationTrends 2015”,	
  Bromium Labs	
  Research	
  Brief,	
  201529



• Attackers  learning  continuously
– We  need  to  improve  our  TTP

• OSINT  Threat  Intel  Sources
• Capture-­The-­Flag   competitions

– SANS  regular  CTFs
– Various  CTFs  with different  difficulty  levels
– Writeups

• Many  challenges  and  vulnerable  VMs
• Certifications

– SANS  has  an  excellent  portfolio
– Offensive  security  pentesting
certifications  (for  self-­learning)

Continuous	
  training	
  and	
  keeping	
  skills	
  sharp
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Improvement  and  training

Wargaming

Penetration  Testing

Incident  Response

Threat  Intelligence

Monitoring

Risk  Assessment

Pyramid	
  of	
  information	
  security	
  needs
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• APTs  are  here  to  stay
• Whether  coming  from  Governments  or  
Dedicated/Motivated/Persistent   attackers

• Discovery  of  APT  is  a  challenge   in  itself

• Not  a  single  battle,  but  many  ones
– Understanding  your  organization
– Understanding  the  threats

Concluding remarks

31



Thank	
  you	
  for	
  your	
  attention


