cnych systéemoch
Ity incident event management &
monitoring)

=== INveaTeCcH
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Predstavenie Invea-Tech

* Spoloc¢nost identifikovand Gartnerom od roku 2010 i::::::
e 2x Deloitte CE Technology Fast 50 ID Number: G00206366
e Aliancia s medzinarodnymi vyrobcami ako

CISCO, Checkpoint, Radware a dalSimi Deloitte l = I

* Prva 100 Gbps NIC na svete CE Technology Fst 50

* 600+ klientov po celom svete
INVEA-TECH a.s.
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INVEA-TECH globalna presencia




Gartner a Invea-Tech

Gartner

,Neexistuje bezpecnost bez monitoringu. Mnoho ludi bolo dlho
presvedcenych Ze bezpecnost sta¢i budovat na perimetri a monitoring je
zbytoCna praca nad ramec povinnosti. Opak je pravdou.”

Recommendation ] - Research

ID Number: GO0208386

Vendor Analysis

After you have successfully deployed firewalls T R Rliowing Section me

and Use Cases section). In addition to p

and Intrusion preventlon Systems with approprlate collectors and flow exporters. The expor

and/or stateful packet inspection and co

processes for tuning, analysis and remediation, V5 racorde snd snabl these solutons
you should consider NBA to identify network is superior to the solutions offered by ve
events and behavior that are undetectable Invea-Tech

using other techniques.

Invea-Tech's FlowMon solution analyzes v.5, NetFlow v.9 and IPFIX traffic. It includes the
appliance-based FlowMaon collector, which processes flow data from routers or from optional
Flowhon probes (exporters). A software plug-in can be added to the collectors and exporters to
deliver NBA functionality by providing statistical analysis and ancmaly detection. For smaller




Gartner a Slovensko

IT SUMMIT 2014:

Rok 2015 podla ClIOs SR z pohladu investicii — 1.
miesto - Infrastruktura a Datové centra

Rok 2015 podla ClOs SR z pohladu poznatkov — 1.
miesto — Zabezpecenie informacii a ich monitoring




Kyber hrozby dnes a zajtra

e Viac sofistikovany malware

— POS, Ransomware (cloud, inteligentné zaraidenia), Targeted malware a
pod.

— Nezabezpecené OS (Windows, Android, iOS) - zranitelnosti
— Kyber Spionaz
e Vypadky kritickej informacnej infrastruktury a

sluzieb

— DoS a DDoS
— kyber vojna

e Attacks as a Service (Aaa$)

— ZjednodusSenie utokov
— Vyuzivanie grey marketu




» Detailny pohlad na jednotlivé utoky
* Drill-Down medialne zdroje informacii



http://www.informationisbeautiful.net/visualizations/worlds-biggest-data-breaches-hacks/

Kyber utoky po datovych sietach

l:Jtoky realizované prostrednictvom datovych sieti
Utoky je mozné identifikovat pomocou kvalithého monitoringu

ch sieti
(0) ®

© ATTACK TARGETS
COUNTRY

United States

© ATTACK ORIGINS
H COUNTRY

Russia
Mil/Gov
Ecuador

1804
1578
H

Serbia
China
Russia Taiwan
NEGEERGS
Poland

France

France

L. sB83H
=103 3 1kE

Mil/Gov

w
E=
s
v
L
*
L

Turkey
Germany
South Korea

© ATTACK TYPES
@ SERVICE
® telnet

http-alt
ssh

© LIVE ATTACKS .

® ' TYPE

TIMESTAMP ORGANIZATION LOCATION LOCATION SERVICE

2015-02-04 09:32:31.03 CHINANET HAINAN Hainan, China 112.67.167. Seattle, United States telnet ms-wbt-
<o, server

#3

- ntp

2-04 09:32:31.95 Ironics Incorporated Ithaca, United States 149.129.63.79 Saint Louis, United unknown

2015-02-04 09:32:32.37 Clientes NETLIFE Quito - Quito, Ecuador 186.4.230.10 Seattle, United States unknown unknown

sip
® http

O 000 OO A M | 06600

http://map.ipviking.com

SyRBE 8 888 #

2015-02-04 09:32:33.04 Boekhandel Bloemendaal Bloemendaal, 194.45.69.201 Saint Louis, United unknown



http://map.ipviking.com/
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TOP DDoS utoky — ziva mapa

 DDoS utoky podla typu, zdroja, ciela a doby
 Denna aktualizacia s moznostou historického pohladu

. Studia KASPERSKI — DDoS stoji Enterprise segment v priemere

440.000 $ a SMB 52.000 $

February 3

Showing All Countries

Show Attacks
1

Lzrge & Unususl attacks on Unite
France. (zech Republic - 21 others

Color Attacks By

@ Web (80/443) ) 55
® DNS (53) ; 4 ML
Other £ %

Brazil \
Size (Bandwidth, in Gbps)
Q... Australia
5 @5 el

Shape (source + destination)

s, between two
" countnes

+
3:':!&* source or Attack Bandwidth (All Countries), Gbps  Dates are shown in GMT Data shown represents the top ~2% of reported attacks
jest. unknown
| Feb4
| 2015
‘ e ﬂwx %’w ot
T eachoail il
e | 1 0ct1 Nov1 Ilecllanl 2014Feb1 Mar 1 1 Myl Junl Jull  Augl 1 Octl1  Novi Decllanl, zmsFel

http://www.digitalattackmap.com/#anim=1&color=1&country=ALL&list=2&time=16469&view=map



http://www.digitalattackmap.com/#anim=1&color=1&country=ALL&list=2&time=16469&view=map

Invea-Tech — novy pohlad na
monitoring

Riesenie FlowMon

Network On Demand Network/
. Security Packet Application
Monitoring Monitoring Capture Performance

Flow DDOS

Protection

11



NetFlow - princip technologie

212.96.160.170

e
0

~ W

i

SRC & DST IP address

\
\,

N
\

SRC & DST port -
195.113.224.147 por SiSug
Protocol number = %=%
Lifetime
Number of packets
Sum of bytes NetFlow
Export
Others
Start Duration Proto Src IP:Port Dst IP:Port Packets Bytes ...
9:35:24.8 001 TCP 195.113.224.147:10111 -> 212.96.160.170:80 2 80 .
1282 ...

9:35:25.0 @9 TP 212.96.160.170:80 -> 195.113.224.147:16111 3

12
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NetFlow vyuzitie pre FlowMon

Monitorovanie prevadzky a vykonu prostrednictvom modernych aktivnych
prvkov a vykonnych sond, ktoré garantuju spracovanie vsSetkych paketov a analyzu
napriec sietovymi vrstvami

Dlhodobé ukladanie statistik o prevadzke datovej siete, ich vizualizacia a
reporting. Sledovanie aktivnych zariadeni na sieti.

Automaticka detekcia prevadzkovych a bezpecnostnych incidentov a anomalii v
datovej sieti zalozena na priebeznom vyhodnocovani statistik o prevadzke datovej
siete a nasledny automatizovany alerting

.y




Architektura

FlowMon Sondy
* Vykonné autondmne NetFlow sondy - zdroj zaznamov o IP tokoch vo formate NetFlow
v5/V9/IPFIX
* Mobilné, L2/L3 neviditelné zariadenia— transparentné pre monitorovanu siet, pouzitelna v
lubovolnom bode siete
* Podpora 10/100/1000 Ethernetu, 10 GE, 40 GE,100 GE, IPv4, IPv6, VLAN, MPLS
FlowMon Kolektor
+ Zber a vizualizacia sietovych Statistik
* Dlhodobé ulozenie, alerting a reporting
FlowMon Pluginy (SW vybavenie)
+ Detekcia bezpec€nostnych a prevadzkovych udalosti a anomalii
+ Packet Capture, Monitoring vykonnosti aplikacii a dalSie.

=N =S
5] vmware
=- blicranai - §
NetFlow | ™" Sa—— 1
. export b
- 4-0-0—o-5-0— - Z
I € : &8
-— .. « » A _*a
o~ ~ (
-— FlowMon W

LAN/WAN s NetFlow zdroji ‘o % @
CcLouD NAT Detective

FlowMon DDoS Defenaer

nnnnnnn
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FMC (FlowMon Monitoring Center)

Monitorovacie centrum vykonu a prevadzky

Vstavana sucast FlowMon sondy a kolektoru — zaklad

Network Performance Monitoring, Monitoring VolP prevadzky, Monitoring

aktivnych zariadeni, serverov pouzivatelov, aplikacii, lokalit atd.

Grafy a tabulky a nasledné nastroje pre detailné analyzy

Top N Statistiky (uzivatelia, sluzby, navitevované servery, web stranky a pod.)

FlowMon Monitoring
Center

Nastroj ulahcujuci optimalizaciu infrastruktury, dohlad a spravu sieti prostrednictvom
alertov, dynamickych tresholdov a dalSich nastrojov

Potategni Eas.

2013-05-29 08:58:47.009
2013-05-29 08:58:52.668
2013-05-29 08:58:52.164
2013-05-29 08:58:46.955
2013-05-29 08:58:47.009
2013-05-29 08:59:28.061
2013-05-29 08:59:02.483
2013-05-29 08:58:54.258
2013-05-29 08:59:02.488

Protokol
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP

Idrojova IP adresa Cilovy port

192.168.3.179
192.168.3.179
192.168.3.179
192.168.3.179
192.168.3.179
192.168.3.179 =
192.168.3.179
192.168.3.179
192.168.3.179

http
http
http
http
http
http
http
http
http

2 Invea Flowion Manitoring Center | ¥

tructure of averal traffic for last 12 hours

Dot for el 11,2:2013 00:55 = 12,2013 12455

@ Structure of specific protocol traffic for last 12 hours

HTTP hostname.

api.play.cz
www.gstatic.com
0-act.channel. facebook. com
clients2.google.com

api.play.cz

crl.microsoft.com /pkiferl/ products/microsoftroot
tools.google.com /service/updateZ?w=6:gEkzBSSTGF
ocsp.startssl.com /sub/class2/server/ca
tools.google.com /service/update2lw=6:LL2ghBNLy




ADS (Anomaly Detection System)

Network behavioralona analyza
® UtO ky (scan portov, slovnikové utoky, DoS, Telnet, APT, Zero Day)
® Anomalie prevédzky (DNS, multicast, vysoka variabilita komunikacie, VolP)

*  Anomadlie chovania IP adries (zmena profilu chovania)

b Neziaduca aplikécia (P2P siete, on-line komunikatory, TOR, TeamViewer)

s Malware (viry, spyware, botnety, komunikacie s adresami na blacklistech)

s Posta (odchadzajuci SPAM, nelegitimne postovné servery)
® Prevadzkové problémy (oneskorenie, pretaZenie, reverzné DNS zaznamy, vypadky sluzieb) = prem———

® Potencialne L'miky dat (upload na verejné servery, webové Ulozistia)

10 nejprioritné&jSich typi udalosti (2013-05-

® Porusenie bezpecnostnych p0|ltlk (obchadzanie proxy serverov, nezname zariadenia) 5 @ SSH attack (SSHDICT)
~ ) # Typ udalosti
° £ 2 4 . . 1 SSHDICT 2013-
SpeC|f|cke metody (sledovanie senzorovej siete) - i =
3 SSHDICT 2013-
4 SSHDICT 2013-
5 SSHDICT 2013-
6 SSHDICT 2013-

- m Target hosts/ports anomaly (DIVCOM)

, 10, Ze o tom neviete, neznamend, Ze to tam nie je”
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APM (Application Performance

Monitoring)
Monitoring vykonnostnych parametrov aplikacii

V 4 [ 4

Detailny pohlad na vykon HTTP/HTTPs aplikacie
»Spravanie sa“ aplikacii jednotlivym uzivatelom
Identifikacia problémov skor, nez ju ohlasi pouzivatel
Identifikacia pri€in vykonnostnych problémov
Meranie redlnej doby odozvy a chovania sa aplikacie
Poskytovanie ,tvrdych dat“ pre upg. HW
Monitoring uzivatelskych transakcii v realnom ¢ase bez nutnosti instalacie SW, tzv.
HAG E NTLESS” Error count and transaction count Transport size and transport time
TS INVeATECH  FlowMon APM v @ 2 semiix :z
* Piiter Transac:i:noount % j, _g
Application: www.r z w‘ .‘ 09/08/201 . § 2: J éi
e wemsm | B o .W;L':m;;Lw ' | ] -
V m é 300 :'-Em“m-HT:d“w:wa ”in prp— 1 o ;é?::"“5°"s‘bjnu 16:00  17:00  18:00 Sep17
‘ © e _;|A_Lui¢i1l;w|n|_ e -
i 3| = | -EEEEESE
g ) i % ] 05::::5”“&?:::"5“ -:30 ;;.Lo? _‘ws'so 16:00 16:30 17:00 17:30 w_.loc 18:30 Sep 17
. £
of
ol e
wad Transactions
=
L Loraliel wor; A e Transaction & Last seen & APM index ¢ Error count Avg. response time Count #ransport size sum
‘ 09/17/2014 18:57 98.579 0 0.335 17 383.95 KB
‘ f 091772014 19:05 99.298 0 0.232 1816 42.51 MB
‘ fadmin 091772014 14205 100 [] 0.002 14.39 KB
‘ fadmission 09/17/2014 19:05 99.323 a 0.079 406 635.53 KB

& &
az|s Vodsues)

[grj wns



Traffic Recorder

Nahravanie zaznamu datovej komunikacie
»,Full / OnDemand Packet Capture” — nahravanie datovej komunikacie L2-L7 Fowton Tt
*Ukladanie do PCAP formatu

*Vhodné pre dalSie forénzne a iné hlbsie analyzy napr. v nastrojoch Wireshark

*RozSirenie moznosti identifikacie prevadzkovych problémov

HTTP requests files

Probe Interface File Created Tools
192.168.3.174 eth3 20140526152619-20140526152630-192. 168.3. 174-eth3. pcap 2014/05/26 15:26 4 Download j
192.168.2.174 eth? 20140526152610-20140526152619-192.168.3.174-2th3_pcap 2014/05/26 15:26 4 Download i
192.168.3.174 eth3 20140526152601-20140526152610-192. 168.3. 174-eth3. pcap. 2014/05/26 15:26 4 Download j
192.168.3.174 eth3 20140526152555-20140526152601-192_168.3_174-eth3_pcap 2014/05/26 15:25 < Download j
192.168.3.174 eth? 20140526152555-20140526152558-192. 168.3. 174-eth2.pcap 2014/05/26 15:25 4 Download j
192.168.3.174 eth? 20140526152551-20140526152535-192.168.3.174-eth_pcap 2014/05/26 15:23 9 Download j
192.168.2.174 eth? 20140526152542-20140526152551-192. 168.2.174-eth?_pcap 2014/05/26 15:25 4 Download i
192.168.3.174 eth3 20140526152541-20140526152555-192.168.3.174-eth3_pcap 2014/05/26 15:25 ¥ Download j
192.168.2.174 eth? 20140526152528-20140526152542-192168.2.174-eth?_pcap 2014/05/26 15:25 4 Download j
192.168.3.174 eth3 20140526152528-20140526152541-192.168.3. 174-eth3_pcap 2014/05/26 15:25 ¥ Download j
192.168.3.174 eth2 20140526152527-20140526152538-192. 168.3. 174-eth2. pcap 2014/05/26 15:25 ¥ Download j
192.168.3.174 eth3 20140526152519-20140526152528-192.168.3. 174-2th3_pcap 2014/05/26 15:25 4 Download i
192.168.3.174 eth? 20140526152519-20140526152527-192. 168.3. 174-eth2. pcap 2014/05/26 15:25 4 Download j
192.168.2.174 eth? 20140526152517-20140526152519-192.168.3.174-2th3_pcap 2014/05/26 15:25 4 Download i
192.168.3.174 eth? 20140526152517-20140526152519-192. 168.3. 174-eth2_pcap 2014/05/26 15:25 4 Download j

== INnvea FlowMon Traffic Recorder = . en 2 | admin i | X

z = Tasks

Name Description State Tools
HTTP requests @RUNNING (2) ® Start & Stop # Show Files # Edit @ Delete




DDoS Defender

Detekcia a mitigacia utokov typu DoS a DDoS real-time

*Zrychlenie reakénej doby na utok

Ziskanie charakteristickych znakov utokov a prezentacia pouzivatelovi
*Notifikacie a alerting — email, syslog, SNMP trap

*Pokrocilé funkcie okamzitej reakcie a mitigacie

*Podpora smerovacich protokolov BGP, PBR, RTBH

*Nezavisla konfiguracia ochranuje réznych zakaznikov, sluzby alebo segmenty siete

*Postacuje zakladna kvalita flow dat z aktivnych prvkov (NetFlow, IPFIX, jFlow, sFlow, NetStream),
samplované i nesamplované Statistiky

*Integrdcia s 3. stranami tzv. DDoS Protection rieseni (cez RESTFul API)

Attack detail

Start time 2014-12-10 13:00:00
End time 2014-12-10 13:25:00
Attack target  2.100.100.0/24

Attack status  ENDED

Action status  detected, ended,

Top source countries based on attacking IP addresses/subnets

TOP Key Packets

Czech Republic e 22908979

2 United States ey 16527164
3 Germany 5901430
Ialy § o 2929180

5 Irstand | 264TETI
6 Metherlands 7= 3087992
United Kingdom 2947682

L] Russian Federatson - 4126M
3 &N =g 1653427
10 Siovakia gy 1198123




DDoS Protection

FlowMon DDoS Defender

Samostatne jako sucat FlowMon kolektora

» Schopnost analyzovat akékolvek Flow
Standalone

S vyuzitim aktivnych prvkov a ich protokolov

Out-of-band eliminace

DDoS ttoku , v ’ . v .
* Sucast out-of-band riesenia: Radware Defence Pro
(PBR, BGP)
B e
(w FlowMon Probes

= 67 — 4 FlowMon Collector
NetFlow ﬁ-éﬁ- =
Control

A A SR Radware DefensePro

e Svyuzitim su¢asného scrubbing centra

Scrubbing Center




Komplexné pokrytie monitoringu
datovych sieti, aplikacii a bezpecnosti

REST API N A ArSIGhtC. Yenerzers GIFI
Syslog ” - —
JuniPer  :LogRhythm QY McAfee
SNMP Trap 0Ssim
Integracné balicky { iEm | Labs [Eenvisior splunk> waTrustwave
SECURITY
DEPARTMENT %7 ﬁ % -= FlowMon
Firewall I"'"P { IDS/IPS ] -
NETWORK [ SNMP J —~—
DEPARTMENT
APPLICATION

DEPARTMENT




FlowMon — nasadenie riesenia

« RieSenie je pasivne a neinvazivne, nezasahuje do funkCnosti siete.
* RieSenie je mozné nasadit centralizovane alebo decentralizovane,
popripade kombinaciou obidvoch moznosti, priCom sa zapojenie

uskutoCnuje pomocou:

Mirror port / SPAN port

Switch
| B |
Mirrer port
Flowbklon probe
TAP
Router Router Router Router
- N - - =~ -

"N

FlowMon probe

ST R
FlowMon probe



FlowMon — nasadenie riesenia

Centralizované nasadenie Decentralizované nasadenie

INTERNET -
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Prinosy

L VIDITELNOST“

*detailné a presné real-time, Ci historické informacie o diani v datovej sieti )

euchovavanie vsetkych potrebnych informacii pre dalSie analyzy 4’/
,USPORY*
*okamzita identifikacia vykonnostnej, prevadzkovej a bezpecnostnej hrozby Lu;&

*automatizovana alebo manudlna real-time / spatna analyza problému

,KOMPLEXNOST“

*troubleshooting, sprava sieti, aplikacii, serverovej, ¢i virtualnej infrastruktury ¢ L s
scustom reporting *
ecross — departments vyuzivanie informacii : support dep. -> TOP management
,INTEGRACIA" **Q
svyuzitie inStalovanej bdzy, sucasnych investicii a zabehnutych procesov ;# e
skalovatelnost , solution development a otvorenost platformy - :
,,COMPLIANCE"“ q‘?
aplikovatelnost na legislativne, auditorské a compliance poZiadavky S




EE iNnvea&CcCH High-Speed Networking Technology Partner

Roman Cupka
roman.cupka@invea.com
roman.cupka@dvsro.eu
+421 948 464 123

INVEA-TECH a.s.
U Vodarny 2965/2
616 00 Brno
Czech Republic
www.invea.com
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Dakujeme za pozornost
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