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SIEM

e Security Information and Event Management
e Prvykrat pomenovany v roku 2005

e V novembri 2014 bolo na trhu 73 SIEM
produktov

http://en.wikipedia.org/wiki/Security _information_and_event_management



SIEM vcera

e Era pred SIEM-om

| * Logovanie ???
e Centralizovany zber logov ?7??
| o Kontinualne vyhodnocovanie ???
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SIEM dnes
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Logs e Zber logov a udalosti
Events Alerts e Signatury

Configuration

information ® Dnes - Akthlty

System i e Real-time monitoring

audit trails ,
context o Context-aware” detekcia

Network flows anomalii

and anomalies o . )
E-mail and e Automatickeé korelacie a analyza

External social activity

threat feeds
Malware

Business information

process data



SIEM dnes

Sietové IDS Senzory, Firewally
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SIEM
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e SIEM s podporou

SIEM ako Cloud sluzba
e Prevadzkovanie SIEM v prospech zakaznika
e Monitoring bezpecnosti ako sluzba (SOC)

Managed Security Services
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SIEM
Typy udalosti,

identifikacia relevantnych zdrojov informacii,
baseline analyza prostredia
SIEM ako
sluzba
(SOC/MSS)

Poziadavky na
monitoring

korelacia
zdrojov
informacii



SIEM zajtra ?

e Nové zdroje informacii ?
e  Integracia“ludi?
e [nternet of Things ?

Operational Data Information Intelligence
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