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“Tatra banka, a.s. — 25 years of experience

e Established in 1990 as the first private bank in Slovakia. Tatra banka keeps strong position on bank
* Member of the RBI Group market:

e One of its most successful subsidiaries in CEE

* Modern universal bank offering complex banking services * POS terminals the 1st position

* and solutions for corporate and individual clients. * loans to enterprises the 1st position

e Third largest bank in Slovakia according to total assets. » funds assets (TAM) the 1st position

* client assets in private banking the 1st position
» The aim of the bank is to achieve continuous growth of _ _
_ o _ _ » factoring turnover the 1st postion
financial indicators and increased production rate

) ) . . i * suppl.pension assets (DDS) the 2st position
combined with rationalization and strict control of

. * number of branches the 3rd position
operational costs. @, P
e, g % * number of employees the 3rd position
Ellllﬂ " RHODOS * loans to customers the 3rd position
) Gﬁ?ﬁ%@s * deposits from customers the 3rd position
e @ ..
¢ TREND: * ATM network the 3rd position
* Bank of the Year 1998, 1999, 2000, "
2001, * payment cards the 3rd position
2002 (1. place) . .
- Bank of the Year 2003 (3. place)  number of clients the 5th position
» Bank of the Year 2004 (2. place)
* Bank of the Year 2005, 2007, 2008 (1. Soure: Trend, June 2012, October 2012

place)
* Bank of the Year 2011 (3. place)



° Tatra Banka - Innovation leader

e Internet banking application Tatra banka for iPhone,
Android, pre-approved loan withdrawal function, bar

code scanner, etc.

¢ Spending report — Internet banking feature for

managing expenses
e Card & Reader, Reader application
e Art Consulting application
¢ Contactless payment cards, Mobile Pay
¢ Instantly issued Card

e Gift Card — prepaid Gift Card

* New Internet banking

¢ 117 ATMs for blind and partially sighted
e Digitalised signature, Document scanner
e Socially Responsible Fund, Smart fond

* Mobile office for corporate clients

e Virtual mortgage consultant (video consultation)

%PREGLA 5S 2

TATRA BANKA

e \/oice biometry

e Application for Google glas 3

e \lyber z bankomatu cez mobil



Preco sme tu prave z TB?

2002

o Prvé komplexné rieSenie logov pre databazy
o Definicia procesu a pravidiel a KPI

« 2004 — Centralne logovacia webova stranka
e 2005 — Zapojenie logovania do SDLC Tatra banky, a.s.

« 2007 — SIEM rieSenie
° 2013 — CeMoL - Bl analyza nad logmi

« 2014 - Spajanie IT a non IT logov
« 2015 — Security Dashboard

www.efocus.sk (alebo iny zdroj)



Poziadavky logovania

* Logicky pohlad

— Sluzby

— Jednotlivé aplikacie, zariadenia
« Otazky

— Co?

— Kto?

— Kedy?

— Ako ?

— Preco?

www.efocus.sk (alebo iny zdroj)



Co logujeme?

« HW (info o stave, funkcionalite,zmenach)

» Aplikacie (info o stave, funkcionalite,zmenach)

« Bezpecnostné rieSenia (FW, WAF, AF, proxy,...)
* Interna aplikacna logika (CBS, HB,...)

* Vystupy aplikacii

(napocCitané hodnoty, napr. poCet prihlaseni za hodinu)

www.efocus.sk (alebo iny zdroj)



Co zobrazujeme?

— Aktualny status funkCnosti systemu

— Incidenty
« HW
« SW (applikacie, DB,...)
* Rule based
— Korelacie
« Security incidents — rule baseddirect — in SIEM (DLP, USB, proxy,..)

« Advanced security incidents
« Behavioralny scoring

— Toky
« Sietové
» aplikacné

www.efocus.sk (alebo iny zdroj)



Kam zobrazujeme?

Security Dashboard
— Interné riesenie

— Co obsahuje?, okamzité a vulnerability a botnet a virus
infornacie.

SIEM

— Potrebujete skolenia
Service desk solution

— Integracia

Emails

— Tazké definovanie obsahu. ©

www.efocus.sk (alebo iny zdroj)



Security dashboards
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Komu to zobrazujeme?

« Security monitoring (Security related)

« Service desk (chyba v aplikaciach)

* |T Administrators (chybna funkénost HW, SW, network)

« Compliance and AntiFraud mngm t(podozrenia na fraud)
« Business owners (chyba v procese, podozrenia na Fraud)

* Nacrt procesu:

Vznik Security Security
incidentu monitoring operation
Service
""""""""""""""""""""" desk
procesu | T —— S

www.efocus.sk (alebo iny zdroj)



Otazky a odpovede pre proces Dashboardu.

Nebolo by lepSie vSetko dat' na Service desk?

PreCo Cakame na template incidentov a negenerujeme?

Co s datami, ked su ludia doma, alebo 24x7?

Nenasadzujte proces bez KPI.

www.efocus.sk (alebo iny zdroj)



AKko vypada pracovny proces?

Dashboard

www.efocus.sk (alebo iny zdroj)



AKko vypada pracovny proces?

CBS Sec Apps
DB’s \
BE}QkAppS network
SIEM
GLOG Dashboard

IT admins

Anti Fraud

Security operation

www.efocus.sk (alebo iny zdroj)

\ Service desk




Co je uzitoéné?

* Need to know princip.
« Vyskusajte, ak si myslite, ze ste dostali dobry napad.

« Spolupraca, spolupraca, spolupraca....

www.efocus.sk (alebo iny zdroj)



Dakujeme za pozornost

Logo partnera OCUS



