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Co to je Digitální Forenzní Analýza?

„Za použití našich forenzních neboli vyšetřovacích 
technik analyzujeme získaná data“
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Co to je Digitální Forenzní Analýza?

• Obecné zásady forenzní práce
1. Kroky podniknuté pro zajišťování a shromažďování 

digitálních důkazů by neměly ovlivnit jejich integritu

2. Osoby provádějící zkoumání digitálních důkazů by měly 
být pro tuto činnost vyškoleni a pravidelně proškolováni

3. Všechny prováděné činnosti by mely být 
zdokumentovány a záznamy zabezpečeny tak, aby byly 
dostupné pro případné přezkoumání

5 www.rac.cz

ACPO  - Good Practice Guide for Computer-Based Electronic Evidence



Co to je Digitální Forenzní Analýza?

• Atributy forenzní analýzy

– Integrita

– Opakovatelnost/Přezkoumatelnost

– Legalita

– Nezávislost

– Odbornost

– Dokumentace
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Digitální Forenzní Analýza

• Integrita
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Digitální Forenzní Analýza

• Opakovatelnost /Přezkoumatelnost
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Digitální Forenzní Analýza

• Legalita
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Digitální Forenzní Analýza

• Nezávislost
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Digitální Forenzní Analýza

• Odbornost
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Digitální Forenzní Analýza

• Dokumentace
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Co dokáže odhalit?

• Cokoliv, co lze v digitálních datech najít
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Kdy dělat forenzní analýzu?

• Podezření z trestného 
činu

• Regulatorní požadavky

• Interní incidenty a jejich 
šetření

• Pojištění rizik ICT
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Interní  forenzní tým – zjednodušená kalkulace nákladů



Mít interní forenzní tým?

• Ano, když na to máte

– Pozor na podjatost

– Pozor na ekonomickou 
efektivitu

– V zásadě jen pro interní 
šetřerní
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Workflow šetření interního incidentu

after collation,

more evidence required

what kind of standards

of proof is required for evidence 

(criminal/non-criminal standard

of proof)

involve LE -> criminal

civil stds . of proof

(non criminal) &

low cost

yes, more evidence

is needed

what kind 

of further evidence  

is needed

Informational

Counter measures /

event analysis

IT-Forensics

notification 

by 

employee

Collation of evidence

go ahead with 

investigation?

(consulting policy)

investigation
no investigation, just

totoal recovery and exit                    

gather information 

about the type of 

evidence needed

Prepare report and submit to relevant bodies 

(organisation e.g. board of directors / legal body / ...)

call law 

enforcement 

yes, more severe than 

initially suspected

report to relevant 

organisations (e.g. HW/SW 

distritubors, CERTs) for 

Information sharing

try to gather more 
info using 

monitoring 

techniques / 

Honeypot

technical investigation 

to rule out that the 
system is 

compromised any 

further (non-legal)

need more

technical info
need more info

company 

dicipline

internal

external
yes, prosecution wanted

external

legal 

prosecution

wanted

no, no prosecution

wanted

suspect

internal and/or

external to

company or impossible 

to answer
at this stage

Physical

Physical

evidence

SOP (e.g. 
finger-

prints....)

Informational

evidence
SOP

IT-Forensic

evidence
SOP

report to 
relevant 

organisations 

(e.g. HW/SW 

distritubors, 

CERTs) for 
Information 

sharing

do not involve LE /

non-criminal case

therefore tribunal,

private investigator

might be called

cirminal court 

or tribunal 

preparation  

or law enforcement 

finished?

prepare information 

needed to report  to 

law enforcement

preparation for LE

finished

criminal stds. of proof

preparation for LE

not yet finished

criminal court/

criminal stds. of proof

suspected 

severe 
offence?

not more severe than 
initially suspected

Learning

Phase
Learning

Phase

system apparently running normally (according to 

installed monitoring techniques, IDS, FW, ...)

Co-operation and 

communication with 
law enforcement

preparation

non-criminal

stds.

of proof

(civil /tribunal)

go on with 
investigartion

yes, go on
with internal

investigation

(no external

prosecution)

is LE to be 
involved

Investigation 

Phase

tribunal /
criminal stds. of proof

does incident 

jeopardise company 

op./image or is it false 

alarm

yes jeopardy, immediate need for

reaction and recovery

no jeopardy,
no immediate need 

for reaction -

just total recovery

and exit

documentation

temporary / 

substitute  

technical solution

reporting to 

management

technical  isolation of 

compromised system/
pull the plug / actively 

and covertly monitor 

intrusion 

copy system
estimate scope of 

incident / event

containment/

prevent further 

damage

recover system 

mediator

yes

incident and 

legal team

enough 

evidence ?

no

report to relevant 

organisations 

(e.g. HW/SW 

distritubors, 
CERTs) for 

Information 

sharing

ADR SOP
basic collection of 

evidence for
ADR / ODR

is still more 

evidence 

required

after collation, no

more evidence required

Sysadmin

 EXIT:

(- secure copy/image)
- total recovery

- documentation

- prevention...

check for necessity 

of evidence 
gathering before 

repairing

copy/image 

necessary ?

copy/make 

image!

yes

no

done?

yes

disk copy/

image tool,

storage device

copy not
done

is more 

evidence 

required

AWARENESS

Recovery/Exit 

Co-operation and communication 

with law enforcement

Requirements for incident reporting[LE Germany and rfc 2196]

When an incident is reported to an organisation (LE, external consultant, etc.), they need to have certain information and data from the 

one reporting the incident.

This is a small checklist:

- What (type of incident, why should you care) occured where, how, when (incl. timezone/GMT or local time) and why?

- Who caused the damage? (remote system, incl. host names, IP, perhaps user IDs, all log entries relevant for the remote site)

- Which PC is affected? (-> create image of PC)
- Who and which IP is allowed to do what in the network? Which IPs are (not) common in the network?

- Description of network, hard- and software and their versions/patches (since LE might want to analyse the system to find anomalities)

- who are the contacts of the company (administrator, vendor of systems (office hours), ISP)

- are logfiles stored

- is private e-mail/surfing allowed (policy)

Example [http://www.cert.org/reporting/incident_form.txt]:

Your contact and organizational information

1. name......................:

2. organization name.........:
3. sector type (such as banking, education, energy or public safety)...........:

4. email address.............:

5. telephone number..........:

6. other.....................:

Affected Machine(s) (duplicate for each host)

7. hostname and IP...........:

8. timezone..................:

9. purpose or function of the host (please be as specific as possible).............:

Source(s) of the Attack (duplicate for each host)

10. hostname or IP...........:

11. timezone.................:

12. been in contact?.........:

13. Estimated cost of handling incident (if known).....:
14. Description of the incident (include dates, methods of intrusion, intruder tools involved, software versions and patch levels, intruder 

tool output, details of vulnerabilities exploited, source of attack, or any other relevant information):

*

*

ADR / ODR 
procedure

question to be discussed: how 
does company want to 

procede/check company policy 

about formal investigation

**

**

civil court 

or tribunal?

tribunal /
non-criminal

stds. of proof

civil court 

**

Investigation 
Phase

accusation by 

LE (search 

warrant)

accusation by 

external 

notifiation 

by 

external

identification 
through 

manual 

analysis 

automatic 

system

notification

company is target/victim
system/company is source/perpetrator/intruder

company is accused

of being source/perpetrator

TRIGGER

investigation 

priority: company 

operation/

company image

investigation 1

consolidation meeting - discuss the 

result of the trigger analysis (decide if 

incident jeopardises company 

operation/image)

analyse trigger to find out more and 

check reliability of source

impossilble to answer

if internal and/or external

investigation 3

suspect
internal and/or

external to

company or still 

impossible to

answer

still impossible to answer if int ./ext.

company 

dicipline

internal

external

yes, prosecution wanted

external

legal 

prosecution

wanted

no, no prosecution

wanted

false accusation

does incident 

jeopardise company 

op./image or is it false 

accusation

yes jeopardy, immediate need for
reaction and recovery

documentation

temporary / 

substitute  

technical solution

technical  isolation 

of compromised 
system

copy system
estimate scope of 

incident / event

containment/

prevent further 

damage

false accusation

investigation 

priority: company 

needs to help LE and 

find source/

perpetrator / intruder 
without restriction of 

company operations

investigation 1

consolidation meeting - discuss the 
result of the trigger analysis (decide if 

incident jeopardises company 

operation/image)

analyse grounds for accusation by LE

accusation

against company or

employee

against employee

against

company

LE needs support by company

LE needs support by company. If 

company does not cooperate, LE 
might need to confiscate "everything", 

or company operation might be 

impaired.

what kind 

of further evidence  

is needed

InformationalIT-Forensics

Collation of evidence

Physical

Physical

evidence

SOP (e.g. 
finger-

prints....)

Informational

evidence

SOP

IT-Forensic

evidence
SOP

investigation 2

no more evidence

is needed

LE:

prepare report

is more 

evidence 

required

 company:

- total recovery

- documentation

- prevention

- counter measures
- event analysis

...

no more evidence

is needed

documentation copy/seize system

investigation 

priority: company 

wants to minimise 
damage 

investigation 1

state grounds for accusation

what kind 

of further evidence  
is needed

InformationalIT-Forensics

Collation of evidence

Physical

Physical
evidence

SOP (e.g. 

finger-

prints....)

Informational

evidence

SOP

IT-Forensic

evidence

SOP

investigation 2

no more evidence
is needed

LE:
prepare report

is more 

evidence 

required

 company:

- total recovery

- documentation

- prevention

- counter measures
- event analysis

...

no more evidence

is needed

cooperation
yes, company cooperates

and agrees to analysis

no, company does

not cooperate

trial?
yes, trial

court

no trial

close case
prepare 

presentation 

for court

yes, more

evidence

is needed

yes, more
evidence

is needed

trial?
yes, trial

court

no trial

close case
prepare 

presentation 

for court

trial?
yes, trial

court

no trial

close case
prepare 

presentation 
for court

company is 

accused
of being 

source/

perpetrator

no immediate need

for reaction
because of

false alarm

no immediate need
for reaction

because of

false alarm

no, stop
internal

investigation

decision if

int/ext suspect 

already made

no

 EXIT:

(- secure copy/image)
- total recovery

- documentation

- prevention...

check for necessity 

of evidence 
gathering before 

recovery

copy/image 

necessary ?

copy/make 

image!

yes

no

done?

yes

disk copy/

image tool,

storage device

copy not
done

Recovery/Exit 

investigation 

priority: find out if 
suspect is internal 

or external to 

company

investigation 2

prepare for investigation following 

policy, evidence collection, gather info 
about int./ext. suspect, severity and 

legal constraints - if possible

** Tribunal only UK, USA, ...

checking for 

standards 
compliance 

and testing

publicising new 

procedures and 

training staff

Implementation of 
CTOSE model

Preparation

define company 

CTOSE test 

cases

IT security setup

IT security setup:  (make sure that for all 4 parts of IT security management 
all necessary items are covered)

Preparatory measures

- risk / threat / vulnerability analysis

- cost / benefit analysis
- IT security documents (policy/strategy, handbook, rolemodel/definitions of 

responsibilities, ...)

- crisis management (business continuity plan, emergency plan, ...)

- training/awareness

Prevention

- IT security relevant information (CERT/CSIRT advisories and alerts, ...)

- IT security tools (firewalls, IDS, access control, ...)

- technology watch

- security audit

Response

- analysis

- recovery

- IT forensics
- tools

Follow-up

do not involve LE /

non-criminal case

therefore tribunal,

private investigator

might be called

Tribunal SOP 

(non-crim. std. 
of pr.)

Civil SOP

Tribunal 
SOP (crim. 

std. of pr.)

Criminal 

SOP

criminal court/

criminal stds. of proof

tribunal /

non-criminal

stds. of proof

tribunal /

criminal stds.
of proof

civil court 

 EXIT:

(- secure copy/image)

- total recovery
- documentation

- prevention...

check for necessity 

of evidence 
gathering before 

repairing

copy/image 

necessary ?

copy/make 

image!

yes

no

done?

yes

disk copy/

image tool,

storage device

copy not
done

Recovery/Exit 

 EXIT:

(- secure copy/image)

- total recovery

- documentation
- prevention...

check for necessity 

of evidence 

gathering before 
repairing

copy/image 

necessary ?

copy/make 

image!

yes

no

done?

yes

disk copy/

image tool,

storage device

copy not

done

Recovery/Exit 

 EXIT:

(- secure copy/image)
- total recovery

- documentation

- prevention...

check for necessity 

of evidence 
gathering before 

repairing

copy/image 

necessary ?

copy/make 

image!

yes

no

done?

yes

disk copy/

image tool,

storage device

copy not
done

Recovery/Exit 

formally decide which legal forum is 

appropriate (civil , criminal, other)

Scenario1 steps/notes

open questions

advice by Mark 

Hoekstra

trigger

process 

detailed in 
other flowchart

action

decision

role action from 

outside

Legend

document

technology / 

tool

general 

statements / 

situation

SOPs not 

yet defined 
in detail

optional action, for example: 
report to relevant organisations 

action depends on 

something special

Analyse X

own additions/

proposed changes

advice by company 

Viccon

Consolidated reaction after incident

no more

evidence

is needed

.........



Jaké chyby se vyskytují? 

• Nedělá se když je potřeba

• Nesplňuje atributy forenzní analýzy
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Děkuji za pozornost


