Moderné vojny sa neodohravaju
len na fronte
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Predstavenie

mjr. Ing. Branislav Kulich
nacelnik oddelenia kybernetickej obrany OSSR
Zakladna stacionarnych KIS Trencin

e 1999-2014 AVO, Log&SIEM, Analyzy incidentoy,..
e 2014-2016 CSIRT.MIL
e 2017 Oddelenie implementacie informacnej bezpecnosti
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Struktudra prezentacie

 Moderné vojny a konflikty vs. Digitalny front
* NATO a kybernetickd bezpecnost , spolupraca
* Ozbrojené sily SR, kyberneticka bezpecnost a jej buducnost

e Aktualne hrozby
e Navrhy opatreni
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Moderné vojny a konflikty vs. Digitalny front

Ukrajina vs. Rusko 2013-2017 g

e Kyberneticka vojna?

under control of the
IUthor g i am goverment

* Incidenty vs. Priebeh konfliktu (Rusko,NATO, EU) ="M russianFederaton

 APT (3pecifické ciele, asovy Usek pripravy a pdsobenia, | | R
& =" Border [recognised)

sofistikovanost,

.ﬁ«reas held by the insurgents and Russia
.Areas under the control of Ukraine

na pozadi stat, armada, skupiny s kapacitami statu,
koordindcia timov, schopnost prispdsobenia sa obrane a prostrediu,
zlozitost identifikacie pachatelov)
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Moderné vojny a konflikty vs. Digitalny front

Ukrajina vs. Rusko 2013-2017

e Computer network operations

Electronic warfare

Psychologické operacie

Kamuflaz, klamné a utajované operacie

* Propaganda, masmédia, zombifikacia, psycholingvistické programovanie
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Moderné vojny a konflikty vs. Digitalny front

Ukrajina vs. Rusko 2013-2017

e Kreml trotling

e Ukrajinska kyberneticka armada a Informacné vojska Ukrajiny
e Anonymous Ukraine

e Cyber-Berkut

e Aktivity Sandworm team

* Snake malware a APT28
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NATO a kyberneticka bezpecnost

AN )
AGENCY
CYBER SECURITY

e NCIA - NATO Communications and Information Agency's £NCRC

* CCDCOE - NATO Cooperative Cyber Defence Centre of @
Excellence
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NATO a kyberneticka bezpecnost

e v 25 krajinach EU, USA, j.v. Azia

e podpora NATO operacii

e Centrala - Brussel, Mons a Hague
* |.c. C4ISR delivery/Service lines

» Agency service catalogue

e Cyber Coalition
* NCIRC Daily News

www.ncia.nato.int



NATO a kyberneticka bezpecnost

General Manager

Chief of Staff (OF7) : gj;gf;;’;ﬂ

Service Operation

Operational Analysis

Command and Control
Joint Intelligence, Surveillance & Reconnaissance

Service Support & Business Applications
Education and Training

Core Enterprise Sernvices
Network Services and IT Infrastructure
Cyber Security
Service Management and Control

www.ncia.nato.int



NATO a kyberneticka bezpecnost

CCDCOE - NATO Cooperative Cyber Defence Centre of Excellence

e Tallinn, Estonsko ‘O’
e 14.5.2008 memorandum EST, GER, IT, LT, LI, SK, ESP

e 28.10.2008 akreditacia NATO

e 2010 Baltic Cyber Shield (CCDC)

e 2010 1. Locked Shields

e 2013 Tallinn manual, EDA

e -2017 GR, TUR, FIN, CZ, AUT, FR, UK, NL (sponsoring nation alebo participant)
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NATO a kyberneticka bezpecnost

CCDCOE - NATO Cooperative Cyber Defence Centre of Excellence

e CIIP kurzy ‘O’

e Cyber defence exercises (Locked Shields, Crossed Swords, Cyber Coalition)
e Cyber defence workshops

e Technical a pravnické kurzy

e CD kurzy pre operacna uroven

e VVyskumné projekty

e Konferencie (Cycon)

e CD strategické dokumenty
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Ozbrojené sily SR a kyberneticka bezpecnost

Minulost

e Odbor informacnej bezpecnosti 2000-2017

* Internet, elektronicka posta, antivirus

* CRBS centralne riadenie bezpecnosti siete, LOGs, SIEM, NAC, ..
e PKl infrastruktura verejnych kltucov, ZEP, ACA

e CIRC 2014-2016 CSIRT.MIL
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Ozbrojené sily SR a kyberneticka bezpecnost

Sucéasnost

e Reorganizacia leto 2017

e Odbor informacnej bezpecnosti 2017-2018
* Personalne vyzvy

e Revizia informacnej bezpecnosti

e Reorganizacia projektov
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Ozbrojené sily SR a kyberneticka bezpecnost

Buducnost

e Odbor informacnej bezpecnosti 2018 a dalej
e Implementacia CSC20 (kritické bezpecnostné opatrenia) ClSecurity.org

e Zazrak s ludskymi zdrojmi vs. Outsourcing
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Dakujeme za pozornost

Branislav.Kulich@mil.sk
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