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“Cyvber- criminals collected $209 million in
the first three months of 2016 by
extorting businesses and Institutions to
unlock computer servers. At that rate
ransomware is on pace to be a $1billion
a year crimethis year. ”

B for money.CINN.com, Aprif 20 6



http://money.cnn.com/2016/04/15/technology/ransomware-cyber-security/
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2010: Winlock

Computer is Blocked!

Your computer is blocked for viewing, copying and
dissemination of video materials containing elements of pedophilia
and rape of children. In order to remove the block You are required to
pay a fine in the amount of 300 rubles to the (telephone) number
8-965-265-90-84. In case of payment of the sum equal to or
greater the amount fine there will be an unblock code on the receipt.
You'll need to enter the code in the lower portion of the window and
press the “unblock” button. Once the block is removed you
must delete all materials containing elements of rape and
pedophilia. If you do not pay the fine within 12 hours, all
information on your personal computer will be permanently
deleted and the case will be sent to court for investigation in accordance to
chapter 242 part 1 of the Penal Code of Russian Federation.

Rebooting or turning off of the computer will lead to
prompt removal of all data, including the
operating system and BIOS, without ability of further
restoration.
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Utvar Osobitného Urcenia
Kriminalisticky a Expertizny Ustav

Policajného Zboru

UzZivatelské meno:

VAROVAMNIE! Vas osobny pocitac je uzamknuty z bezpecnostnych dévodov by
z nasledujucich dovodov:

Ste obvineny z prezerania/skladovania aralebo distribocia pornografickych materidlov zakazané
obsahu (detska pornografiaszvierackosti atd) Ze ste porudil Vieobecni deklardciu o boji proti
Sireniu detskej pornografie a obvineny z trestného Cinu podla danku 161 trestného zdkonnika
Slovenske rapubliky.

Clanok 161 trestného zikonnika Slovenské republiky ustanovuje ako trest odiatia slobody v trvani
5-11 rokou.

Tief ste osoba podozrivd z poruienia "zakon o autorskom prave a pravach sdvisiacich s
pravom” (stahovanie piratskej hudby, videa neletsenzionnogo softvér) a pouZitia asalebo Sirenie
obsahu chranensho autorskym pravom. Tym ste osoba podozriva z porugenia clanku 148 trestneého
zakonnika Slovenske republiky.

Clanok 148 trestného zikonnika Slovenské republiky, musi byt trest pokuta 150 az 550 zakladnych
jednotiek alebo odfiatim slobody na dobu 3-7 rokov.

5 pocitacom dodlo k neopravnensmu pristupu k obmedzenému pristupu verejnosti k informaciam a
informaciam celostatneho vyznamu v Internete.

Meautorizovany oristuo 51 midFete doiednat zamerne 7 ssheclkich motivovy alebo neooravnenyvem

Zostavajuci cas: 47:56:09

@ paysafecard

PIN kod

| Odoslat |

Kde moZem ziskat' pefiazné poukazku
PaySafeCard?

Prehlad predajcov: PaySafeCard dostanes v mnchych
supermarketoch, trafikach. PaySafeCard dostaned na
viac ako 101 €erpacich staniciach Agipu a OMVY, vo
vybranych pobofkich stavkovej kanceliarie Tipsport,
vietkych predajnych miestach GG Tabaku a vo (BA.
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2013: Cryptolocker

Private key will be destroyed on
10/20/2013
12:37 PM

Time left

72:34:50

Your personal files are encrypted!

Your important fies encryption produced on this computer: photos, videos,
documents, etc. Here is a complete list of encrypted fies, and you can personally verify
this.

Encryption was produced using 3 unique public key RSA-2048 generated for this
computer. To decrypt the files you need to obtain the private key.

The single copy of the private key, which wil allow you to decrypt the files, located
on a secret server on the Internet; the server wil destroy the key after a time
specified in this window. After that, nobody and never will be able to restore files...

To obtain the private key for this computer, which wil automatically decrypt files, you
need to pay 300 USD / 300 EUR / similar amount in another currency.

Click «Next» to select the method of payment.

Any attempt to remove or damage this software will lead to the immediate
destruction of the private key by server.




204: Android/Simplocker

NATIONAL
SECURITY
AGENCY

DEFENDING OUR NATION.
SECURING THE FUTURE.

RIGHT TO PAY A PENALTY WHICH |5 SET TO U.S. DEPARTMENT
OF THE TREASURY, THIS WILL BE CONSIDERED AS AN
ACCEPTANCE OF MISUNDERSTANDING FACT AND AS A
COMPENSATION FOR EFFORTS MADE BY THE GOVERNMENT
ON THE CURRENT INVESTIGATION, ALSO THIS WILL PREVENT
THE SENDING OF ALERT MESSAGE TOWARDS ALL CONTACTS
FROM YOUR CONTACT LIST IN ORDER TO INFORM THEM
ABOUT AN OFFENCE YOU ARE INVOLVED IN.

LR B B B O O B BN B O

YOUR CAMERA IS USED FOR GATHERING ADDITIONAL
INFORMATION FOR INVESTIGATION. ALL THE FOOTAGE WILL
BE ADDED TO A CRIMINAL CASE.

FINE PAYMENT DETAILS

=




206: Ransom 32
A ALL YOUR PERSONAL FILES HAS BEEN ENCRYPTED A

All your data (photos, documents, databases, etc) have been encrypted with a private and unique key generated for this computer. This menas that you will not be able to access your files anymore
until they are decrypted. The private key is stored in our servers and the only way to receive your key to decrypt your files is making a payment.

The payment has to be done in Bitcolns to a unique address that we generated for you. Bitcoins are a virtual currency to make online payments. If you don't know how to get Bitcoins, you can dlick
the button "How to buy Bitcoins" below and follow the instructions.

When the provided time ends, the payment will increase to 1 Bitcoins ($350 aprox.). Also, if you don't pay in 7 days, your unique key will be
destroyed and you won't be able to recover your files anymore.

Payment raise Final destruction
3 days, 23:46:43 6 days, 23:46:43

To recover your files and unlock your computer, you must send 0.1 Bitcoins ($35 aprox.) to the next Bitcoin address:

Check payment  How to buy Bitcoins

For you to check that we truly have the keys saved and your files will be decrypted when you pay, we let you select ONE file the will be decrypted for free. The key will be decrypted in the server.
Select file



- c%me =
206: Ransom 32

Address
Payout ratio 75%

Installs e

Lockscreens e

Paids e

Paid BTC e

o 2o o o

BTC amount to ask:

Don't be too greedy or people will not pay

Fully lock the computer e
Low CPU usage e

Show the lockscreen before encrypting e

Show a message box e

O Critical Error
® Yellow Exclamation
® White Information

Latent Timeout e

-pays:
- Hours: I
- Minutes: X

Download client scr

Don't worry if the download "hangs". While the download
bar is shown, Tor is receiving the file. Just wait.



PETYA RANSOMHWARE?
c

201: Petya

The harddisks of your computer have been encrypted with an military grade
encryption algorithm. There is no way to restore your data without a special
key. You can purchase this key on the darknet page shown in step 2.

To purchase your key and restore your data, please follow these three easy
steps:

1. Download the Tor Browser at "https://uuui.torproject.org/". If you need
help, please google for "access onion page’.

2. Uisit one of the following pages with the Tor Browser:

http:7//petya3?hStbhyvki.onion”
http://petyaSkoahtsf7sv.onion/

3. Enter your personal decryption code there:

If you already purchased your key, please enter it belowu.

Key:



Start FAQ

FACHIMNG

PROFIT FROM PETYA & MISCHA!

HIGH INFECTIO

N RATES PROVABLY FAIR
[ ith his little brother MISCHA

| v | As professional cybercriminals, we know that you can't

; trust anyone. So we developed a payment system
nches when those based on multisig addresses, where no one (including
us) can rip you off.

PETYA does a low level encryption of the disk, which is For more informations see our FAQ.
a completly new technique in ransomware. MISCHA
acts as an traditional file-based ransomware. For more
informations see our FAQ.




with you. Let me explain the rules:

e being deleted. Your photos, videos, documents, etc...
But, don't worry! It will only happen if you don't comply.

However I've already encrypted your personal files, so you cannot access them.

Every hour I select some of them to delete permanently,

therefore I won't be able to access them, either.

Are you familiar with the concept of exponential growth? Let me help you out.
It starts out slowly then increases rapidly.

During the first 24 hour you will only lose a few files,

the second day a few hundred, the third day a few thousand, and so on.

If you turn off your computer or try to close me, when I start next time
you will get 1000 files deleted as a punishment.

Yes you will want me to start next time, since I am the only one that

is capable to decrypt your personal data for you.

Now, let's start and enjoy our little game together! =y

=7

1 file will be deleted.
Wiew encrypted files

Please, send at least $23 worth of Bitcoin here:

T

| made a payment, now give me back my files!




205: KeRanger @ | README_FOR_DECRYPT.txt
: 1 and all your files has been encrypted with 2048-bit RSA

encryption.

Instruction for decrypt:

1. Go to NG ( I F NOT WORKING JUST DOWNLOAD TOR BROWSER
AND OPEN THIS LINK: N )

2. Use P as your ID for authentication
3. Pay 1 BTC (~407.97%) for decryption pack using bitcoins (wallet is your ID for
authentication - (G

4. Download decrypt pack and run

-——> Also at |GG  vou can decrypt 1 file for FREE to

make sure decryption 1s working.

Also we have ticket system inside, so if you have any questions - you are welcome.
We will answer only if you able to pay and you have serious question.

IMPORTANT: WE ARE ACCEPT ONLY(!!) BITCOINS

HOW TO BUY BITCOINS:
https://localbitcoins.com/guides/how-to-buy-bitcoins
https://en.bitcoin.it/wiki/Buying_Bitcoins_(the_newbie_version)
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205: PopcornTime

Restoring your files - The fast and easy way Restoring your files - The nasty way

To get your files fast, please transfer 1.0 Bitcoin to our wallet address Send the link below to other people, if two or more people will install the file and pay, we
1LEIPgvh699VEXWV2dZytSRd7e9B1bWi3. When we will get the money, we will will decrypt your files for free.
immediately give you your private decryption key. Payment should be confirmed in about

2 hours after payment made. https://3hnuhydudpd247gb.onion.to/r/0e72bfe849c7 1dec4a867fe60c7 8ffab




2017 WannaCryptor

(es[y) e

¥ Wanna Decryptor 1.0

Ooops, your files have been encrypted!

VWhat Happened to My Computer?

Y our important files are encrypted.

Mary of wour documents, photos, videos, databases and other files are no longer
accessible hecause they have been encrypted. Maybe wou are busy looking for 2
. . wiay to recover your files, but do not waste your time . Nobody can recover your
Payment will be raised on files without our decryption service.
4/9/2017 16:55:33

iles?
Time Left Can | Recover My Files”

Sure. We guarantee that you can recover all your files safely and easily. (But vou _
hawve not =0 enough time )
You can try to decrypt some of your files for free. Try now by clicking <Decrypt=.

Your files will be lost on If wou want to decrypt all vour files, yvou need to pay.

4/13/2017 16:55:33 You only have 5 davs to submit the pavment. After that the price will be doubled

Also, iFvou don't pay in 7 davs, vou wont be able fo recover vour files forerer,
Time Left

How Do | Pay?

. . Send $200 worth of bitcoin to this address: GF Code
About bitcoin b'tco ln

Ylaed a0t a4 | 1GAcISSEmycqjz2WD e lyitWzrajJLCEsLiY |

Check Payment

|:: (n] r'|t.E| |::t |_| k4




Petya
Chimera

TeslaCrypt : Infinite
YPL ¢ rysis
ZerolLock Rokku

DM ALOCker NanolLocker
CryptoW all

KeRanger Tox

PadCrypt \\\/ annaCryptOr CryptOLOCker Mischa

KeRanger
ryptVaul
CryptVault CTBLocker CryptoJoker
/ev3n
SynoLocker LO C ky
HydraCrypt
RotoCrypt

Ransom32 CryptoLocker Cerber



Hundreds of families'!

New family every day !



Malware

What 1s "WanaCryptor 2.0’
d why is it attacking

Malicious software has attacked computers across the NHS and companies in
o Ukraine and Taiwan. What is it and how is it holding data

Spain, Russia, th
to ransom?



Ransomware detection statistics in Slovakia Apr 2016 - Apr 2017
Source: ESET LiveGrid®
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Detection statistics of downloaders often trying to download ransomware in Slovakia Apr 2016 - Apr 2017

Source: ESET LiveGrid®
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“Applications by which ransomware
entered the organization”

Email link 319,
Email attachment 28 o/o
A WED St mall or social media | " 24%

Social media 40/0

USB stick 39

Business application 1 0/0

We don't know 90/0

Osterman Research, Inc., August 206



‘More than 97% of phishing emails
aelivered in 206 contaihed
ransomware...”

Reported by PHISHME.com, 03205



January 2016 Cybersecurity Snapshot

‘ﬂSACA Global Results

Trust in, and value from, information systems . .
f o www.isaca.ore/2016-cyvbersecurity-snapshot

Number of respondents (n) = 2,920

3. Of the following threats, which THREE are of most concern to your organization in 2016? (Please
select up to three.) n=2,920

Ransomware 20%
Social engineering S2%
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ESET Ransomware Shield
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Hfadanie chyb ransomwaru

v' Slaby generator kfu¢ov (DM A, Crypt Project XXX)

v Saby Sifrovaci algoritmus (XORist, 7ev3n)

v Chyby v implementacii Sifrovacieho algoritmu (Petya)
v Klué v kéde (Smplocker, Jgsaw)

v Uniknuté kluce (Chimera)

Vo



welivesecurity

Security news, views and insight from the ESET experts

All Posts Latest Research How 10 Multimedia = Fapers - Qur ExXperts

ESET releases new decryptor for TeslaCrypt
ransomware

BY PETER STANCIK POSTED 18 MAY 2016 - 08:51PM

o O WINDDWS' system32' cmd.exe - ESETTeslaCryptDecoder.exe c:

C:wDocuments and Settingsz*Administrator~Dezsktop ESETlTeslaCryptDecoder.exe c:

TeszlaCrypt decryptor
Uersion:- 1.1.8.08
Built: May 18 2816

Copyright <c» ESET, szpol. s r.o.
19292-26015. All rights reserved.

: Workstation
Machine guid: 113B62FA8-8DF1-4776—918E-AY1AE7FAFEEL

Supported TezlaCrypt version = J3.8.08 — 4.2
Looking for infected files...

Follow us
flo]vlin 3-[N\ A,
'ﬁ’h‘ Sign up to our newsletter

iUl TOPIC 5 ARTICLES RELATED TO:

GOOGLE PLAY PORN CLICKER
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Prevencia

OS & aplikacie aktualizované a zaplatané
Bezpecnostneé rieSenie
Pravidelné zalohovanie
Tréning zamestnancov
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Prevencia
OS & aplikacie aktualizované a zaplatané

Bezpethast 06JiePeRI & ura.PDFEXE )

Pra gjdsalmie lnélp Hiovhwyrem ailu (BAT, CMD, EXE, SCR, JS, VBS...)
TréRihef ranhadstitincov
Pouzivatelské prava
System Restore

RDP

Windows Script Host

,LOpen with..” Notepad
%LocalAppData% a %AppData%

N N X X X



Prevencia

OS & aplikacie aktualizované a zaplatané

Najnovsia verzia
Aktualizovana malware databaza
LiveGrid

HIPS @

ESET Anti-Ransomware &C = ;
nastavenie -

AN NN

Viacvrstvové zabezpecenie pred neziaducim
zadifrovanim dat dtocnikom

Bezpecnostne rieSenie
Pravidelné zdlohovanie
Tréning zamestnancov



Co v pripade infekcie?

1 Zastavit sifrovanie

2. Kontaktovat technicku podporu

v

SN X X

Logy
Vzorky (ne/zasifrované)

.. . Ano 24%
DesSifrovanie

i Nie; 34%
Obnova zo zalohy

Uchovanie do buducna

Niekedy; 13% AnalszJeme 29%




Platit, ¢i neplatit?

1 Ziadna zaruka ochoty / schopnosti subory desifrovat
2. Zaplatenim podporite vyvoj dalSieho malwaru
3. Ziadna zéaruka, Ze nezautocia znova

v PREVENCIA
v'ZALOHA
v DEKRYPTOR









®
ENJOY SAFER TECHNOLOGY™

DAKUJEM

Peter Stancik

Security Research and Aw areness Manager
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