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Ransomware

 Malware, zbran, business model

e Som zasifrovany, co so mnou?

97.25

Percentage of phishing
emails delivering ransomware

e Ked' zaplatim, dostanem svoje data spat?
e Mytus. Kym neuvidim, neuverim, netyka sa ma to ...

... 0 par dni neskor ...

Zdroje: PhishMe, Google






Ransomware — vektory utoku

* Phishing — otvorenie prilohy, kliknutie na link (15 rokov bez
obrany)

e Kliknutie na podvrhnutu reklamu
* Zranitel'nost sietovej sluzby
e Stiahnutie programu/aplikacie z nedoveryhodného zdroja

* Iné zdroje (USB, chyba prehliadaca, deti, ...)



WannaCry (12.5.2017)

e Exploit na SMB (TCP 445)

e Technika obchadzania Sandbox tech.
(Necrus DNS check)

e Naobsahuje C&C call-back

e Nehoda alebo profesionalita?
e Pouziva SMBv1 i SMBv2

Zivéd mapa intel. malwaretech.com/WannaCrypt.htm|

4

sinkhole.tech - where the bots party hard and the rescarchers harder.

Zdroje: MalwareTech.com



WannaCry (12.5.2017)

& Wana DecryptOr 2.0 il
[~

English

| »

What Happened to My Computer?

e MS17-010 SEC vydany 14. 3. 2017

Many of your documents, photos, videos, databases and other files are no longer

accessible because they have been encrypted. Maybe you are busy looking for a way to o 12 5 —_— Za m e n Ej a ko 2 h infi kova ny,Ch
recover your files, but do not waste your time. Nobody can recover your files without *
. /7
50 tis. systemov

our decryption service.

Payment will be raised on .
Y Can I Recover My Files?

SMS5I201T 16:32:52 Sure. We guarantee that you can recover all your files safely and easily. But you have

noteo encgh e e 13.5— Microsoft vydava zaplaty i pre

Time Left You can decrypt some of your files for free. Try now by clicking <Decrypt>.
] But if you want to decrypt all your files, you need to pay. .
You only have 3 days to submit the payment. After that the price will be doubled. W I n X P
Also, if you don't pay in 7 days, you won't be able to recover your files forever.
We will have free events for users who are so poor that they couldn’t pay in 6 months.

Your files will be lost on -| o 14.5- druh{/ variant, ina doména,

How Do I Pay?

51912017 16:32:52 Payment is accepted in Bitcoin only. For more information, click <About bitcoinz. k . | | . h
. Please check the current price of Bitcoin and buy some bitcoins. For more information, Z n Ova I = SW I tC
Time Left . .
click <How to buy bitcoins>.
And send the correct amount to the address specified in this window.
After your payment, click <Check Payment:>. Best time to check: 9:00am - 11:00am =

ARAT O WA 3

e 14.5—treti variant — bez domény

a_ TL_3___

Send $300 worth of bitcoin to this address:

About bitcain bjtco""
— - Wzl a1 | 1269YDPgwueZ9NyMgw519pTAABIsjre SMw

Contact Us

Check Payment

Zdroje: MalwareTech.com, EC-Council



State of the Art

 Viac ako 10 rokov (Reveton -> CryptoLocker -> CryptoWall -> Locky ->
Cerber -> WannaCry)

e Prvy ransomware identifikovany v r. 1989 ako sucast trojanu AIDS
e 24/7 podpora, call-centra, platobné brany
e 400% zvysenie utokov ransomware (report 2016)

* Neschopnost ochrany .. zdanliva?




Zasady slusného spravania

* Paranoja — zdlhava dusevna porucha charakterizovana bludnymi
predstavami

m Warning! Active virus detected!

Threat detected: Backdoor . POISON.BQA

Security risk: | n—— | [ 1Do not block this application again:
Infected file: C:AWINDOWS\system32\rundll32.exe
Action taken: Application blocked

Description: T Ehe or
oy The page at
says:
ANDROID VIRUS DETECTED
A site you recently visited has
Recommended: infected your phone with (Trojan
Remove All MobileOS/Tapsnake)

Please click "Remove All" button to heal all infected files and protect your

Press OK to remove the threat




Zasady slusného spravania

* Archivacia — zalohovat, archivovat, kontinualne, inkrementalne

set extIP to do shell script "ifconfig en0 | grep 'inet ' | awk -F ' ' '{print $2}' | sed 's/\\.[0-9]*$//""
if extIP = "IN then
try

mount volume "smb: /I IIIEIEGEEE
end try

do shell script "hdiutil attach -mountpoint /Volumes/Backup/ /Volumes/mbarabas/Backup.sparsebundle”
end if

e Best-practise S
 Aktualizacie
Least privilege \ >
* Minimalizacia ,attack-surface”%, a, ; ‘/1
” . 1D \l‘%&
* Viy?adovanie bezpe&nostného mintta. R_ﬁ;f
* Kontrola
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Detekcia

End-Point

Perimeter / sief’

Internet

A
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Detekcia — sietova uroven

* NGFW - zakladny kamen sietovej bezpecnosti (IPS, AppControl, URL
filtering, ...)

 Web/Email brana, SPAM filter — bizutéria?
* Sandbox — casto jedina ochrana voci pokrocilému malware

e Spravna segmentacia — zabranenie lokalnemu Sireniu




Detekcia — end-point uroven

e Signatury — ucinné vocCi znamemu malware

* Heuristické metody — ucinné voci novym vzorkam
* Real-Time Monitoring

e Zalohovanie a obnova

O chvilu: Ransomware v praxi
Peter Stancik, veduci Awareness timu, ESET

12 www.efocus.sk (alebo iny zdroj)



Zaujimavosti z historie

* Honeypoty — sifrovanie sietovych diskov
e Obnovit alebo zaplatit? Otazka na Business
* Popcorn Time — usetri za odporucanie ©

Security @& 77
Ransomware scum offer free decryption if you
Infect two mates

Friends don't infect friends with ransomware ... until it saves them
$770

11 Dec 2016 at 22:57, Darren Pauli @, o o @

Ransomware scum are suggesting that victims infect their friends instead of paying for
decryption keys.

13 Zdroj: Virus Bulletin, SysTweak, Twitter, 9GAG

my monthly income only 400dollar... you really
wanna do this on me? :(

Seo More

thundercrypt@tuta.io G

To:

No, we don't. Frankly speaking, our
Taiwanese campaign seems to be a total
failure. Apparently, we have largely
overestimated income of the population of
your country.

Soo00, ok. You don't have to pay now, we've
switched ThunderCrypt to decryption mode
for your computer. Therefore, as soon as our
server establishes connection with your
computer, the decryption should start
automatically. If it doesn't, let us know.

P. S. But if you indeed liked something about ()
ThunderCrypt and would like to donate us a 8
few cups of coffee, always feel free to do so: (e




Buduichost?

e Ransomware as a service (RaaS)?
 Vlydieranie 2.0 — utok na povest?
 Advanced ransomware?

e Open-source ransomware?
e Zeus — 20 derivatov po zverejneni

... Paying the ransom should always be the
last resort ... but sometimes ... the only
sensible business decision left is to pay the

criminals ...

14 Zdroje: malwaretech.com, Emsisoft, RSA, ...
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Fully lock the computer '
Low CPU usage .

Show the lockscreen before encrypting '

Latent Timeouk °

Days:
- Hours:
- Minutes:
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Dakujeme za pozornost

MarosS Barabas

AEC s.r.0. OCUS

Maros.Barabas@aec.sk
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