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Fortinet je globalnym lidrom v oblasti

KTO JE kybernetickej bezpecénosti a ponuka Siroky,
FORTINET? Integrovany a automatizovany system
zabezpecenia, ktory zakaznikom umoznuje
urychlit’ cestu digitalizacie.

$3098 38.9B+ Market Cap (asof 7.31.21) BBB+ Baal

FY2020 Billing Nasdaq: FTNT Security Investment Grade Rating
50 | 530,000+ 660,000+

Integrated Fabric Products Customers Worldwide NSE Certifications
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Prezentujúci
Poznámky prezentácie
Founded in 2000, Fortinet is the #1 cybersecurity company in the world
Most Deployed by far:  2X unit shipments of Cisco and Check Point, ~30% of all FW/UTM appliance shipments
Most Validated by far:  Recommended in 9 out of 9 NSS Labs NetSec + SDWAN tests, (PAN 5, CP 3, Cisco 1). Also Virus Bulletin and ICSA certifications, and more… (see page 11 of corp brochure)
Most Patented: 3X nearest comparable cybersecurity competitor companies
Broadest Portfolio:  broadest, most integrated and automated coverage for the entire attack surface. Organic dev/growth driven.
>>>> if customer raises PAN “#1” claims, those can only be based on revenue share.  That is not a relevant metric for CUSTOMERS, but deployments, patents, validations etc. are far more customer relevant.


Fortinet’s mission is to deliver the most innovative, highest-performing network security fabric to secure and simplify your IT infrastructure. We are a leading global provider of network security and SD-WAN, switching and wireless access, network access control, authentication, public and private cloud security, endpoint security, and AI-driven advanced threat protection solutions for carriers,�data centers, enterprises, and distributed offices. 


The company had a successful IPO in 2009 and recently rang the bell again on NASDAQ to celebrate our 10 years as a public company

Financially we are very strong with consistent solid profitability and fast growing sales and billings.
 
With more than 465,000 customers and nearly 30% of all FW/VPN appliance shipments, Fortinet is easily the most deployed netsec solution in the world, and Fortinet protects 70% of the F100.  

Globally, almost one in every three FW/UTM appliances shipped is a Fortinet appliance.

From the beginning we have fostered a culture of innovation with heavy investment in R&D.  Today, Fortinet has been issued over 660 technology patents more than 3X our nearest competitor.

The company continues to experience fast growth and profitability.  In FY 2019, we reached $3B in billings and over 20% growth. 

The founders Ken Xie (CEO) and Michael Xie (CTO) continue to actively lead the company





Siroké globalne pokrytie - vyvazeny globalny rast

Obrovské investicie do vyskumu a vyvoja na podporu organického rastu

AsiaPac +
Japan
20%

Americas
42%

2020

Edinburgh R
Burgaangd{ H Scotlgnd . ePraha evenue
: : : Czech republic
2 EMEA
: Ottawa , S 38%
® Canada & [ J ® Herzliya
:' o © Israel

(] : :
. : Valbonnes B *e
® . Concord France

Sunnyvale : ¢ us ° ° ® Headquarters
usS
Bangalore ; ® Dev Centers

. Uberlandia india

. Brazil

. FortiCare

® Support Centers
9,000+ 530,000"‘ 785 ® Centers of Excellence
zamestnancoy zakaznikov po celom svete registrovanych patentov

AalR
- © Fortinet Inc. All Rights Reserved.


Prezentujúci
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Fortinet is a US-based company with headquarters in Sunnyvale California with more than 8,000 employees WW
Our large global footprint provides broad geographic balance and diversity
The majority of our R&D takes place North America, with large R&D sites in California, British Columbia, and Ottawa.  We also have regional R&D centers in France and India, and other smaller R&D sites in the US, UK, Israel and Sao Paulo.  
To ensure enterprise-level 24x7 customer support, we have a number of major support centers that follow the sun with support for all products.  
Technical centers that enable our customers to test products for their specific traffic needs and configurations are located in France, Malaysia and British Columbia.  
Our go-to-market is supported by more than 59,000 active partners WW. 
Through our security academies and veterans program we partner with academia and non-profits to deliver skills training to expand the number of qualified professionals.  To date (Sept 2020), we have more than 350 academies globally in over 80 countries.
Our quarterly revenue is typically near a 40/40/20 split globally, 40% Americas, 40% Europe/Middle East/Africa, and 20% Asia Pac and Japan.  This is evidence that Fortinet is a truly global company capable of supporting customers wherever they are in the world.


Fortinet je oceneny v 6 Gartner magickych kvadrantoch

Fortinet recognized as a Leader in 2
Magic Quadrants

Fortinet recognized as a Visionary in 2
Magic Quadrants

Fortinet recognized as a Challenger or
Niche in 2 Magic Quadrants

Fortinet mentioned in 2 Magic Quadrants
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B A
Fortinet Security Fabric umoznuje digitalne inovacie

Platforma kybernetickej bezpecnosti naprieC Koncovymi Bodmi, Sietou a Cloudom

Zero-trust Security-driven Dynamic Cloud Al-powered Security
Network Access Networking Security Operations

Identifikacia a zabezpecenie Zabezpecenie a zrychlenie Zabezpecenie a kontrola Automaticka prevencia, detekcia a
pouzivatelov a zariadeni v sieti gj siete a pouzivatelského cloudovej infrastruktury a reakcia na kybernetické hrozby
mimo nej prostredia aplikacii
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To enable customers achieve their digital innovations outcomes without compromise, Fortinet delivers a broad, integrated, and automated cybersecurity platform.  This platform is the Fortinet Security Fabric that protects every edge in the infrastructure and is made up of four key pillars:

Zero-trust network access that identify and secure users and devices, on and off network
Security-driven networking that secure and accelerate the network and user experience
Dynamic cloud security that secure and control cloud infrastructure and applications
And finally, AI-powered Security Operations which automatically prevent, detect, and respond to cyber threats


Otvoreny Fabric Ekosystém
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450+ integracii ekosystémov na urychlenie a zabezpecenie digitalnych inovacii




FortiGuard Labs
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Poznámky prezentácie
You’ve heard us refer to FortiGuard Services and FortiGuard Labs so I wanted to take a few minutes to give you a better understanding of what FortiGuard Labs is and how it benefits you.
 
This slide provides a nice easy-to-understand overview of how FortiGuard Labs operates.  Moving from left to right, you can see all of the different types of information we take in as input, how FortiGuard Labs processes this information into actionable threat intelligence, and the different types of output FortiGuard Labs generates that our customers can take advantage of.
 
But it also shows the principles that FortiGuard Labs was found on – and what sets us apart.  It’s the breadth of our visibility into the threat landscape; our commitment to using innovative technology to accomplish our mission; and the timely delivery of actionable threat intelligence to the Fortinet Security Fabric and Fortinet customers.
 
Let’s start with visibility.
 
There’s an old saying in security – “you can’t protect what you can’t see.” In threat intelligence, the more you can see, the more you can know.  That’s why the amount of data we pull in and the sources of this data are so important to our efforts.
 
For example, we have real-time visibility into real-world threats through our telemetry data.  This comes from Fortinet security products deployed at customers who have agreed to share their anonymized telemetry data with us.  It enables us to cover the entire threat landscape as we see threats at the network level, on endpoints, through the web and email, and those that result from sandbox analysis.  With close to 6 million devices across the globe, no one can match our visibility into the threats and attacks that are actually occurring in the wild.
 
Another example is the visibility that our threat intelligence sharing partnerships provide us.  We have hundreds of partner feeds continuously feeding threat data into our analysis pipeline.  FortiGuard Labs has been a pioneer in the area of information and threat intelligence sharing:
 
We co-founded the Cyber Threat Alliance (CTA) in 2014 which is dedicated to the sharing of information and threat intelligence between its members
We are a co-founder of the World Economic Forum’s Center for Cybersecurity created in 2018
We were a contributor to the development of STIX/TAXII protocols that standardize how threat information is shared.
 
Finally, FortiGuard Labs has the most successful zero-day detection operation in the industry, having discovered over 870 zero-day vulnerabilities to date, far exceeding any other threat intelligence operation.  
 
 
 
Fortinet has always been known as an innovator within the industry.  That is demonstrated by the fact that Fortinet has been awarded almost three times as many U.S. patents than our closest network security competitor.  (Fortinet = 630, FireEye = 227). 
 
FortiGuard Labs is no different because innovation drives everything we do.  Hundreds of threat hunters, researchers and analysts use these innovative tools and platforms to take all of the information on the left and turn it into threat intelligence on the right.
 
An example of this is the use of artificial intelligence and machine learning in our FortiGuard Labs operations.  This technology enables our researchers to better understand, classify and protect our customers from malware and attacks.  And that translates to a faster, more effective response to in-the-wild malware.  This platform ingests and analyzes over 100 billion security events and produces approximately 1 billion security updates every day to Fortinet customers around the world.  This enables our customers to stay protected against new, unknown threats across all Security Fabric deployments.
 
Another example of innovation is the Fortinet Distribution Network.  This bi-directional network serves as the conduit for all of that telemetry data we collect from our customer installations – providing us real-world threat information that none of our competitors can match.  Second, the Fortinet Distribution Network was also designed to efficiently distribute FortiGuard Labs security protection updates to the Fortinet Security Fabric components deployed in customer networks around the world.  Because of its design, FortiGuard Labs is able to update Fortinet security products several times each day and again differentiates us from competitors who are only able to update protections for their products once a day or even once a week.  
 
The commitment to innovation has resulted in better protection for our customers and over 100 U.S. patents on the processing infrastructure used by FortiGuard Labs.
 
We’re already working on the next generation of artificial intelligence to improve our machine learning processes and threat pattern recognition – federated machine learning.  By moving from a centralized analysis server to a distributed model, threat patterns can be detected by distributed learning nodes across an environment instead of just at the central server, enabling a faster local detection and response. 
 
One last thing about innovation at FortiGuard Labs.  We built our anti-virus technology from the ground up and now that engine exists in multiple Fortinet products such as FortiGate, FortiMail and FortiWeb.  In 2006, we needed sandbox technology to help with our analysis so we built our own sandbox and refined it over the years to the point that in 20XX we released it as a commercial product, FortiSandbox.  And in 2014, we started using artificial intelligence in our operations to provide faster and more informed ways to create dynamic signatures.  After working and improving on it over 5 years, the commercial product FortiAI was launched in 2019, introducing the Virtual Analyst function that is able to perform the analysis of 25 people.
 
All of this innovation is done for one purpose – to deliver the best actionable threat intelligence to our customers, in the form of security fabric protections, proactive research and threat intelligence services.
 
 
 
When it comes to actionable threat intelligence, the primary mission of FortiGuard Labs is to protect Fortinet customers from malicious cyber-attacks.  Job #1 in this effort is keeping Fortinet security products up to date with the latest threat information so they can detect and protect against cyber-attacks.
 
The result of FortiGuard Labs’ efforts are delivered across the Fortinet Security Fabric through security updates that contain the latest threat identification and protection information available.  And thanks to the Fortinet Distribution Network we are able to update these products multiple times a day.  That makes a huge difference for organizations that are fighting attackers that are always innovating themselves.
 
 
 
FortiGuard Labs supplements its threat protection product updates with threat research publications to help our customers better understand and take proactive actions against the threats that affect them.  Some examples of this research are:
 
Adversary Playbooks
Details on specific cyberattack campaigns and the TTPs that adversaries leverage to deploy them.  They also provide a detailed MITRE ATT&CK® breakdown of the attack.
Threat Blogs 
In-depth research on important threat intelligence subjects such as new malware, new variants or targets and critical vulnerabilities being exploited.  This helps our customers better understand attacks and attackers and also details existing protections from Fortinet security products.
Threat Intelligence Briefs 
A weekly recap of the incidents and threats you care the most about.  This includes alerts on critical vulnerabilities and links to vendor patches.
Threat Signals
Concise technical details about emerging cybersecurity issues, mitigation recommendations and insight from the FortiGuard Labs team in an FAQ style format.  
 
The last category of Actionable Threat Intelligence that FortiGuard Labs provides comes in the form of consulting services.  FortiGuard Labs provides a number of threat intelligence services to help organizations identify critical issues and work toward improving their security. These include:
 
FortiPhish – Phishing Simulation Service
A cloud-based service evaluates how individuals within an organization respond when tested with different phishing scenarios. 
FortiPen – Penetration Testing
Provides a technical assessment of the security controls within an organization in order to identify weaknesses on computer hardware infrastructure and software applications.
FortiGuard Responder – Incident Response Service
This service assists clients with the analysis, response, containment, and remediation of security incidents impacting their organizations. There is also a managed detection and response option as well.



&

15 Million

Sotnet C&C attempts

TWHARTED
PR MINU | &=

TTTTTTT


Prezentujúci
Poznámky prezentácie
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SOC Vyzvy
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Nedostatok talentov

Globalny nedostatok
pracovnikov v oblasti
kybernetickej bezpecnosti 1,8
miliona do roku 2022
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Trendy komplexnosti ekosystemov spomaluju reakciu SOC

Objem upozorneni a zdihavé manualne procesy

Nedostatok zru¢nosti a timovej spoluprace

2

MnozZstvo vystrah na vySetrovanie maskuje hrozby a je navrstvené s
nespocetnymi manualnymi pracovnymi postupmi, ¢o spésobuje pomalé
reakcie, zvySenu zranitel'nost’ a Gnavu z vystrah.

Vyzvy konsolidacie vyrobcov
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Zavedené technologie na boj proti kybernetickym hrozbam su ¢asto obmedze-
né pri koordin&cii a udrziavani kontroly nad rozsiahlymi bezpe&nostnymi
systémami. To vedie organizacie k hlfadaniu konsolidovaného pristupu.
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Organizécie maju problémy s udrzanim a ziskavanim zamestnancov na
vySSej urovni - Timy kybernetickej bezpe€nosti maju problémy so
sudrznou spolupréacou, ¢asto kvoli izolacii vytvorenej technologiami.

Dopyt po automatizacii
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Organizacie, ktoré sa stretavaju so zlozitymi problémami, potrebuju strojova
pomoc na znizenie TCO, zlepSenie efektivnosti a bezpecnostnej pozicie. Do
roku 2025 bude mat’ viac ako 90 % podnikov architekta pre automatiza-
ciu *
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SOC Toolkit — FortiSIEM, FortiISOAR, FortiEDR
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FortiEDR

Pokrocila ochrana koncovych bodov v realnom Case
Detekcia hrozieb na koncovom bode
Automatizovana reakcia a naprava koncovych bodov
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Technické zameranie suboru nastrojov SOC,
pretoze CIELOM je riadit’ a znizovat’ rizika kybernetickej bezpeénosti.

Identify
Recover Protect
FortiSIEM
Respond Detect
Identify
Recover Protect
FortiSOAR
Respond Detect

Identify
Recover Protect
FortiEDR
(endpoint)
Respond Detect
Identify
Recover Protect
Advanced Network Security
(E.g. Fortinet Security Fabric)
Respond Detect

Categories based on NIST Cybersecurity Framework 18
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Automatizujte Bezpecnostné Operacie
Vyberte si rieSenie, ktoré je v sulade s vasou SOC vyspelostou

Automatizované VySetrovanie a Reakcia (FortiXDR

Security Fabric Analytics (FortiAnalyzer): Logging & Reporting, Best Practice
Compliance, Security Fabric Incident Response

F::RTINET Ref: 2020 CISO Benchmark Study © Fortinet Inc. All Rights Reserved. 19
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