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The following is intended to outline our general product direction. It is intended for information purposes 
only, and may not be incorporated into any contract. It is not a commitment to deliver any material, code, 
or functionality, and should not be relied upon in making purchasing decisions. The development, 
release, timing, and pricing of any features or functionality described for Oracle’s products may change 
and remains at the sole discretion of Oracle Corporation.

Statements in this presentation relating to Oracle’s future plans, expectations, beliefs, intentions and 
prospects are “forward-looking statements” and are subject to material risks and uncertainties. A detailed 
discussion of these factors and other risks that affect our business is contained in Oracle’s Securities and 
Exchange Commission (SEC) filings, including our most recent reports on Form 10-K and Form 10-Q 
under the heading “Risk Factors.” These filings are available on the SEC’s website or on Oracle’s website 
at http://www.oracle.com/investor. All information in this presentation is current as of September 2019 
and Oracle undertakes no duty to update any statement in light of new information or future events.

Safe Harbor
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Protecting our Business-
Critical Assets

Organizations must be right 
100% of the time

An attacker only has to be 
right once…
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32%
of breaches resulted in a 
CEO/President/C-level 
executive losing their job
Oracle.com/CTR
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Making a Secure Transition to the Cloud

Key Challenges

On Premises

Own 
Responsibility

Key Operational Challenges

Lack of 
Visibility

Poor 
Compliance

Inconsistent 
Policies

Wide Threat 
Surface

Shared  Responsibility

Dynamic 
Routing 

Gateway

Oracle Cloud 
Infrastructure

Multi-Cloud (IaaS, PaaS and SaaS)
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Security Is 
Driving 
Cloud 

Adoption

Source:

SECURITY IN THE AGE OF AI Report 
https://www.oracle.com/a/ocom/docs/data-security-report.pdf
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Is Cloud Considered Secure Enough?

73% of respondents:

“Cloud is More Secure Than on-Premises”

82% of Cloud Users:

“Experienced security events due to confusion over the 
shared responsibility model”

Source: Oracle and KPMG Cloud Threat Report 2019 - www.oracle.com/cloud/cloud-threat-report/

66% of respondents:

“Security is one of the top benefit of cloud technology ”

Source: Security in the Age of AI, 2019 - www.oracle.com/a/ocom/docs/data-security-report.pdf
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SECURITY IN
THE CLOUD

SECURITY OF 
THE CLOUD

Cloud Platform Security: Shared Responsibilities
“Through 2024, 99% of cloud security failures will be the customer’s fault.” - Gartner
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“43% of organizations are not aware of IaaS responsibilities”  Oracle KPMG Cloud Thread Report 2019

Oracle provides 
secure cloud infrastructure.

But also provides the tools for customers 
to meet their end of the security 
responsibilities.

SECURITY IN
THE CLOUD

SECURITY OF 
THE CLOUD
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72%
Public cloud is more secure 

than their own data center

Oracle.com/CTR
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• 8 Commercial 
Regions, 5 New

• 2 Government 
Regions, 5 New

• 18 Edge POPs for 
application 
security, 5 New 
POPs

• Distinct geo 
security profiles

• Automated global 
edge protection

• 2000+ cloud 
security personnel

• 24/7 monitoring

• Trillions of signals 
collected daily

• Internet and Cloud 
Intelligence

Planned Government Regions

Planned Commercial Regions

Government Regions

Commercial Regions

ZURICH

SYDNEY

SEOUL

SAO 
PAULO

OSAKA

TOKYO
TORONTO

PHOENIX

MUMBAI

LONDON

JEDDAH

FRANKFURT
CHICAGO

ASHBURN

AMSTERDAM

OCI Worldwide Regions & Points of Presence
Protecting Enterprises for More than 40 Years

VANCOUVER

SINGAPORE

SEATTLE

MIAMI
HONG 
KONG

DALLAS

Edge POPs for Application Security
Planned Edge POPs for Application Security
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The Advantage of Newest to Market

“We took a different technical approach 
to design a platform for enterprises with 
the highest data security concerns.”

Don Johnson
EVP Oracle Cloud Infrastructure
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Security by Design

OF THE CLOUD ON THE CLOUD CROSS CLOUD

OCI Security Strategy

Advanced Control Trusted Approach
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Least Trust Design – Assumption of 
Compromise

Isolated 

Servers Tenants

Hypervisors
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Architected from 
the ground up 
for maximum 
isolation and 

protection

Security 
by Design

All Gen 1 Clouds
Shared Computers

Oracle Cloud Infrastructure
Separate Cloud Control Computers

Customer 
Network

Intel CPU

User Code

RAM & Flash Storage

Network Port

Non-Intel CPU

RAM & Flash Storage

Cloud Control Computer

“Bare Metal” User Computer

Customer 
Network

Customer 
Network

Customer 
Network

Intel CPU

User Code + Cloud Control Code

Shared CPU, Memory, Storage

Shared Network Port

Shared User + Cloud Control Computer

✓ Oracle cannot see customer data
✓ No user access to cloud control computer

- Cloud provider can see customer data
- User code can access cloud control code
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Secure Design: Stronger Tenant Isolation

Isolated Network 
Virtualization

To / From Other Tenants To / From Other Tenants

1st Generation Clouds: 
Most Prevalent Today

2nd Generation Cloud: 
Oracle Cloud Infrastructure-Wide

Host OS/Kernel

Network Virtualization
Hypervisor

Server Virtualization
Separates 

Network and 
Tenant 

Environment

Server Virtualization 
Hypervisor

Network Virtualization

VM/ 
Guest 

OS

VM/ 
Guest 

OS

VM/ 
Guest 

OS
VM/ 

Guest 
OS

VM/ 
Guest 

OS

VM/ 
Guest 

OS

Host OS/Kernel

Network Virtualization

Host OS/Kernel

Hypervisor
Container (Optional)

VM/ 
Guest 

OS

VM/ 
Guest 

OS

VM/ 
Guest 

OS
VM/ 

Guest 
OS

VM/ 
Guest 

OS

VM/ 
Guest 

OS
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Threat Containment & Reduced Risk

Host OS/Kernel

Network Virtualization
Hypervisor

Server Virtualization
Server Virtualization 

Hypervisor
Network Virtualization

Host OS/Kernel

Isolated Network 
Virtualization

Host OS/Kernel

Hypervisor
Container (Optional)

Server Virtualization 
Hypervisor

Network Virtualization
Network Virtualization

Hypervisor
Server Virtualization
Server Virtualization 

Hypervisor
Network Virtualization

Server Virtualization 
Hypervisor

Network Virtualization

1st Generation Cloud Oracle 2nd Generation Cloud
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Isolated Network 
Virtualization Security 

Prevents Lateral 
Movement
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Isolated Network 
Virtualization

Host OS/Kernel

Hypervisor
Container (Optional)

VM/ 
Guest 

OS

VM/ 
Guest 
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VM/ 
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VM/ 

Guest 
OS
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Guest 
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Bare Metal Instance

Hardware-Based 
Root of Trust

Secure Design: Bootstrap Trust To Immutable Component
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Hardware Hacking Security Research

Red TeamingPenetration Testing 

Hackers | Security Researchers | Others
Identify Security vulnerabilities

Deep Security Experts
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Detect
Security Analytics 

Collect
Security Infrastructure

Remediate
Vulnerability 
Management

Respond
Incident Response

Copyright © 2020, Oracle and/or its affiliates. All rights reserved.



G
lo

b
a

l
G

o
v

e
rn

m
e

n
t

In
d

u
st

ry
R

e
g

io
n

a
l

27001 : 27017 : 27018SOC 1 : SOC 2 : SOC 3

Level 1

Self-Assessment

PIPEDA -
Canada

DoD DISA SRG IL2 Moderate – Agency ATO VPAT – Section 508 G-Cloud 11 - UK Model Clauses - EU

US Privacy Shield

HIPAA PCI DSS FISC - Japan IG Toolkit - UK

Cloud Security 
Principles - UK

My Number -
Japan

Cyber Essentials 
Plus - UKTISAX - GermanyBSI C5 - GermanyGDPR - EU

OCI Compliance: Current Audit Programs

C5
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Stronger Isolation and Advanced Controls from Core to Edge
Data/Database

Instance
Virtual Network

Monitoring
Edge Services
• Global PoPs
• DDoS Protection
• DNS Security
• WAF Protection

• 3rd Party Security
• FW
• NGFW
• IPS

• User Monitoring
• Configuration 

Monitoring
• Logging
• Compliance
• Cloud Gard
• CASB

• Interface 
Segmentation

• Security Lists
• Private Networks
• Bastion Access
• SSL Load Balancing
• FastConnect (Direct)
• FastConnect (Carrier)
• IPSec VPN

• Tenant Isolation
• Hardened Images
• Virtual Taps
• Hardware Entropy
• SSH Keys
• Certificates
• Root-Of-Trust Card
• Signed Firmware
• Hardware Security 

Modules
• Autonomous Linux

• DataSave
• At-Rest-Crypto
• TDE
• DataGuard

• In-Transit-Crypto
• SSL/TLS
• NNE

• Keys
• Managed Keys
• Custom Keys
• Managed Vault
• Autonomous Database

• Identity Federation
• Role-Based Policy
• Compartments & Tagging
• Instance Principals

IdentityApplication
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Automates Security for Critical Workloads

Data Safe

Database Security and 
Compliance Assessment

User Risk Assessment

User Activity Auditing 
and Reporting

Sensitive Data 
Discovery

Data Masking

Cloud Guard

(CASB for Oracle)

OCI Unified Security

Collect Security Data

Detect Threats

Identify
Misconfigurations

React Automatically

Key
Management

For OCI services

Dedicated HSM 
(FIPS 140-2 Level 3)

Virtual Vault

Bring Your Own Key

25

OCI
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Multi-Cloud Security Solutions

IDCS

Cloud Directory

Identity Lifecycle 
Management

SSO

Adaptive 
Authentication

Multi Factor 
Authentication

OMC

Unified data collector 
platform

Application Performance 
Monitoring

Log Analytics

IT Analytics

Infrastructure Monitoring

WAF

Access Control

Threat Intelligence

Bot Challenges

WAF OASP TOP 10 
Protections

Intelligence Team

26
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Advanced Control: Defense In-Depth & Breadth

AD1

AD2

AD3

OCI REGION
Encryption & key mgt

IGW

WAF with 
Proactive

Threat
Detection

Automated, 
DDoS

Protection

Authoritative
DNS 
with 

Internet 
Intelligence

FastConnect
w/ IPSec option

IPSec VPN

Subnet
Level 
Virtual

Firewalls

CASB
Service

• vFirewalls – access control in/out
• Distributed Denial of Service (DDoS) – network layer attack protection
• Web Application firewall (WAF) – application layer attack protection
• Cloud Access Security Broker (CASB) – visibility, compliance, control drift alerting
• Virtual Private Network (VPN) – protection/encryption in transit over Internet & private links
• Domain Name Service (DNS) – managed DNS from Oracle for OCI customers
• Identity & Access Management (IAM) – control who can access and manage OCI resources

IDCS
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WAF and Anti-Bot Protection

Cloud-based 
Data

On-Premises
Database

OCI Cloud-based 
Data

Defense in Depth: WAF, API Security, DDoS

28

Bad Bots

Hackers

Good Visitors

Good Bots

Spammers

Access 
Control

Threat 
intelligence

Bot 
Challenges

WAF
OWASP Top 

10
Protection

Setup and activation can be done within the minutes.
Cloud native solution, no hardware or software implementation.

Restrict 
Country, URL, 
IP, User agent

Block newest  
threats and 

vulnerabilities 
from exploits 

Traffic 
behavior 

analysis to 
block bad bots

Data breach 
and HTTP 

attack 
protection

Intelligence 
Team

Experts 
mobilized for 

extreme cases
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Data Encryption At Rest and In Transit

AD1

AD2

AD3

CUSTOMER REGION 1

AD1

AD2

AD3

CUSTOMER REGION 2

All Data is Encrypted at Rest 

MACSec Encryption

• Customer managed keys (KMS)
• KMS through OCI services and in your apps directly
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Identity and Access Management

Virtual 
Machines and 

Containers

File
Share

Block 
Storage

Database
Systems

Object 
Storage

OCI Service Enclave

OCI Console

ID & Access 
Management

Authenticated
Access Customer

Console of Choice

OCI API

Telemetry

• Audit all activity levels
• Telemetry services for 

visibility and analysis

• Define administrators, 
users, groups, services

• Authorization levels
• Enforce privilege levels

• Control across all OCI 
services and resources

• Federations with other 
identity providers
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What’s Next: NEW: Oracle Data Safe Launch

Agenda
• GDPR: what happened after almost 18 

month?
• Oracle Database Security - Building your 

risk mitigation plan- 5 steps journey into 
continuous and by design Data Security 

• Oracle Data Safe Cloud Service- Expand 
upon the self-securing capabilities in 
Autonomous Database

• Monitor database activity to quickly 
discover suspicious attempts to access data 
to any Oracle Database

• Strengthen your security posture 

Registration Link HERE

https://go.oracle.com/LP=90114?elqCampaignId=241885&src1=:em:lw:ie:pt:Sales


For More Information

Cloud.oracle.com/security

@OracleSecurity blogs.oracle.com/cloud

Connect with us for more info
or demo of specific technologies like 
Identity Cloud Service, CASB, OCI Security

Luke Fensome
Luke.fensome@oracle.com



Thank You

Luke Fensome




