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Co je to ESET Dynamic Threat Defense ( EDTD )

manualne a

okrocilé . . .
P automaticke

cloud v .
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sandboxing odoslanie
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Attacker's view
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Hlavné vyhody

automatizovana ochrana proti 0-day zranitelnostiam
vyuzitie metod strojového ucenia

ochrana stanic aj mimo LAN

priama podpora v produktoch od v.7

kompletny prehlad o odoslanych suboroch

moznost regulovat odosielanie stiborov



Akcia

Typ suboru (EES/EEA/EFSW

Archivy (.zip, .rar, .7z, .bzip2 a iné) v O
Dokumenty (.docx, .xslx, .rtf a iné) v v
Spustitelné subory (.exe, .dll, .sys subory a iné) v v
Iné (.jar, .Ink, .reg, .msi, .swf a dalSie) v v
Skripty (.bat, .cmd, .js, .vbs, .ps a iné) v v
Obrazky Y N
Ole2 O
.hta v v



A\ FILE BEHAVIOR REPORT

STATUS
SHA-1

SIZE
CATEGORY

Malicious

FEDeRAGTCOTB46]1R0DF1332AFAIAROELSFBOAS40F

436736B

Executable

Detected Behaviors

BEHAVIOR
EXPLANATION
BEMNIGN CAUSES

MALICIOUS
CAUSES

BEHAVIOR
EXPLANATION
BENIGN CAUSES

MALICIOUS
CAUSES

Malware detected after execution
Sample has been detected as malicious after execution

Clean applications should not do this

Malware detected with ESET scanning engine after execution

New files created in the Windows folder
Sample has created new files in the Windows folder

This is standard behavior for some installers

Malware tried to hide its presence

et



Podporované verzie OS a ESET produktov

* Endpoint:
ESET Endpoint Antivirus 7 +
ESET Endpoint Security 7 +

* Server:
ESET Mail Security 7 +
ESET File Security pre Windows 7 +

* ESMC:
ESET Security Management Center 7 +

* Operacné systémy:
Windows server 2008 +
Klientské stanice Vista +



Pouzitie EDTD

zakupenie licencie na EDTD

pridanie licencie do ESET Business Accountu (EBA)

Synchronizacia ESMC s uctom EBA

ESMC uloha na aktivaciu







ESET Cloud Administrator (ECA)

Cloudové riesenie vzdialenej spravy pre ESET produkty
Podporuje Windows a Mac OS klientov

Urcené primarne pre SMB segment

Od 5 az do 250 klientov



DASHBOARD

Submit feedback

BUSINESS ACCOUNT

Dashboard

Issues : 14

Verification successful
Verification email sent
Activation link expired
Verification successful
Verification email sent
License was not verified

Product usage

License : All ™ Product : All ™ Site : All v

PRODUCT

ESET Dynamic Threat Defense for Mail Security

SMS for ESET Secure Authentication

UNITS

0/ 300

0/ 300

License usage

License : All v

100%

75%

50%

25%

0%

Product : All v

3AG-3DX-WX7

Site : All v

33B-V3K-7BF

Used

ONDREJ KRA

Avail



CLOUD ADMINISTRATOR

DASHBOARD
Dashboard

Overview Incidents Overview Computers Antivirus threats Firewall threats ESET applications +

’ Device status
i 1 Vv 0

i Reports = =]
Total number of devices
Desktops
Ok 0
A O Attention required 1
A Security risk 0
Security risks Total 1
Connection Status Product version status
100%
75%-
50%
@® > 7days 1 25%-
0% ' . ‘
Agent Endpoint Server
) Up to date @ Outdated
Management status RSS feed ©
ESET Support News
ESET Endpoint Encryption Client version 5 and Server version 3 have been released
THU FEB 28 2018 16:01:09 GMT+0100 (CENTRAL EUROPEAN STANDARD TIME)
Managed& 1 O ( NUPSs SUPPOILESEL.COI IEWS/Z11 OCale=€n _uUsaVviewliocaie=en us >
Protected e T - Release Date: February 28, 2019 ESET Endpoint Encryption Client version 5 and Server version 3 have been
@ ® ® ® released and are available to download.




Komponenty a funkénost

* Podporované komponenty
* Agent
* RD sensor
*  Deployment tool

* Preddefinovana funkcnost
*  Dynamické skupiny
* Notifikacie
* Certifikaty
* ZjednodusSené riadenie pristupov (read, write, no access)



Rozdiel medzi ESMC a ECA komponentami

* MDM Connector
* ESET Virtualization Security a VAH
* Synchronizacia s AD



CLOUD ADMINISTRATOR @ + | Search computer nia.

Installers | ADD FLTER | | PRESETS <7 L8]
NAME TYPE INSTALLER STATUS PRODUCT POLICY LICENSE LANGUAGE PARENT GROUP @
ESET Endpoint Security (en_US) Agent Live Installer OK (Expires in 5 months) ESET Endpoint Security Antivirus - Maximum security - ... 33B-V3K-7EF, public ID | produc. en_US

=] Installers




Vyhody pre SMB

Naklady na hardware
Dostupnost

Bezudrzbovost

Kompletny prehlad a sprava
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~ Console for Azure -







