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Pokrocilé hrozby sa nad’alej prisposobuju
Vacsina hrozieb sa stale silne spolieha na socialne inzinierstvo
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Komplexnost’ ekosystému je nevyhodou
Automatizacia sa tazko dosiahne

Too Many Too Many Manual & Lack of Cost &
Vendors Alerts Slow Response Trained People = Complexity
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Perimeter je teraz cez celu Infrastrukturu
Fast and Secure Network Critical

Uzivatelia a Zariadenia Siet’ Cloud

*ﬁ S Branch

Unknown - (( ° . Hybrid Data

Center

Mobile
)

Remote Customers Partners
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Platformovy pristup ku kybernetickej bezpecnosti

Security-driven Networking Security Fabric Dynamic Cloud Security

Bezpecnost ktora
nasleduje Vase
Aplikacie a Data

Akcelerovana
konvergencia Siete a
Bezpecnosti

Zero Trust Network Access Al-driven Security Operations

Poznat a Kontrolovat' Automaticky predchadzat

Kazdého a VSetko v Sieti kyber hrozbam, odhalovat
I mimo nej ich a reagovat na ne

Management Ecosystem

m— . Virtual Hosted A :
Appliance Q Machine O (SaaS) O Cloud Container
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Najsirsia end-to-end platforma kybernetickej bezpecnosti
Dostupné v réznych prevedeniach

=
Appliance

o
@ m m . Virtual
- - . Machine
FortiNAC FortiAP FortiGate FortiGate VM FortiWeb FortiClient FortiAnalyzer FortiManager
o o . . . Cloud
FortiClient FortiSwitch FortiCWP FortiMail FortiEDR FortiSandbox FortiGate Cloud
(Fabric Agent) n
E o
) ) : Security-as-
FortiAuthenticator FortiExtender FortiCASB FortiSIEM FortiCloud a-Service
II
®
FortiADC FortiSOAR Software

FortiGuard Services
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Fabric Connectors
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Gartner‘Hype Cycle — Enterprise Networking 2019

F
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expectations

Multicloud Networking
Network On-Demand Services
Universal CPE

Kubernetes Networking
Firewall as a Service

Low Earth Orbit Satellite Systems
5G Services

NVMe-oF

Edge Networking

400 Gbps Ethernet
Software-Defined Cloud
Interconnect

Service Mesh

Enhanced Internet Delivery

Site Reliability Engineering

Network Automation
Wi-Fi 6 (802.11ax)

Intent-Based Networking

Hybrid WAN

Cloud-Managed

Open Compute Networks
Project Networking IPv6

SD-WAN

802.11ac Wave 2

Network Performance Monitoring
and Diagnostics Tools

Secure Access Service Edge ‘ . Etherpet Switching Fabric
Microsegmentation
Named Data Networking Network Function gggvggeégeﬁne:! Networking
Virtualization (NFV) e
Brite-Box Switching
2.5/5 Gbps Ethernet
As of July 2019
Innovation r]eﬂa:: o(: Trough of Slope of Plateau of
Trigger e Disillusionment Enlightenment Productivity

Expectations

time

Plateau will be reached:

QO lessthan2years @ 2toS5years @ 5to10years A morethan 10 years @& obsolete before plateau
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Secure Access Service Edge (SASE) Definition

Gartner.

Emerging Technology Analysis: SASE Poised to
Cause Evolution of Network Security

Published: 22 October 2019  ID: G00450814

Analyst(s): Nat Smith, Neil MacDonald, Lawrence Orans, Joe Skorupa

The network security market is under pressure to adapt to digital
transformation changes in end-user organizations. Product managers at
network security vendors must evolve to deliver secure access service edge
capabilities to remain relevant in coming years.

Key Findings
Digital transformation, cloud adoption, edge computing and mobile mean that appliance-based

network security models (designed originally to protect on-premises architectures) are being
replaced.

With demands for simplicity, scalability, flexibility and low latency, network security and WAN
edge market segments are converging. The framework to handle this convergence is a cloud-
based service delivery model known as secure access service edge (SASE, pronounced
“sassy”).

SASE requires as-a-service offerings, with consumption-based pricing models and cloud-
native, scalable architectures.

Recommendations

Product managers at network security vendors focused on emerging technology and trends impact
on products and services must do the following:

Adopt a flexible cloud-based architecture that gives buyers the flexibility to easily adapt their
network security capabilities to changing end-user environments and use cases, particularly
involving hybrid cloud and multicloud.

Build out a network of distributed points of presence (POPs) through colocation facilities,
service provider POPs and infrastructure as a service (laaS) to reduce latency and improve
performance for network security services.

Introduce product offerings, priced as short-term subscription services, and compensate sales
teams accordingly.

This research note is restricted to the personal use of jmaddison@fortinet.com.
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The secure access service edge is an emerging offering combining comprehensive network
security functions (such as SWG, CASB, FWaaS and ZTNA — see Note 1), with
comprehensive WAN capabilities to support the dynamic secure access needs of
organizations.

SASE capabilities are delivered largely as cloud-based services driven by the identity of the
entity, real-time context, organization security/compliance policies and continuous assessment
of risk/trust (see “Seven Imperatives to Adopt a CARTA Strategic Approach”) throughout the
sessions. Identities of entities can be associated with people, groups of people (branch
;Jfﬁces), devices, applications, services, Internet of Things (loT) systems or edge computing
ocations.

Core capabilities: SD-WAN, SWG, CASB, ZTNA and FWaas, all with the ability to identity
sensitive data or malware and the ability to decrypt content at line speed, at scale with
continuous monitoring of sessions for risk and trust levels.

Recommended capabilities: Web application and API protection (WAAP), remote browser
isolation, recursive DNS, network sandbox, API-based access to SaaS for data context, and
support for managed and unmanaged devices.

Optional capabilities: Wi-Fi hot spot protection, network obfuscation/dispersion, legacy VPN
and edge compute protection (offline or cached protection)

© Fortinet Inc. All Rights Reserved.



SASE vo svojej sucasnej faze na trhu predstavuje prechod od

nasadenia ,tazkych pobociek™ k ,tenkymi pobockam™ s podporou

silného cloudu”.

SASE - Security Access Services Edge

Figure 1. SASE — Convergence and Inversion of the Network and Security Architectures

The SASE Identity-Centric Architecture

SASE — Convergence and Inversion of the Network and Security Architectures
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Figure 2. Heavy-Branch Shifting to Thin-Branch/Heavy-Cloud Model

From Traditional Heavy-Branch to Cloud-Centric Thin-Branch/SASE Models
Heavy-Branch Model Shifting to Thin-Branch/Heavy-Cloud Model
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Zakladna charakteristika SASE

Network Security

=

Wide Areas Networking

Novinkou je sluzba

,\ Firewall Web ¥ ] )
“ )/ A Gateway zabezpedeného pristupu,
- N . N
WoC 5G EEede ktora kOfT]bIhUje.
. % komplexné funkcie
(( ® @ .6. Segmentation zabezpedenia siete s
o Hv'; Threat komplexnymi funkciami
tecti
Secure Routing i oeeten WAN
WLAN NGFW
LAN
2 @
.SSL Ciel: podporit potreby
organizacii v oblasti

Inspection

dynamickeého
zabezpeceného pristupu

Ref: Gartner Emerging Technology Analysis: SASE Poised to Cause Evolution of Network Security
11

"Fortinet View
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SASE - Zakladné Funkcionality

1 I | | !
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1 1 1 1 !
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SASE Zakladna Funkcionalita: SD-WAN

Secure Security-driven WAN gz:s:nn;: Cloud
WLAN/LAN Networking Edge
I I
' '
I (Home, Branch, Campus, DC) I Management/Orchestration/Analytics
l Routing/WoC I CASE
I SD-WAN (Dynamic Path Selection) l
I Firewall/VPN/Segmentation l
' WLAN/LAN/5G Controllers I
I l
I I
I l
I I
l l
I I
I l
I I

Al Driven Security
Operations
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Market Leading Secure SD-WAN

Skalovatelné od Home-office, cez Pobo&ku aZ po Distribuovany Cloud

FortiManager

FortiGuard

FOS 6.4.1
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FortiGate Secure SD-WAN Powered by SOC4

System on a Chip 4
(SoC4)
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40F Series 60F Series 80F Series 100F Series

ﬂ FG-100F

Threat Protection Throughput

Schedule Q3 2020 Now
IPSEC VPN TBD 11.5 Gbps

Threat
Protection

0.8 Gbps 1 Gbps

GE RJ45 10 x 1GbE 32 x 1GbE
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FortiGate 60F Security Compute Rating
Similar Priced SD-WAN and NGFW Products

FortiGate Security Palo Alto VMWare

Specification 60F (SOC4 IRS:?;; Compute Networks ~ CreckBomt  CiscoBlerald  veloCloug ~ Juniber SRX
ASIC) Rating’ PA-220 520

Firewall 10Gbps 1.23Gbps 8X 0.5Gbps 1Gbps 0.45Gbps Not Published 3Gbps
IPsec VPN 6.5Gbps 0.48Gbps 1 3X 0.1Gbps 1.3Gbps 0.2Gbps 0.2Gbps 0.6Gbps
Threat prevention 0.70Gbps 0.18Gbps 4X 0.15Gbps 0.45Gbps 0.3Gbps Not Published  Not Published
SSL Inspection 0.75Gbps 0.065Gbps 1 1 X 0.065Gbps Not Published Not Published Not Published Not Published
g:;‘scl‘;::"t 700,000 273333 3x 64,000 500,000 Not Published  Not Published 256,000
Connections per 35,000 7650 4x 4200 14,000 Not Published 2400 10,000

second
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FortiOS — Enable Advance SD-WAN and Routing Capabilities

WAN Path Control WAN Path Remediation Segmentation Secure Connectivity

T N «8-

Application Identification Forward Error Correction Multi-Tenancy (VDOM) Automated VPN Overlay
Active Path Measurement Packet based Distribution Identity-Based Policy Accelerated IPSEC Tunnels
Dynamic Path Selection Flexible SLA VRF Enabled On-Demand Full Mesh
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Fabric Management Center — Single Pane of Glass

Centralized Management Analytics and Reporting Zero Touch Deployment Compliance

Security Rating Service

SD-WAN Orchestrator Application Analytics Zero Touch Provisioning
Intuitive Work-flows WAN path Utilization SD-WAN and SD-Branch R O NN
Multi-Tenancy Anomaly identification Firmware Ratification Security Best Practices
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New SD-WAN Orchestrator to Simplify WAN Operations

. E:E SD-WAN Orchestrator v
& Moni ~
. Traffic
S
Devices
Logs
(]

SD-WAN Orchestrator

« Overlay Control & Automation
« Simplified, Configuration Workflow
* Intuitive Business policies

* Integrated Analytics &
Visualizations

L—
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Enhanced SD-WAN Analytics for Faster trouble-shooting

* Immediately understand
the benefit of enabling
SD-WAN across multiple
WAN interfaces

l 1 l Link Availabil Ity oA g

T

Performance SLA

x Bandwidth & Traffic Stats

X Troubleshoot & Debug
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SASE Zakladna Funkcionalita: SWGaaS

F=RTINET

Dynamic Cloud
Security

Management/Orchestration/Analytics

CASB

GE}/@ SASE Connectors

(@]

Secure Security-driven WAN
WLAN/LAN Networking Edge
I l
' '
| (Home, Branch, Campus, DC) |
l Routing/WoC I
I SD-WAN (Dynamic Path Selection) l
I Firewall/VPN/Segmentation l
: WLAN/LAN/5G Controllers I
I NGFW (Exploit Protection) I
| SWG (AntiMalware) ”
I l
I l
I l
I l
I l

Al Driven Security
Operations

Fortinet Cc. al
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FortiGuard Labs & Subscriptions

Visibility Innovation

Global Real-time
Intelligence

I © =

Firewalls Web Emails

FortiGuard Labs

4M+

Sensors

Endpoints  gandbox |

Largest Al/ML 100B+

5.5M Nodes Events Analyzed

Ecv@.c { CYBER
QROM )THREAT
CYBERSECURITY

Per Day

ZEURCPOL A0 "
N o1AN

Threat Intelligence
Partnerships
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820+

Zero-day
Discovered

to Date

Most Certified Protection

BULLETIN

Actionable
Threat Intelligence

Security Subscriptions

Combol AV PS URL
loT loC  Security Sandbox
Rating
Security-driven ~ Dynamic Zero-Trust Al-driven
Networking Cloud Network Access SOC
Response
] Agps
« A
_ 'o‘o v
Zero-day
Adversa B Intelligence
. Playboolg Research Briefs
Threat Threat Threat
Signal Blogs
'gna g Podcasts
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FortiGuard v cislach

&5, 55,00 N | 690

THWARTED Malicious Website (AL
-~ PER MINUTE Blocked Per Minute DISCOVERED

10,000,000 of Threat
INTRUSION NETWORK INTRUSION Samples

ATTEMPTS

PREVENT'ON W resisted per minute

580,000 Y/

MALWARE PROGRAMS GLOBALLY PER YEAR
MR,
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SASE Zakladna Funkcionalita: ZTNA

Zero Trust Secure Security-driven

Network Access WLAN/LAN Networking Edge

I I

(Home, Branch, Campus, DC) |

Authentication (SAML/OAuth) )
Routing/WoC |
2FA (Token) - SSO

(Token) SD-WAN (Dynamic Path Selection) I

Firewall/VPN/Segmentation l

WLAN/LAN/5G Controllers I

I
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NGFW (Exploit Protection)

SWG (AntiMalware)

Al Driven Security
Operations

Fortinet Cc. al

WAN

Dynamic Cloud
Security

Management/Orchestration/Analytics
CASB

GE}/@ SASE Connectors

(@]
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Zero Trust Network Access—Identifikacia uzivatela

Knowing who is on the network

SAML 2.0/0Auth

FortiAuthenticator / g . . FortiTok
3 E—-I Certificate Server FortiAuthenticator ortiToken

q,r...,,..n (=)

@ﬁ
Fortinet Single Sign On

FSSO
& Guest Portal

FortiToken

Two-Factor
&

REST API
(Generic] J RSSO
Z RADIUS Accounting

Syslog

Authentication Role-based Access Single Sign On
Establish identity though Provide information from Reduce end user fatigue
user log-in, certificate, authentication source for while maintaining security
and/or multifactor input use in privileged access
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SASE Definition — Odporucané Funkcionality

Unmanaged I Managed I Network | Browser I WAE/AP|
I ; ) ;
Devices : Devices : Sandboxing I Isolation
Recommended | | ! i |
Capabilities I ; , ! |
|
! : : | :
: | 1 I |
: | 1 I |
: ! I ] :

i ; ! : + Appliance ! ; . i
Consumption I« Appliance I PP + Appliance I Appliance
ModellvI P : . Viprtpual Machine : * Agent ! * Virtual Machine : « Virtual Machine !  « Virtual Machine

|+ Cloud t ¢ Clowd |+ Cloud ! ' . Cloud

| 1 I |

1 " | e SaaS I 1  SaaS

: | 1 I |

: 1 I I 1

; ] I 1 T

: | 1 I |

! Network | Endpoint I I !

| ég%?fosl ! Protection : ! :

I ' Platform ! ! ! W

NAC I I 1 Secure Web I _eb_

Use Case : (NAC) ; (EPP) : Al\c/jlvlanced | gatewayasa ,  Application

' : + I D atw?re | Service i Firewall and

: Deviceand 1 Endpoint : etection ' (Web Filtering) |  API Security

1 User Identlty + : Detection I : |

: Context 1 and : 1 :

' ' Response '

(EDR)
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SASE Odporucané Funkcionality

Dynamic Cloud
Zero Trust Secure Security-driven WAN Security
Network Access WLAN/LAN Networking Edge
I I
| (Home, Branch, Campus, DC) I ) )
Authentication (SAML/Oauth) | . Management/Orchestration/Analytics
S50 ROUtlng/WOC I CASB
2FA (Token) -
(Token) I SD-WAN (Dynamic Path Selection) I ,
I Network Sandboxing
. Firewall/VPN/Segmentation l
Unmanaged Devices I i S
WLAN/LAN/5G Controllers Web Application Firewall
Network Access Control (NAC) | |
I NGFW (Exploit Protection) - SASE Connectors
I SWG (AntiMalware) a@ﬁ
I Browser Isolation l
I I
I I
I I
I I
. . Al Driven Security
Endpoint Security Operations
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FortiSandbox: Advanced Threat Protection

i \\\<
RECOMMENDED @ labs Ratin gs
\4 | ' T e -
: : : : Full Virtual Sandbox (Al)
« Examines real-time behavior, not just e P (

static attributes

* Runs files and follows URLs in a
virtual environment

Cloud File Query
R

* Applies ML models to behavior to CPRL AV
assign risk

» Returns risk ratings and shares 9 Code Emulation (Al)
dynamic threat intelligence

 Integrated across the digital attack File and Cache Filter
surface

OBJEC
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FortiWeb Ochrana Webovych Aplikacii a AP

Protection for Web Applications and APls everywhere you deploy them

Your Deployed Delivering To your users, Protected by Extending the
applications in the cloud or Line of Business anywhere, FortiWeb’s unique protection of
and APls on-premise Capabilities from any device  Al-powered detection Fortinet’s
= engine, that minimizes Security Fabric
@ =1 false positives and acro§s |
5l Jl 5) reduces your application
24\ administrative attack surface.
@ $ overhead
Eum =i
(0)

W

"

* A
ih U"—’JE
by o JLRIUA]

®
@
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Fortilsolator: Bezpecné Browsovanie Uzivatelov

« Separates the browser session
from the device

* Remotely renders safe content
to the end user

e Supports any HTML 5
compatible browser

* Protects the user from malicious
sites and code

F:RTINET

Malicious
Web Page

Fortilsolator
Browser Isolation Platform

User Cookie Persistence

& @
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FETCH FETCH FETCH
EXECUTE | EXECUTE
RENDER | = RENDER

User Input Events

Safely Rendered Visual Information

Browser reset
to known clean
state for each
new session
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Zero Trust Network Access - Identifikacia zariadeni
Vediet, co je v sieti _
FortiNAC FortiNAC FortiNAC

Security
@ @ Devices
E *®

% AN
1/ 'ﬂ 4 } k\ s‘s
/ ! AN N
SN N

Data Collection
SNMP CLI Radius Syslog API DHCP

g ¥ ' ¥ " S Corporate ¢
S S
Switch Router Access Firewall SIEM IDS/IPS

Point

Remote Location

Visibility Dynamic Control Continuous Response

Device identification, profiling, Dynamic micro-segmentation

Automated response and
and vulnerability scanning

Supports intent-based network orchestration
segmentation Extends Security Fabric
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FortiClient: Vizibilita, kontrola a bezpecnost’

ENDPOINT PROTECTION (EPP)

App FW, Anti-malware, Anti-exploit, Web Filtering

« Assess device state, communicate ADVANCED THREAT PROTECTION
to the Security Fabric

 Provide secure remote access to
the corporate network

. . SSL & IPSec VPN, SSO
* Protect the end user device with

Sandbox Integration

SECURE REMOTE ACCESS

Telemetry, Quarantine, Vulnerability, App Inventory

e A |ﬁ| 05 &
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FortiEDR: Protect, Detect and Respond

Real-time Automated Security with Orchestrated Incident Response

—— -
- -o

REAL-TIME PREVENTION

* Machine learning, Kernel-based Next
Generation AV

REAL-TIME PROACTIVE RISK MITIGATION

* Discover and track applications and loT devices p

PREVENTION
REAL-TIME PROTECTION

* CVE and application rating data enrichment l/éz-

* Feeds from a continuously updated cloud

* Risk based proactive policies enabling attack
database

surface reduction 1
* Real-time automated prevention of

ransomware encryption

DETECTION &
CONTAINMENT

NO ALERT FATIGUE
NO DWELL TIME

PREDICTION

PROACTIVE RISK
MANAGEMENT

REAL-TIME DETECTION AND CONTAINMENT

* Automated post-infection detection and
blocking

REAL-TIME ORCHESTRATED INCIDENT RESPONSE\\
* Automated event classification N

INCIDENT RESPONSE
CUSTOMIZED DISINFECTION

* Automated remediation (notify users, isolate

device, remediate device, open ticket) « OS-centric technology

* Automated investigation with minimal
interruption for user

* Analysis of entire log history
CLOUD, ON-PREMISES OR AP LIGHTWEIGHT * Surgical containment
HYBRID MANAGEMENT ECS~ AGENT
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FortiEDR - Real-time Endpoint Protection at Pre- and
Post-Infection

D 2
v D A QB

* Risk-based policies
reduces attack

exfiltration file less attack

1 1 1 1
1 1 1 1
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g . 1 . . 1 } }
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| | | |
* Discover rogue i+ Kernel-level * No alert fatigue E * Firstand only real- | » Customizable incident 1 + Rollback malicious
. 1 . . . 1 I
devices & loT '« Machine learning & . Provide malware ! Emgkﬁ)l?st infection | response playbooks ! changes
*  Application and | Signature-less classification : 9 !+ Eliminate dwell time !+ Remove bad files
Etizlier E *  Application » Display I0OC’s i ’ E(I)?r(\:rknﬁzitggtlijgr? i » Capturing forensic data i * Clean up persistency
: Vulnerabilities . elululieEleh + Deliver full attack chain | . * Memory snapshot for i » Eliminate re-
i control L Prevent data i i
1 1 1 1
1 1 1 1

image/rebuild

. Eliminate data

ERTINET

© Fortinet Inc. All Rights Reserved. 34

Fortinet Confidential



TEST PERIOD: MARCH - APRIL 2020
LANGUAGE: ENGLISH

Independent Tests of Av

e LAST REVISION:  12™ MAY 2020
Anti-Virus Software
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SASE Odporucané Funkcionality

Dynamic Cloud
Zero Trust Secure Security-driven WAN SZcurity
Network Access WLAN/LAN Networking Edge

| |
| (Home, Branch, Campus, DC) ) )

Authentication (SAML/Oauth) . I Management/Orchestration/Analytics
| Routing/WoC | CASB

2FA (Token) - SSO
( ) I SD-WAN (Dynamic Path Selection) l

I _ . I Network Sandboxing

Unmanaaed Devices Firewall/VPN/Segmentation

9 I WLAN/LAN/5G Controllers I Web Application Firewal

Network Access Control (NAC) | |

I NGFW (Exploit Protection) @ SASE Connectors
(@
I SWG (AntiMalware) c:n@ﬁ
I Browser Isolation l
I I
I Thin Edge I
H , Small B h
On Network/Off Network, Applications, | (Home, Small Branch) | FortiSASE —
Data... I (Client) Access Point/4G-5G i Q3 Launch
. . Al Driven Security
Endpoint Security Operations
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SASE Definition — Volitené Funkcionality

Optional Traditional VPN

WiFi Security
Capabilities

Edge Compute

Y (g
ey
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SASE je specificka implementacia Fabricu
Zakladné, Odporucané a Volitelné Funkcionality

Q » ® © 6

Ry [Mv m Blv v

FortiNAC

Ev

FortiClient
(Fabric Agent)

BV

FortiAuthenticator
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FortiAP

¥

FortiSwitch

FortiExtender

FortiGate

FortiGate VM FortiWeb FortiClient

B = v

FortiCWP FortiMail FortiEDR

Bv

FortiCASB

II
&
\

FortiADC

FortiGuard Services
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Appliance

v v

FortiAnalyzer FortiManager Machine
I
FortiSandbox FortiGate Cloud Cloud
Security-as-

FortiSIEM FortiCloud a-Service
©

FortiSOAR Software
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