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Safe harbor statement

The following is intended to outline our general product direction. It is intended for information
purposes only, and may not be incorporated into any contract. It is not a commitment to deliver any
material, code, or functionality, and should not be relied upon in making purchasing decisions. The
development, release, timing, and pricing of any features or functionality described for Oracle’s
products may change and remains at the sole discretion of Oracle Corporation.
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Zakaznici se ptaji...

A nékteré odpovedi jsou jednodussi, nez byste mozna cekali

Jsou ma data
ulozena v cloudu
opravdu bezpecna?

Jaké jsou technické
prostredky pro zajisténi
bezpecnosti mych dat?

GDPR? US Cloud law?
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Mohu se o bezpecnostnich
pravidlech néjak presvedcit?

Kde jsou moje data? Mohu
se na ne jit podivat?

Jak se resi incidenty?




Bezpecnost by méla byt primérena
Vyvazujeme tri aspekty

Minimalni Prisnéjsi Maximalni
regulace posouzeni bezpecnost

Stupen

o . Cena
duveérnosti

P¥i vyuzivani cloud computingu poskytovatelem financnich sluzeb... se uplatiiuje zasada pfimérenosti.
Podle zasady pfimérenosti neni poskytovatel finanénich sluzeb opravnén zcela vyloucit uplatnéni
kteréhokoli z pravidel obsazenych v pravnich predpisech, ale zpUsob jejich uplatnéni by mél odpovidat
povaze, rozsahu a komplexnosti dotéenych ¢innosti, souvisejicim rizikdm a dalsim relevantnim
okolnostem pripadu.

Véstnik CNB ze dne 19.8.2016 k vykonu ¢innosti na finan¢nim trhu — Cloud Computing




Zakladni oblasti pro odpovédi na otazky ohlednée bezpecnosti jsou tri

Sdilena
zodpo-
védnost

Procesy




Prvni odpovéd: Bezpecnostni prvky na vsech urovnich

Takto komplexné zabezpecena architektura na vsech vrstvach
se vyplatijen v cloudu

Virtual Network

Instance Monitoring

+ Tenant Isolation * Interface * 3rd Party Security
Data/Database » Hardened Images Segmentation o
« At-Rest-Crypto « Virtual Taps « Security Lists * NGFW
« TDE  Hardware Entropy * Private Networks « IPS

» User Monitoring

 Configuration
Monitoring

* Logging

« Compliance

Bastion Access

SSL Load Balancing
FastConnect (Direct)
FastConnect (Carrier)
IPSec VPN

+ DataGuard

¢ In-Transit-Crypto
» SSL/TLS
* NNE

» Keys

* Managed Keys

* Custom Keys

* Managed Vault

» SSH Keys :
* Certificates
* Root-Of-Trust Card
+ Signed Firmware
» Hardware Security
Modules (HSM)

Identity

* |dentity Federation
» Role-Based Policy
* Compartments & Tagging
¢ Instance Principals
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Edge Services

» Global PoPs

* DDoS
Protection

* DNS Security

» WAF Protection
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Jeden zajimavy technicky detail OCI
Uplné oddéleni sitové virtualizace

15t Generation Clouds: 2"d Generation Cloud:
Most prevalent today Oracle Cloud Infrastructure wide

VM/ VM/
Guest Guest Guest
0S (O ) 0S

Container (Optional)
Hypervisor

Separates
Network and
Tenant
Environment

: Netv_vorlg

Isolated Network
Virtualization

To / from other To / from other
tenants tenants
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Druha odpovéd: Informace o principech, procesech a

dalsich detailech dodavky cloudovych sluzeb jsou verejné
https://www.oracle.com/corporate/contracts/cloud-services/

Zakladni kontrakty jsou tri
* Cloud Services Agreement - smluvni vztah se zakaznikem (Ize upravit)
- Data Processing Agreement — principy zpracovani dat, ktera jsou ulozena v nasem cloudu

« Hosting Delivery Policies - technické detaily dodavky cloudovych sluzeb

Oracle Contracts

Oracle Cloud Services

Contracts

Oracle Cloud Services Contracts
Zakaznik i Oracle souhlasi s vylucnou pravomoci a

prislusnosti soudt v Ceské/Slovenské republice pro feseni
jakéhokoli sporu vzniklého z této Smlouvy nebo v

B souvislosti s ni.

Oracle has standard contracts and policies that govern the terms, service descriptions, and delivery of Cloud Services. To
find out more about these contracts and policies for Cloud Services please select the links below.
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I Cloud kontrakt se fidi pravem Ceské/Slovenské republiky a
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Oracle a certifikace
Procesy jsou dukladné auditovany a potvrzeny mezinarodni certifikaci

International Organization for Standardization (ISQ)/IEC 20000-1:2018

System and Organization Controls (SOC) 1 International Organization for Standardization (ISO)/IEC 9001:2015

- I International Organization for Standardization (ISO)/IEC 27001:2013
System and Organization Controls (SOC) 2

International Organization for Standardization (ISO)/IEC 27017:2015

International Organization for Standardization (ISO)/IEC 27018:2014

General

$7% VLADNYCLOUD

Protection
Regulation

Registrace sluzeb pro

GDPR-EU slovensky vladny cloud

Binding Corporate Rules for Data
Processors

https.//www.oracle.com/cloud/cloud-infrastructure-compliance/ E
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Oracle a GDPR

Oracle je ve vztahu k GDPR v roli ,Processor*

 Oracle ziskal schvaleni svych internich provoznich predpisu evropskou komisi (,,Binding Coroporate
Rules for Data Processor*)

« Ochrana dat je sdilena zodpovédnost a Oracle se zavazuje splnit svoji roli ,,Processora*

Data

: Controller
subject =) Zakanik  C— Pr%ce;]ssor
(Koncovi Oracle) (Oracle)
uzivatelé)

Oracle nemUze védét a ani nijak
ovlivnit, jaka data si zakaznik do
cloudu da (plati pro PaaS a laaS)

10



. | N .?’f_»t L Y

Treti odpoved': Bezpecnost je sdilena zodpovédnost

Zodpovédnost zakaznika za
podpory Oracle

Zodpovédnost
Oracle

n

Application Compliance

Application Data Security

Identity Access Security
VCN Security
DBaaS Security

Storage Security

Compute Security

Infrastructure Compliance
Data Security
Operator Access Security
Console and API Security
Control Plane Host Security
Server Hardware Security

Network Security

Data Center Security

PCl, SOX, GDPR

Customer-managed encryption

Use IAM policies

Use VCN security lists/sub-nets/bastions, VPN etc.

TDE enabled instances, Oracle DB security best practices etc.
Use bucket ACLs, review access logs etc.

Use instance firewalls, protect SSH keys, security patching etc.
SOC1/2,1SO 27001 etc.

Customer data encryption, key management etc.
Smart-cards, audit logs etc.

TLS1.2 ciphers, brute-forcing mitigations etc.

Access controls, patching, monitoring etc.

Firmware, processors, GPUs, peripherals etc.)

DDoS protection, border/transit firewalls, Routers, VPN etc.

Physical security, personnel vetting, drive destruction etc.
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Jak je to s ,,data residency*?
Zakaznik si vzdy vybira, ve kterém presneé datovém centru jeho sluzby pobézi
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Jak je zajisténa dostupnost?
HA architektura v ramci jednoho regionu

« Multiple fault de-correlated, completely independent datacenters: Availability Domain (AD)
» Grouping of hardware and infrastructure within an AD: Fault Domain
 Predictable low latency & high speed, encrypted interconnect between ADs
AD High availability je zajisténa iv

& ¢ d ramci jednoho datového centra
FD1 FD2 FD3

Znamena to, ze i kdyz mluvime o
~Frankfurtu®, jsou to ve skutecnosti tri Rack  Rack  Rack
datova centra cca 20km od sebe v okoli
Frankfurtu, propojena metropolitni siti

Availability Availability Availability
Domain 1

REGION DATACENTERS T TTTCLIIIIITEIIIIIE 2 (YUTTTTPTPPPIIIIION °no"°
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Monitorovani infrastruktury
Lze pres APl integrovat i do jinych monitorovacich nastroju

Poskytujeme Sirokou =

Skdlu moznosti, jak e
E TRIGGERS

- - RAW METRIC DATA AGGREGATED METRIC DATA
m O n ] t O rovat CUSTOMER i (STATISTIC, INTERVAL, DIMENSIONS)
APPLICATIONS, SERVICES,

infrastrukturu: *‘%ﬁ : l MESSAGE
I - 80% :

80%

I

ORACLE CLOUD
INFRASTRUCTURE

ORACLE CLOUD E CUSTOMER
« Penetracni testy Meonsore T o0t
« Oracle dela pravidelné penetracni testy
« Umoznujeme zakaznikim udélat si zatézovy i penetracni test (po domluveé)
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Nabizi Oracle SLA?

A co se stane, kdyZ jej nedodrzime?

Priklad sluzby

B88313 Oracdle Cloud Infrastructure - Compute - Bare Metal Dense /0O - X5 - OCPU Per Hour
B88314 Oracle Cloud Infrastructure - Compute - Bare Metal High 1/0 - X5 - OCPU Per Hour
B88315 Oracle Cloud Infrastructure - Compute - Bare Metal Standard - X5 - OCPU Per Hour
B88316 Oracle Cloud Infrastructure - Compute - Virtual Machine Dense | /O - X5 - OCPU Per Hour
B88317 Oracdle Cloud Infrastructure - Compute - Virtual Machine Standard - X5 - OCPU Per Hour

Priklad SLA

Monthly Uptime Percentage for Regions with several Service Credit Percentage
Availability Domains

Less than 99.99% but equal to or greater than 9%9.0% 10%

Less than 99.0% but equal to or greater than 95.0% 25%

Less than 95.0% 100%

https://www.oracle.com/assets/paas-iaas-pub-cld-srvs-pillar-4021422.pdf




Co se stane, kdyz si statni organ vyzada osobni data?
MUze se jednat o lokalni nebo mezinarodni pozadavek

Oracle opravdu nevi, jaka data mate ulozena ve vasich databazich, které bézi v OCl a ani k nim nema pristup (viz
technicka architektura)

Jediné co muize Oracle udélat je, predat prislusSnému organu zasifrovany datovy soubor. Klice k rozsifrovani
nemame. Pokud vite, jak funguje TDE, tak je jasné, ze ten soubor nikomu a k nicemu nebude.

Pokud je aplikovan princip primérenosti (viz predch. slajd), tak asi neni problém stejné data vydat

Ale stejné:

1.

2.
3.

4.
5.
6.

Probéhne interni posouzeni, jestli je pozadavek validni a pravné zavazny
Pokud je pozadavek shledan jako nevalidni, podavame odpor podle prislusnych zakonu

Automaticky informujeme zakaznika a zadame o odklad dokud se zakaznik nebude moct k pozadavku vyjadrit a
prijmout potrebné kroky na své strané

Pokud pozadavek statniho organu spada pod utajeni, podavame zadost aby byl odtajnén
Veskeré kroky, popsané v predchozich bodech dokumentujeme
Minimalné jednou za rok podavame zakaznikovi podrobnou zpravu o téchto udalostech (pokud nastaly)

Odkaz: https://www.oracle.com/a/ocom/docs/corporate/bcr-privacy-code-051719.pdf
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Ma zakaznik pravo na audit?
Samozrejme ze ano, pricemz plati tato procedura

Zakaznik zasle pozadavek k auditu a specifikuje oblasti, které chce auditovat

Oracle poskytne auditni zpravu od nezavislého auditora, ktera pokryva prislusné oblasti

Oracle umozni zakaznikovi pfimou komunikaci s nezavislym auditorem

Pokud body 2. a 3. nestaci tak umoznime zakaznikovi provést vlastni audit za téchto podminek:
« Probéhne na naklady zakaznika

« Maximalné jednou za rok (pokud zakon nestanovi jinak)

« Auditor je prijatelny pro Oracle a podepisSe s Oracle NDA

» Auditor seznami Oracle se svoji zpravou a umozni spolec¢nosti Oracle se k ni vyjadrit

A WN P

Odkaz: https://www.oracle.com/a/ocom/docs/corporate/bcr-privacy-code-051719.pdf
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Shrnuti

Tri hlavni elementy bezpecnosti dat v cloudu Je potreba vyvazit

=

Sdilena
zodpo-
védnost

Stupen

o v . Cena
duvérnosti

Certifikace
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