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ISA/IEC 62443 Series of Standards

Uvod

Sada 14tich dokumentov vytvorena (2007) primarne ISA99 vyborom pre industrialne prostredie za ucelom adresacie

Method

kybernetickej bezpecnosti

De facto je ,zlaty cyber sStandart” vo svete OT/ICS

Adoptovany tiez BAC (Building Automation Systems), dopravou a medicinskymi
zaradeniami (Medical 10T)

Cielom je posilnit ICS bezpecnost aby nedochadzalo ku kyberneticko-

fyzickym dopadom sp6sobenymi kybernetickymi incidentami ako napriklad exploziam,

stratou na zivotoch, alebo environmentalnym skodam

2000
2010
2013
2014
2015
2016
2017
2017
2017

2017
2019

Australian Sewage Plant
Iran Uranium Enrichment
ICS Supply Chain attack
German Steel Mill
Ukraine Power Grid
Ukraine Substation
Global shipping company
loT DDos attack

Health care, Automaotive,
many others

Saudi Arabia Petrochemical
Norwegian Aluminum Company

Hlavné priority: functional safety (priemyselnd bezpecnost), integrita, dostupnost a spolahlivost procesu

Insider
Stuxnet

Havex

BlackEnergy, KillDisk
CrashCverride

NotPetya
BrickerBot

WannaCry

TRITON/TRISIS
LockerGaga

Zdroj: ISA
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ISA/IEC 62443 Series of Standards

Sada Standartov

Policies & 8 Establishing IACS security Patch ement Security program | Implementation
Procedures an IACS security program ratings in the | requi guidance for |ACS
: environment service

Zdroj: ISA

F'rm:luct muritjr TEd'IH]I:ﬂI rltjr
dl'-rn*lnepmnt requilremunti for
components

efocus.sk



ISA/IEC 62443 Series of Standards

Komu dany Standart adresovat

Terminology, Master glossa System security IACS secu : - v
concepts, and of tmﬂg nr-,dw conformance lifecycle ;g Securlty Mmanazment (CISO)
models abbreviations metrics USE-CASeS #

P TRG6Z2443-2-5

Policies & Establishing Patch management Security program Implementation
Procedures an |ACS security prl:;:; ﬁ?:t.:t: as in the IACS requirements for guidance for |A _ 0(\’0‘
program environment IACS service providers asset owners 2

; 56

ST KK y —TWE K K
Dl 55 4 I:r Dl 555

SSSELMIEY S ,fq"ﬁffmﬂ"ﬂd OT Automation Vendors I
system design security levels

Bl463-4.2

OT Automation Vendors I

' Product security H Technical security
& development requirements for
4 lifecycdle requirements ll IACS components

Zdroj: ISA
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ISA/IEC 62443 Hierarchia

Ako sa orientovat v tolkych Standartoch

1

Part 2-3 Initial Initial * Product development typically ad-hoc and often undocumented
Patch Management iMoo eessss s onsasnssransssnsssnes s , + Consistency and repeatability may not be possible
the IACS environment 2 Managed Managed * Product development managed using written policies
. ; * Personnel have expertise and are trained to follow procedures
ﬂﬂgeriw d Requirements A * Processes are defined but some may not be in practice
...... y Direct References ' ] 3 Defined Defined (Practiced) - All processes are repeatable across the organization
All Parts shall reference Part 1-1 Part 2-4 - All processes are in practice with documented evidence
— SEEU'—“:‘" program { 4 Quantitively Managed Improving « CMMI Levels 4 and 5 are combined

requirements for [ACS
senice providers

« Process metrics are used control effectiveness and performance

5 « Continuous improvement

Optimizing

W

Part 1-1 Part 2-1 Part 3-2 Part 2-2
Terminology, c..... Establishing an IACS SN Security risk Gorerpene e IACS security
concepts, security program assessment for S IR program ratings
and models system design : : | . R
. A 5 . Foundational Requirements (FRs)
E : : i ' ] = e = g I i 1 " =
5 Part3.3 Part 4-2 Identification and authentication control { 1AC)

SySLem security s Technical security
— requirements and requirements for

: Use control {UC)
; security levels IACS compeonents

v v

i Part 4-1
3 Product security
development lifegycle :
requirements oo rmrmrmsnmemas s m s e s s sm e e

Data confidentiality (DC)

FR1
FR2
FR3 System integrity (S1)
FR&
FRS

Restricted data flow (RDF)
FR6 Timely response to events (TRE)

FR7 Resource availability (RA)
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ISA/IEC 62443 Security Levels

Specifikd 62443 a fundamentalne koncepty

Security level (Uroveri bezpecnosti ) WW“W

Protection against casual or coincidental violation

JE deflnovany ako miera dovery, Z€ Z Protection against intentional violation using simple means with low simple low generic low
posudzova n\ll systém (SUC) zc')na resources, generic skills, and low motivation
. .’ , ’ , 3 Protection against intentional violation using sophisticated means with sophisticated  moderate  |ACS-specific  moderate
alebo prechod je bez zranitelnosti a moderate resources, IACS-specific skills, and moderate motivation
. nal . A 4 Protection against intentional violation using sophisticated means with sophisticated  extended  1ACS-specific high
unguje zamysSlianym sSposobom. & & &

extended resources, IACS-specific skills, and high motivation

3 typy Security Levels:

PP Sremanes R T T
1. Target (SL'T) cielena uroven bezpecnOStl FR1 Identification and authentication control {I1AC)
na Zéklade anal»’lzy rizik pre |ACS. Napr_ SR 11 Human user identification and authentication 5.3 v v v v
h d , ,b d k SR11 RE1 Unique identification and authentication 5.3.31 v v v
vno nym Vy erom pro UKtov. SR 11 RE2 Multifactor authentication for untrusted networks 5.3.3.2 v v
SR 11 RE3 Multifactor authentication for all networks 5333 v
ops ;v , SR 1.2 Software process and device identification and authentication 5.4 v v v
2- ca pablllty SL (SL-C) hOVOfl, Ze SySte m, Maonolithic Security Approach Segmented Security Approach SE 1.2 RE1 UI'quIJ-E identification and authentication 5 4.3 “\f 'F'"
alebo komponent je schopny nativne spinit SR13  Account management 55 W VvV
v s ’ SR 1.3 RE1 Unified account management 5.5.3.1 v v
SL-T beZ kompenzacnyCh Opatrenl' SR 1.4 |dentifier management 5.6 v v v v
3. Achieved SL (SL-A) dosiahnuta uroven Functional and System Requirements :
bezp. Systému v prevadzke sprevadzana Zakladné stavebneé bloky. Na ich zaklade sa urCuju poziadavky na dany systém alebo zénu.

politikami a proceddrami (CSMS)

Zdroj: ISA a SANS
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Elsasecure  ISA/IEC 62443 Certifikacie

Certifikacie produktov a bezpecného vyvoja

ISASecure Certification — non profit organizacia, ktord certifikuje program a komponenty ICS https://isasecure.org/

Kategorie certifikacii:

1. ISA/IEC 62443-3-3 Certified Systems — certifikuj
produkty, ktoré splnaju poziadavky standardu Part .I"—*J,

Ability System
ABB System 6.1.1.x SSA 4.0.0 Level 1 4/26/2022
800xA

3-3 podla (System Security Assurance) l

Organizations — vyrobné prevadzky, ktoré dosiahli

SDLA (Security Development Lifecycle Assurance) Yokogawa secure Musashino, Tokyo, |
fk s Electric Development Japan SDLA 3.0.0 View Certificate 12/20/2022
certifikaciu YOKOGAWA Corporation Life Cycle P

3. ISA/IEC 62443-4-2 Certified Components —

Certifovane produiy na zkiade Component I e N I S ey

Security Assurance (CSA) ktoré spifiaju $tandard
Part 4-2 a boli vyrobené podla SDLA ‘ Honeywel DCS Controller - Perion Experion R500 8/23/2018
L

Process Solutions C300 with CF9

Zdroj: ISA a
ISASecure
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ISA/IEC 62443 Certifikaty

Certifikacie os6b

ISA ponuka nasledujuce certifikaty kybernetickej bezpecnosti pre studentov,
ktori absolvovali Skolenia a kurzy. Certifikaty nemaju byt zamienané s
certifikaciami produktov.

1 ISA/IEC 62443 Cybersecurity Fundamentals Specialist

1 ISA/IEC 62443 Cybersecurity Risk Assessment Specialist m;;::;:.:_l CraSECURIT | ;;5:5,: ctsecon R
[ ISA/IEC 62443 Cybersecurity Design Specialist SPECIALIST ASPECIALIST SPECIALIST SPECIALIST EXPERT
O ISA/IEC 62443 Cybersecurity Maintenance Specialist () (i (=) isd (i
1 ISA/IEC 62443 Cybersecurity Expert
Certificate 1 Certificate 2 Certificate 3 Certificate 4
Zdroj: ISA a

ISASecure
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GET IN TOUCH

We Protect Your Critical Assets

ACCURA

Industrial & Information
Cybersecurity

Accura s.r.o
Mileticova 500/1
821 08

Bratislava
Slovakia
accura@accura.io
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