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MODUS OPERANDI
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1. PRIENIK DO IS CI 2. UNIKY DAT 3. RANSOMWARE
INFRASTRUKTURY - Databazy * Pracovné stanice
* Webové aplikacie - Citlivé data » Servery
* Emaily * Informacie o - Sietové uloziska
* Infrastruktury pouzivatefoch * Cloudové systemy
* DusSevné - Zalohovacie systémy
vlastnictvo
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RANSOMWARE Z POHLADU EKONOMIKY

1. Execute Attacks

5. Partner with
Attackers 2. Make Money

@ RANSOMWARE

LIFECYCLE

3. Buy Exploits
and/or Fund
Criminal
Activities

4. Customize
Attack Tools
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The Ransomware Ecosystem
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Developer gets paid.

Malicious developer
ates malware and posts
‘ it on the dark web.

¢ Dark web

Payment is “washed” or
“tumbled” through multiple

id., e 0 o
cryptocurrency accounts. aa ‘é

Distributors download malware
and send it to victims (often
via email phishing).

Payment is sent to c
an anonymous cryptocurrency .

IR Victim unwittingly downloads
wallet, such as Bitcoin.

malware (most often by clicking
. on a phishing link).

Victim
pays ransom? Victim’s data
is encrypted, stolen, and
exfiltrated to malware distributor’s
command and control server.

DATA LEAK

If victim refuses to pay, attacker posts
victim’s data online, attacks victim’s
customers, or otherwise harms victim.
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RANSOWMARE TRENDS
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Ransomware Trend by Month
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Key Trends
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87% of all attacks
use PowerShell

89% of attacks
exfiltrate data

Average payout
US $258,143k

from Q2/22

KFog, Inc. Key statistics compiled and collected by BlackFog from various sources including BlackFog Enterprise. May only be used with attribu
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Top Group VPM - Average Victims Per Month
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Top Targeted Countries

United States
United Kingdom
Germany
Canada

France

Italy

Spain

Australia

Brazil

India
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Top Targeted Sectors

Business Services
Manufactunng
Financial
HealthCare
Education

Retail
Technology

Legal
Commercial

Energy
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TOP TRENDY ZA 2023

Primarny focus na exfiltraciu dat

~ Pomer prijmu z monetizacie dat voci sume za desifrovanie rastie

Cielené utoky na cloudové systémy }

Utoky na virtualizaéné platformy

| | Automatizacia utokov

Exploitacia 0O-day a 1-day zranitelnosti ]

[T lstrosec 9



CO ROBIA ORGANIZACIE ZLE

Spoliehanie sa na
konkrétnu jednu
technoldgiu

,Mne sa to
nemoze stat”

Nezmyselné
investicie do
bezpecénosti

Nezaujem o
bezpecnost /
Spoliehanie sa na
dodavatela
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NAS TIiM

USPECHY

Najdenie viacerych zranitefnosti v operacnych
systémoch, IT a OT systémoch (6 pridelenych
CVE, dalSich 15 v procese)

Sucast vitazného timu NATO Locked Shields (4
Clenovia timu)

Autori a spoluautori viacerych vyskumnych tém
prezentovanych na najlepsSich svetovych
konferenciach (vratane DefCon, CyberCrimeCon,
Black Hat, TF CSIRT atd.)

Autori a spoluautori viacerych nastrojov
kybernetickej bezpecnosti (Gargamel, vakcina
proti ransomvéru, |IOC checker, ESET Log parser
atd’.)

‘m‘ SKUSENOSTI

Reakcie na incidenty a operacie kybernetickej
obrany vo vladnych instituciach, globalnych
finan¢nych, fintech, technologickych a
neziskovych organizaciach

Vykonali sme viac ako 290 reakcii na incidenty,
forenznych Cinnosti a kybernetickej obrany proti
13 aktérom hrozieb typu APT

Penetracné testovanie a red teaming v
spolo¢nostiach patriacich do Fortune 500,
vladnych instituciach a neziskovych organizaciach

Vykonali sme viac ako 240 red teamingov a stovky
penetracnych testov

G IstroSec
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NASE SLUZBY
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Incident Response

Rapid on-site
deployment and
remote response and
mitigation of
computer security
incidents

Q

Digital Forensics

Acquisition of digital
evidence, investigation,
and reconstruction of
security incidents

D

(o]

Malware Analysis

Analysis of properties,
functionality, origin and
potential impacts of
malicious code

©®

Threat Hunting

Active hunting for
threats in infrastructure
based on TTPs and
searching for indicators
of compromise

VA

CSIRT Services

Full array of CSIRT
services, including 24/7
DFIR and proactive
security

&

Incident
Preparedness

Assessment of
adequacy of processes
and technology for swift

and effective reaction.

Offensive Security

Vulnerability
Assessment,
Penetration Testing,
Red Team and Purple
Team Engagements

=

Attack Simulations

Phishing,
Spearphishing,
Whaling. Custom
Scenarios incl. Custom
“Malware”

56

Managed Defense

SOC Level 3 + Level 4.
Network and
Endpoints. EDR, SIEM,
SOAR.

¢

Defensive
Intelligence

OOJL%O

Data Leaks Searches
and Analysis,
ClearWeb, DeepWeb,
DarkWeb

Advisory Services

Audits and
Implementations of
Security Frameworks,
vCISO. Technical
Audits and Hardening

!

Trainings and
Exercises

Trainings for personnel,
IT professionals and
management. Tabletop
exercises and drills

[T lstrosec
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NASE CERTIFIKACIE

WINDOWS CERTIFIED
RED TEAMING RED TEAM
EXPERT PROFESSIONAL |
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Hacking Forensic
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Splunk Core

* * ASSOCIATE Certified User

Computer

cCFy CcCFa

=0 = ﬁr:" O

------------

@ IstroSec



DAKUJEM ZA POZORNOST

OTAZKY?

G IstroSec


https://www.istrosec.com/sk/

KONTAKTUJE NAS

INFO@ISTROSEC.COM

+421 917 699 002
WWW.ISTROSEC.COM

= WWW.ISTROSEC.COM/BLOG/
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