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OdyseusCharybdis
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AS/NZS 4360:2004
Risk management

AS/NZS 4360:1999
Risk management

1999

2004

AS/NZS 4360:2004
Risk management

1995

ISO 31000:2018
Risk management - 
Guidelines

ISO 31000:2009
Risk management - 
Guidelines

2018

ISO/TC262 (creation)
Risk management

2011

2009
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BS 7799-2:2002
Information Security 
Management Systems 
- Specification with 
guidance for use

BS 7799-2:1999
Information Security 
Management Systems -
Specification with guidance 
for use

1999

2002

ISO/IEC 27001:2013
Information 
security 
management 
systems
Requirements

2013

ISO/IEC 27001:2005
Information security 
management systems
Requirements

2005

ISO/IEC 27001:2022
Information security 
management systems
Requirements

2022
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BS 7799:1998
Information technology 
— Code of practice for 
Information Security

BS 7799:1995
Information 
technology — Code 
of practice for 
Information 
Security

1995

1998

ISO/IEC 17799:2000
Information 
technology — Code 
of practice for 
Information 
Security

2000

ISO/IEC 27002:2013
Information 
technology — Code 
of practice for 
Information  
Security Controls

2013

ISO/IEC 27002:2005
Information technology 
— Security techniques —
Code of practice for 
information security 
management

2005

ISO/IEC 27002:2022
Information security, 
cybersecurity and privacy 
protection — Information 
security controls

2022
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ISO/IEC 27005:2022
Information security, 
cybersecurity and privacy 
protection — Guidance on 
managing information 
security risks

ISO/IEC 27005:2018
Information technology — 
Security techniques — 
Information security risk 
management

ISO/IEC 27005:2011
Information technology — 
Security techniques — 
Information security risk 
management

ISO/IEC 27005:2008
Information technology 
— Security techniques — 
Information security risk 
management

ISO/IEC TR 13335-
4:2000
Information 
technology —
Guidelines for the 
management of IT 
Security — Part 4: 
Selection of 
safeguards

ISO/IEC TR 13335-
3:1998
Information 
technology —
Guidelines for the 
management of IT 
Security — Part 3: 
Techniques for the 
management of IT 
Security

1998 2000 2008 2018

20222011

BS 7799-3:2006
Information security 
management systems –
Part 3: Guidelines for 
information security risk 
management

2006
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Východisko pre všetky 
MSS normy – ako sú ISO 
9000 a pod.

De facto generický 
štandard – ostatné 
štandardy špecificky 
aplikujú podľa 
priemyselnej oblasti, 
resp. domény
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Asset-Event-Threat-Vulnerability-Consequence
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Risk Source (A7)

• State-related
• Organised Crime
• Terrorist
• Ideological Activist
• Specialized Outfits
• Amateur
• Avenger
• Pathological attacker

Motivation (A8)

• Conquer
• Acquire
• Prevent
• Maintain
• Defend
• Survive

Target Objective (A9)

• Spying
• Strategic Pre-positioning
• Influence
• Obstacle to Functioning
• Lucrative
• Challenge, fun

DES-Desired End State

Risk Source
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Risk Qualitative Analysis
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Asset-Event-Threat-Vulnerability-Consequence

Examples of typical Threats (A10)

• Physical Threats (6) – Fire, water, Explosion ...
• Natural Threats (6) – Clima, Seismic, Volcano ...
• Infastructure Failures (8) – Supply, Cooling, Power ...
• Technical Failures (3) – Failure of Device ...
• Human Actions (26) – Sabotage, Social Engineering ...
• Compromise of Functions(4) – Error in Use ...
• Organisational Threats (4) – Lack of Resources ...

D – Deliberate
A – Accidental 
E – Environmental

Examples of typical Vulnerabilities (A11)

• Hardware (10) – Unsufficient Maintenance of media ...
• Software (22) – Insufficient Software Testing ...
• Network (10) – Unprotected Lines ...
• Personnel (8) – Insufficient Training ...
• Site (4) – Inadequate physical access ...
• Organisation (28) – Missing procedures ...
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RISK = effect of uncertainty on objectives

Asset Event Threat Vulnerability Consequence

potential cause of 
an information 

security incident 
that can result in 

damage to a 
system or harm

to an organization

anything that 
has value to the

organization 
and therefore 

requires 
protection.

weakness of an 
asset or control 

that can be 
exploited so that 
an event with a 

negative
consequence 

occurs

occurrence or 
change of a 

particular set of 
circumstances

outcome of an 
event affecting 

objectives
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ISO/IEC 27005:2022

• Pojmy threat (52 výskytov) a vulnerability (12 výskytov) sú definované
• Norma je plne kompatibilná s ISO 31000
• Jedna jediná príloha A s 13 tabuľkami 
• Norma obsahuje 5 ilustračných diagramov 
• Všetky tabuľky v prílohe sú len odporúčané príklady
• Všetky tabuľky v prílohe sú Ready-To-Use
• Príloha A2.2 sa venuje informačným aktívam ale v obmedzenom rozsahu 

oproti predchádzajúcej verzii
• Norma nedáva jednoznačný alebo komplexný návod na vyhodnocovanie 

informačných rizík v línii asset-threat-vulnerability
• Pripravuje sa preklad do SK (bilinguálna verzia)

• Normu si uričte kúpte a primerane aplikujte (187 CHF)

ISO 31000:2018

• Pojmy threat (2 výskyty) a vulnerability (1 výskyt) nie sú definované
• Definované všetky relevantné procesy a artefakty
• Slúži ako generický model pre ostatné odvetvia
• Norma sa vôbec nevenuje praktickej implementácii protirizikových opatrení

• Normu si nemusíte kupovať – už je aplikovaná do ISO 27005
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rkormanak@gmail.com +421 915 711 745 https://www.linkedin.com/in/robert-kormanak-268b153/

COMPANY NAME

1234 Long Beach

Los Angeles California

Contact Us



Ďakujem za pozornosť

Bratislava, 20.9.2023
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