





Agenda

ISO 27002:2013 vs. ISO 27002:2022 Prechod na novd normu 27001:2022,
VS. ostatny svet benefity a vyhodnotenie

Nova verzia Standardu 1SO

27001/2:2022 Friloha A.

Zmena v opatreniach - Priloha A

Nove moznosti aplikovania ISO
27002:2022
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1.1 Porovnanie ISO 27001 /ISO 27002

Detect

Protect Respond

Identify Recover

NIST

Cybersecurity
Framework
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2013 s NIST CSF

Navod na implementaciu kybernetickej bezpecnosti pre
kriticka infraStruktiru USA

Vznik: 12.2.2013 — 12.2.2014
Aktualna verzia 1.5 z 2018

Framework je dobrovolny a pouzitelny pre kazdy sektor

a velkost spoloCnosti
Zadavatel: Prezident USA - Barack Obama

Doévod: Jednoduchym spésobom vysvetlit riadenie KB

pre kriticka infraStruktaru USA
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1.2 Porovnanie ISO 27001 /ISO
27002 :2013 s NIST CSF

NIST CSF:

» Celkové hodnotenie ako aj hodnotenie cez funkéné Casti

Cyber Sec. Index (1-5)

IDENTIFY (ID) PROTECT (F-’R) ISO 27001, NIST SP 800

Hodnotenie plnenia opatreni cez CMM, nie binarne

Cielova hodnota nemusi byt len ,5“ (Automotive TISAX cielova hodnota ,3%)

Jednotlivé opatrenia referencované cez Standardy CIS CSC, COBIT, ISA 62443,

- - * Framework je dobrovolny a pouzitelny pre kazdy sektor a velkost spolo¢nosti
1,8 ) ] 1,7 ) ’ 2,0 Y ’
DETECT (DE) RESPOND (RS) RECOVER (RC)

GAP - Sulad kybernetickej bezpeénosti podla jednotlivych oblasti

b ol o o, o,

IDENTIFY (ID)  PROTECT (PR) DETECT (DE) RESPOND (RS)  RECOVER (RC)
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1.3 1SO 27001/ 1SO 27002 - co je €Co?

* 1SO 27001 je astrednym ramcom serie ISO 27000 a vyuziva pristup zalozeny na

rizikach, ktory pomaha organizaciam riadit informacnu bezpecnost.

« Zakladné poziadavky normy su podporované suborom bezpecnostnych opatreni,

znamym ako priloha A.

* 1SO 27002 pojednava o tom, ako mozno jednotlivé opatrenia z ISO 27001 prilohy

A implementovat.

* Na rozdiel od ISO 27001 organizacie sa nemdzu certifikovat podla ISO 27002.

» Organizacie si mézu vybrat’ dalSie opatrenia z inych Standardov, ako je napriklad
ramec PCI DSS, NIST, CIS 20 atc.
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Hlavné zmeny Standardu 1SO 27001/ 1SO 27002 :2022
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2.1 Hlavné zmeny Standardu ISO 27001/ 1SO 27002 :2022

Zmena, ktora zasadne meni celé zameranie normy.
Tato zmena je priamo na prednej obalke Standardu

Informacna bezpecnost, kyberneticka
bezpeénost’ a ochrana sukromia — Systém
manazérstva informacnej bezpecnosti
Poziadavky.

Informac¢na bezpecnost, kyberneticka
bezpecnost’ a ochrana sukromia
Riadenie informacnej bezpecénosti.

Standard zahffia nové opatrenia tykajtce sa:

O kybernetickych hrozieb
O cloudovych sluzieb
0 bezpeéného vyvoja

O Privacy.

TUV SUD | Konferencia Kyberneticka bezpeénost’ 22.9.2023




2.2 Co sa zmenilo oproti verzii ISO 27002:20137?

Hlavnym rozdielom novej I1SO 27002 je Struktura opatreni. Zatial’ ¢o
vacsina opatreni ISO 27002 zostava nezmenena, ovladacie prvky boli
preskupené zo 14 kategorii do 4 sirokych kategorii, ktoré zahrnaju

Organizacné opatrenia (37 opatreni) skupina 5.
Riadenie ludi (8 opatreni) skupina 6.

Fyzické opatrenia (14 opatreni) skupina 7 — ~—

Technologické opatrenia (34 opatreni) skupina 8 O Contros . | contions o e
PocCet opatreni sa znizil zo 114 na 93 G e e

Pribudlo 11 novych opatreni

Bolo vypustenych 3 existujlcich opatreni
Konsolidovanych 48 opatreni do sucasnych 19 opatreni.
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Consolidated Controls

3.1 Zlu€ené opatrenia

information and other
associated assets

technical
vulnerabilities

5.1 — Policies for 5.1.1,5.1.2 8.1 — User endpoint 6.2.1,11.2.8
information devices
5.9 — Inventory of 8.1.1,8.1.2 8.8 — Management of 12.6.1,18.2.3

5.14 — Information
transfter

13.2.1, 13.2.2, 13.2.3

8.15 - Logging

12.4.1,12.4.2,12.4.3

5.15 — Access control 9.1.1,9.1.2 8.24 — Use of 10.1.1, 10.1.2, 18.1.5
cryptography

5.16 — Identity 9.2.1,9.4.3 8.25 — Secure 14.1.1,14.2.1

management development lifecycle

5.17 — Authentication 9.2.4,93.1 8.26 — Application 14.1.2,14.1.3

information security requirements

5.18 — Access rights

9.2.2,9.2.5,9.2.6

8.29 — Security testing
in development and
acceptance

14.2.8,14.2.9

5.22 — Monitoring,
review and change
management of
supplier services

15.2.1, 15.2.2

8.31 — Separation of
development, test and
production
environments

12.1.4,14.2.6

5.29 — Information
security during
disruption

17.1.1, 17.1.2, 17.1.3

8.32 — Change
management

12.1.2, 14.2.2, 14.2.3,
14.2.4

7.10 — Storage media

8.3.1,8.3.2,8.3.3
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3.2 Nové a zrusené opatrenia

New Controls

5.7 — Threat intelligence

5.23 — Information security for use of cloud
services

5.30 — ICT readiness for business continuity
7.4 — Physical security monitoring

8.9 — Configuration management

8.10 — Information deletion

8.2.3 — Handling of assets
16.1.3 — Reporting information security
weaknesses
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8.11 — Data masking
8.12 — Data leakage prevention

8.16 — Monitoring services

8.22 — Web filtering
8.28 — Secure coding

11.2.5 — Removal of assets
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3.3 Novych 11 novych opatreni

THE NEW CONTROLS ARE:
::(:)
3= f-
AY by
Threat Information

intelligence security for use
of cloud services

Data Data leakage
masking prevention
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ICT readiness

for business
continuity

€

Monitoring
activities

&

Physical
security

|mm1itc|ring

Web
filtering

LR

Configuration
management

Secure
coding

Information
deletion
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4.1 Pridanie atribatov k opatreniam @)

DalSie riadiace atribaty nad ramec ISO/IEC 27002 Clanok 4.2 normy ISO/IEC 27002:2022 hovori: ,Organizacia moze pouzit
atributy na vytvorenie roznych pohladov, ktoré predstavuju rozne kategorizacie opatreni“. Tato ¢ast navrhuje niekofko dalSich
atributov, ktoré by sa podla potreby mali zvazit'..
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4.2 Pridanie atributov k opatreniam

Dalsim doplnkom je, Ze kazdému opatreniu st priradené hestegy, ktoré zodpovedaju 5 atribitom opatrenia:

Vlastnosti informacnej bezpecnosti (#Dovernoest; #Integrita; #Dostupnost).
* Typ opatrenia (#Preventivneé; #DetekCné; #Napravné).

* Koncepcia kybernetickej bezpecnosti #Identikovat; #Chranit’; #0bjavit; #Reagovat’; #0bnovit). Tieto atributy s v
sulade s NIST Cybersecurity Framework.

* Bezpecnostné domény (#Riadenie a ekosystém; #Ochrana; #Obrana; #0Odolnost).

* Prevadzkoveé oblasti (#Governance; #Asset_management; #lnformation_protection; #Human_resource_security;
#Physical_security; #System_and_network_security; #Application_security; #Secure_configuration;
#ldentity _and_access_management; #Threat_and_vulnerability management; #Continuity;
#Supplier_relationships_security; #Legal and _compliance; #Infor_sec_event _management; #Infor_security _assurance

DalSie riadiace atribaty nad ramec ISO/IEC 27002 Clanok 4.2 normy ISO/IEC 27002:2022 hovori: ,Organizacia mdze pouzit

atributy na vytvorenie rédznych pohladov, ktoré predstavuju rédzne kategorizacie opatreni“. Tato ¢ast navrhuje niekofko dalSich
atributov, ktoré by sa podla potreby mali zvazit'..
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4.3 Prvky opatrenia aich rozlozenie

7.9 Security of assets off-premises

Control type Information securi-| Cybersecurity

ty properties concepts

#Confidentiality #In- | #Protect
tegrity #Availabilit

Operational capa-
bilities

Security domains

#Preventive #Physical_security |#Protection

#Asset_ management

Control

Off-site assets should be protected taking into account the different risks.
Purpose

To prevent loss, damage, theft or compromise of off-site assets and interruption to the organization’s
operations.

Guidance

Any device used outside the organization's premises which stores or processes information (e.g.
mobile device), including devices owned by the organization and devices owned privately and used on
behalf of the organization (BYOD) needs protection. The use of these devices should be authorized by
management.

TUV SUD | Konferencia Kyberneticka bezpeénost’

Nazov : Kratky nazov opatrenia;

Tabul'ka atributov : Tabulka zobrazujuca
atribaty daného opatrenia;

Popis opatrenie : Definicia poziadaviek
na dané opatrenie;

Ciel : Aky je ciel opatrenia a ¢o by malo
dosiahnut;

Usmernenie : Popis implementacie

opatrenia;

Dalsie informacie : Vysvetlujuci text

alebo odkazy na iné suvisiace zdroje.

22.9. 2023
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4.4 Prakticke vyuzitie atributov
opatreni

NIST CSF

e

1,9 )

-

Cyber Sec. Index (1-5)

@ ;‘)

IDENTIFY (ID) PROTECT (PR)
DETECT (DE) RESPOND (RS RECOVER (RC)
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4.5 Praktickeé vyuzitie atribUtov opatreni

Sul'ad kategdrii opatreni

Report Nr.3 - Information security properties

Kategoria opatrenia Potet patreni | piemer siladu (1-5) Celkoua Struktira opatreni N )
#Confidentiality 86 .

imegry 0 | o - Aﬁ s

#hvailability 82

Report Nr.4 - Cybersecurity concepts sal'ad kategdrii opatreni

Kategdria opatrenia Potet patreni | piemer siladu {1-5) Calkovd Etruktira opatreni ]
#ldentify 19 .

#Protect 71 W sFrotect

#Detect 15 g

#Respond 10 I s e

#Recover 4 -
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4.6 Praktickeé vyuzitie atribUtov opatreni

Sul'ad kategorii opatreni

Report Nr.2 - Control type
Kategoria opatrenia Poéet patreni | Piemer suladu (1-5) Celkova Struktira opatren| )
#Preventive 82 1el e
#Detective 14 136 [ e
B P Eenme
#PI‘DtECt'I'U'E 1 W FCoirasticg
#Comective 11
Report Nr.6 - Security domains Sul'ad kategérii opatreni
- - ™y
Kategoria opatrenia Pocet patrent | piemer siladu (1-5) Celkovs Struktira opatreni R e Compliance
#Gover_and_Ecosystem 30 1,40 4
B Hhrwe ar
#PmtECt'h]II Eg' ]'lm B Froection
#Resilience B
»
22.9. 2023
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4.7 Praktické vyuzitie atributov opatreni

Sul'ad kategorii opatreni

Report Nr.5 - Operational capabilities

Kategdria opatrenia Poiet patreni | piemer siladu (1-5) Cadkové Struktdes opatreni
#Governance 7 2,00

#Asset_management 16 181

#information_protection 12 117 S
#Human_resource_security 6 1,50 W
#Physical_security 16 _ - ::,I,“:h:
#System_and_network_security 17 1,12 " :’*‘-’“ .
#Application_security 9 1,00 ] -:u..”.
#Secure_configuration 4 1,25 : ::r.l.”:
#ldentity_and_access_management 8 2,13 T
#Threat_and_wvulnerability_manageme 2 _ : :"_"_'r”
#Continuity 6 1,67 - aLag an.
#Supplier_relationships_security 7 1,00 . ::: rh
#legal_and_compliance 5 2,00

#infor_sec_ewvent_management g 1,33

#Infor_security_assurance 2 1,00

#infor_security_sssuamn

nce
#nfor_sec_svent_man
agement

glegnl_snd_complisnc
£

management
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4.8 Ako aplikovat’ #hestegovy?

* VV\ykonat' v ramci SOA hodnotenie
formou CMM (0-5)

* Prepojenie SOA s prevodovou

tabulkou atributov opatreni.

» Dostavate report

TOV SUD | Konferencia Kyberneticka bezpeénost’

Teslivn, eLion

yutemn

ecurity

Safety assessment according to ISO 27001/2:2022

Colkovi Ltruktira opatreni

Overall level of Controls (1-5):

Sulad kategéril opatrani
" — Compliance

22.9.2023
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5.1 Uprava Vasho zabehnutého systému ISMS podla
1SO 27001:2013

 Aktualizovat hodnotenie rizik, z dévodu aktualizacie opatreni na znizenie rizik.
» Aktualizacia vyhlasenia o aplikovatelnosti (SOA).

« Aktualizacia niektorych politik/ smernic/ postupov, aby odrazali zmeny v ISO
27002:2022.

« Aktualizovat KPI, aby odrazali zmeny v prilohe A.

 Aktualizovat program interného auditu ISMS, aby odrazal zmeny vo vasom ISMS.

« Pokial uznate za vhodné, aplikovat atributy na analytické reporty
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5.2 Hlavné benefity novej verzie 1ISO 27001
27001/2:2022

Obsah opatreni rozsSireny o oblasti kybernetickych
hrozieb, cloudu, developmentu a Privacy.

Ziskanie analytického / reportovacieho nastroja — —ﬁn—l &= B
aplikovanie #hestegov B e

Zjednodusenie riadeniarizik, kde dostavane jeden . @

register opatreni pre 1B, KB, CLOUD, PRIVACY

\Il
1 ‘r‘)\_

1 T\
e U N\
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Porovnanie ISO 27001/2:2013 vs. ISO 27001/2:2022 vs.
CSF NIST

ISO 27001/2:2013 *

IS0 27001/2:2022 e S <o i\(* i\ii\(* 8 i\{ é
CSF NIST Jo o e e ke S 7 Y
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Otazky?

Dakujem za
ozornost’

TUV SUD | Konferencia Kyberneticka bezpeénost’

Ing. Igor Straka, TUV SUD

Business Area Manager

Lead Auditor: ISO 27001, ISO
20000:1, ISO 22301, elDAS, GDPR,
AKB, CEHO0S8

Email: igor.straka@partner.tuvsud.com
0917 941 299

Sledujte néas aj na:

i ©

tuvsud.com/sk
Info.sk@tuvsud.com
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https://www.instagram.com/tuvsud/
https://www.linkedin.com/company/tuvsud/
https://www.youtube.com/tuvsud
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