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Cyber security should be more centered arround the user

THE USER
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Cyber security should be more centered arround the user

THE WEAK 
SPOT
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Why is the user at the front line?
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E-mail OS/AppsHuman nature
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Typical user defense in SMB

● AV protection

● Anti-spam policies

● Content policies (mainly web 
content)
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“ Last survey done by GFI 
revealed that 47.9% of 
interviewed SMBs 
recognize insufficient  
security level as a 
problem.
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What can be done ?
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• Servers
• Workstations
• IoT
• Network devices
• Laptops
• Applications/SW
• Operating Systems
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VULNERABILITIES
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April 14th, 2021

Vulnerability 
recognized

May 11th, 2021

Patch issued

April 2021

Vulnerability Found

May 2021

Vulnerability fixed

May 11th 2021

Patch publicly 
available

Users deploy 
patches

What’s the timeline?

¿?

ProxyShell vulnerability is an attack chain that exploits three known vulnerabilities in 
Microsoft Exchange (CVE-2021-34473, CVE-2021-34523 and CVE-2021-31207). By 
exploiting these vulnerabilities, attackers can perform remote code execution.

Prezentujúci
Poznámky prezentácie
In August and September 2021, there were a number of documented instances of attackers using the ProxyShell vulnerabilities to plant LockFile ransomware on unpatched Microsoft Exchange systems. As of August 2021, more than 1,900 Exchange Servers were known to have been hacked. 
Source: https://www.techtarget.com/whatis/feature/Everything-you-need-to-know-about-ProxyShell-vulnerabilities
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: Central patch management

Visibility and 
detection

Alerting

Download and 
distribution

Reporting

Automation and 
process control 
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E-mail

„The best lies were 
always mixed with 

the truth.“
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SMTP 

sys

Mail to
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1@gfi.com

250
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354 250

E-mail quit

221

Senderr

Reciever

It´s all about making it  as difficult as possible
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sys

Mail to
DATA

354 250

E-mail quit

221

Sender

Receiver

Content filters
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Mail to

MailServer

Antispam engines

Receiver

#5 #6 #7 #8 #9 #10 #11 #12 #13 #14 #15
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Anti-spam and email security solution for on-premise mail servers

1

2

3

4

Main Features
4x Anti-Virus engines (Avira, Cyren, Bitdefender, 
Sophos)

15x anti-spam engines (SpamRazer, AntiPhishing, 
directory harvesting, greylisting etc.. ) 

Advanced content filtering

Email management (mail lists, auto replies, disclaimers..)
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What is multi-layer security ?

No security strategy has just one layer ....

Multi-layer security strategy (a.k.a defense-in-
depth) combines products which are protecting
each part of your organization.

1 More difficult to attack  -
lowering risks

2 Security High-availability

4 Compliance & easy audit

3 Product/vendor independent

Main Benefits



www.gfi.com

Thank you!
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