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Možné hrozby v IT… (TOP 9 podľa ENISA / October 2021)

1. Ransomware
2. Malware
3. Cryptojacking
4. E-mail related threats
5. Threats against data; (this category encompasses data breaches/leaks)
6. Threats against availability and integrity
7. Disinformation – misinformation
8. Non-malicious threats; (mostly based on human errors and system misconfigurations)
9. Supply-chain attacks
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Zdroj: https://www.enisa.europa.eu/publications/enisa-threat-landscape-2021

Prezentujúci
Poznámky prezentácie
In this report, ENISA identifies 9 top threats, and without surprise ransomware emerges as number 1. “Threats against data” and misconfigurations also show up.
 
Interesting highlights from the report:
 
The top 9 threats that were identified are:
 
Ransomware;
Malware;
Cryptojacking;
E-mail related threats;
Threats against data; (this category encompasses data breaches/leaks)
Threats against availability and integrity;
Disinformation – misinformation;
Non-malicious threats; (mostly based on human errors and system misconfigurations)
Supply-chain attacks.
 
Attribution of COVID-19 as a multiplier for human error:
 
“In 2020 and 2021, we observe a spike in non-malicious incidents, as the COVID-19 pandemic became a multiplier for human errors and system misconfigurations, up to the point that most of the breaches in 2020 were caused by errors.” -> Database Vault can help prevent/reduce privilege misuse/human error.
 
Ransomware:
 
“The occurrence of multiple extortion schemes also increased strongly during 2021. After initially stealing and encrypting sensitive data from organisations and threatening to release it publicly unless a payment is made, attackers also target the organisations’ customers and/or partners for ransom to maximise their profits.” -> Confirms Oracle’s advice that customers should encrypt data to prevent hackers from releasing sensitive data publicly – ASO TDE.
 
“We have observed a steady increase in ransomware incidents being reported since 2020, and a sharp increase in May and June 2021”
 
 
Threats Against Data:
 
“It is noteworthy that in the ENISA threat landscape for supply chains, for about 58% of the supply chain incidents analysed, the customer assets targeted were predominantly customer data, including personally identifiable information (PII) data and intellectual property.”
 
“Surge in healthcare sector data breaches… Due to the COVID-19 pandemic, the healthcare sector was put on the spotlight and threat actors took advantage of this crisis to hit an already suffering sector. In addition… a shift towards the online provisioning of healthcare services, remote eHealth and telemedicine approaches increased and thus the opportunities for adversaries to exfiltrate medical data increased greatly.”
 
            ENISA recommendations that relate to our solutions:
 
Limit user access privileges under the need-to-know principle. Revoke access privileges to anyone who is not an employee. -> PA, DBV
Discover and classify sensitive/personal data and apply measures for encrypting such data in transit and at rest. In other words, deploy data loss prevention capabilities. -> Data Safe, ASO
Increase investments related to detection, alerting tools and ability to contain and respond to a data breach. -> Data Safe, AVDF
Develop and maintain strong policies enforcing strong passwords (password management) and usage of multifactor authentication (MFAs). -> DB Authn, Profiles, CMU.
Consider models that take the least privileged approach to provide security for both on premises and off premises resources (i.e. zero-trust). -> PA, DBV
Store data only on secure IT assets.
Use technology tools to avoid possible data leaks, such as vulnerability scans, malware scans and data loss prevention (DLP) tools. Deploy data and portable system and device encryption, and secure gateways. -> Assessment
Use strong and updated encryption methods such as TLS 1.3 (uses ephemeral keys) for sensitive data to prevent hacking. 
Adequately protect all identity documents and copies (physical or digital ones) against unauthorised access. -> All
 
Non-malicious Threats
 
“Misconfiguration is the most common attack vector (approximately 50%), followed by misdelivery (approximately 30%)”
 
ENISA Recommendations:
 
Holistic approach to security must be adopted, where traditional security is enriched with physical protection and disaster recovery.
Continuous monitoring and testing to spot errors and misconfigurations in a timely manner. -> Data Safe/DBSAT
Adopting a governance-based approach to data and security, allowing data to be thoroughly considered and followed.
A patch management plan to deal with vulnerabilities -> Patch management 
Zero-trust security approach, assuming everything is considered malicious and untrusted. This approach moves from implicitly trusting assets because of their location or ownership towards a dynamic approach where authentication and authorisation are explicitly granted, following the motto of ‘’identity is the new perimeter”
 
 

https://www.enisa.europa.eu/publications/enisa-threat-landscape-2021


nárast bezpečnostných incidentov za rok 2020*

+ 188% 
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Zdroj: https://www.enisa.europa.eu/publications/enisa-threat-landscape-for-ransomware-attacks*Unit42 Cloud Threat Report

...zopár čísiel…
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Proces (workload) pohľad
• Zraniteľnosti (…Log4J)
• Inventár (…source image/code repository)

Cloud pohľad
• Konfigurácia/implementácia zdrojov 
• Sieťová infraštruktúra (…slabé FW pravidlá)
• Identita (…all in Administrators group)

Biznis pohľad
• Prostredie (…on-prem vs. hybrid vs. multi-cloud vs. only one public cloud)
• Tím ľudí (…veľa administrátorov)

…a súvislosti v cloud-e



Piliere (operátor vs. používateľ)

Bezpečne v cloude
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Cloud HW/SW/Infra architektúra Cloud DevSecOps prístup Workload v cloud-e

Prezentujúci
Poznámky prezentácie
Spomenut: Zero Trust Model, security zones, security landing zone (CIS = Center of Internet Security)
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Bezpečnosť ako služba

Storage a databázy
• Always-on at-rest, in-transit encryption
• Oracle-managed or customer-managed keys
• Integrated secrets management
• Cross-region replication
• Hardware security modules
• Certificates rotation

Compute
• Hardware root of trust
• Signed firmware
• Off-box networking
• Harden disk images
• Autonomous Linux

Sieťová bezpečnosť
• Virtual cloud network
• Interface segmentation
• Private networks
• FastConnect
• Secure VPN
• P2P, NAT, DRG gateways

Monitoring / prevencia
• Posture management
• Integrated threat intelligence and detection
• Built-in vulnerability scanning 
• Logging/audit

Internet/ Edge
• DDoS protection
• Next generation Firewall
• API gateway
• SD-WAN
• Enhanced WAF protection

Identita a riadenie prístupov
• Identity and access management 
• Identity federation
• Role-based policy
• Ephemeral bastions
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Region 1 Region 2

High Availability

O dáta ide až v prvom rade… (príklad v OCI)

Prezentujúci
Poznámky prezentácie
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Bezpečná cloud platforma  = ”otvorená” (OCI) platforma 

3rd party SW (marketplace)

Integrácia (out-of-box)

Prezentujúci
Poznámky prezentácie
https://docs.oracle.com/en-us/iaas/Content/cloud-adoption-framework/siem-integration.htm
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Bezpečný (verejný/dedikovaný/hybridný/multi) cloud

Dedicated cloud
OCI Dedicated Region – všetky OCI služby, bežia v 
dátovom centre zákaníka

Data/metadata (Suverénny EÚ cloud región)

Multicloud
Oracle Database Service for Azure 

OCI Interconnect s Azure cloud–
2 ms latencia (dedikovaná linka) + IdP 
federácia

Hybrid cloud
Oracle Exadata Cloud@Customer

OCI Observability and Management

Oracle Database – manažment, bezpečnosť, ochrana databáz s 
OCI cloud službami

Public cloud
Hyperscale cloud regióny celosvetovo cca 39 
regiónov
Suverénny EU cloud región

Oracle Cloud 
Infrastructure

(OCI)

Prezentujúci
Poznámky prezentácie
Multi cloud
ODSA 
OCI Interconnect with Azure – 2 millisecond latency private connection and identity federation

Hybrid cloud
Oracle Exadata Cloud@Customer – Cloud (autonomous) databases running in customer data centers
OCI Observability and Management – Cloud-based log and performance analytics and DB management
Oracle Database – Manage, secure, and protect databases anywhere with OCI cloud services





OCI a bezpečnostné štandardy/regulácie
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REGIONÁLNE/VLÁDNE PRIEMYSEL

DoD DISA SRG IL5 JAB P-ATO CJIS

VPAT-Section 508EU Model Clauses

Canada Protected B G-Cloud 12

HIPAA PCI DSS – Level 1

TISAX

FISCEBA

FINMA

GxP

BACEN LGPD

GDPR [EU]

CITC
[Saudi Arabia]

ENS [Spain]

Cyber Essentials 
Plus [UK]

IRAP
[Australia]

ISMS [Korea] NISC [Japan]BSI C5 [Germany]
C5

HITRUST CSF

GLOBÁLNE

SOC 1 : SOC 2 : SOC 3 9001 : 27001 : 27017 : 
27018 : 27701: 20000-1

Level 2

NIST

Hybridný 
vládny cloud 

[SVK]

Prezentujúci
Poznámky prezentácie
Globálne:
ISO 9001 – standardy,normy – manazment kvality
ISO 27001 – standard, definuje poziadavky na system management bezpecnosti informacii, z pohladu dovery informacii pre zamestnancov, procesy, IT systemy, strategiu firmy
ISO 27018 – standard ochrany sukromia v cloud computingu


CSA Level 2 – cloud security Alliance – 3rd party nezavisle posudenie bezpecnosti cloud providera

SOC – Service Organization Control (3) –
SOC1 – focus na finacny reporting
SOC2 – focus na sulad a prevadzku
SOC3 – viac vseobecny - interna kontrola z pohladu bezpecnosti, dostupnosti, procesnej integrity, dovernosti

Security Posture Enables Rapid Increase In OCI Compliance Certifications 

Consistent security controls (Logging, Vulnerability and Access management) enabled rapid scale of compliance approvals
Scaled from 3 certifications in 2018 to 62 commercial and gov/public compliance certifications in 2021
We are pursuing programs to be the first to new markets
We offer compliance reports to our customers in the console and pen test reports on demand
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Bezpečné prostredie v cloude?

Áno, ale   

• Aká je architektúra cloud platformy
• Ako sú riešené DevSecOps procesy
• Spĺňa cloud platforma bezpečnostné štandardy, regulácie, odporúčania

• Aká je (bezpečnostná) architektúra workload-u v cloude
• Sú implementované bezpečnostné odporúčania
• Zero trust model

+ ďalšie

Zhrnutie

https://www.reddit.com/r/ProgrammerHumor/comments/6cer5t/what_are_clouds_made_of/

?



Ďakujem za pozornosť

vladimir.straka@oracle.com

linkedin.com/in/vladimir-straka-52b5b914
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