Posudenie vplyvu podla

cl. 35 GDPR

Jakub Berthoty
Dagital Legal, s.r.o.

21. septembra 2022

Aktualne kybernetické hrozby, ako sa na ne pripravit
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» Pravne poradenstvo, automatizované nastroje a vzdelavanie;

» Sluzba Data Protection Monitoring zamerana na sledovanie
noviniek, vyvoj a vzdelavanie v oblasti;

» Pravidelné novinky cez nas www.dagital.sk/blog a LinkediIn;

» O com budem dnes hovorif:

» Historicky vyvoj

» DPIA:
= Na ¢o ma a nema sluzit DPIA?
» Co musi obsahovat?

— = EXIistuju vzory?

Jakub Berthoty = Nas pristup

Advokat a zakladatel
Dagital Legal, s.r.o.

> Priklady a ukazky z praxe
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http://www.dagital.sk/blog
https://www.linkedin.com/company/dagital-legal/

Kontroverzna myslienka na uvod:

-Na Slovensku sme sa este
nestretli s DPIA, ktoré by splnalo
poziadavky cl. 35 GDPR...“

,Vacsina spoloc¢nosti, ktoré maju vykonané i ‘\
DPIAs, v skuto&nosti Ziadne DPIAs nemaju.” AN
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Vykonali ste vo Vasej organizacii posudenie vplyvu (DPIA) podla ¢l. 35 GDPR?
16 odpovedi
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Ak ano, vykonali ste posudenia vplyvu
12 odpovedi

@ Vlastnymi kapacitami (interne)
@ Prostrednictvom dodavatela (externe)
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Ak prostrednictvom externého dodavatela, z akej oblasti posobenia bol tento dodavatel
6 odpovedi

Specialista na kyber-bezpeénost’-1 (16,7 %)

Dodavatel aleb ' T

odavatel ale ospravc:':\ - 0(0 %)
systemu
Spolocnost, ktora nam v

. . .. [0(0 %)
minulosti vypracovala bezpecn...

Advokatska kancelaria 1(16,7 %)

Auditorska spolocnost 1 (16,7 %)

Spolocnost, ktora nam

4 (66,7 %
zabezpecuje "GDPR" (66.,7%)
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Historicky vyvoj ==

'//
/////

/e /%\ =

1717 477 D P e S
//// ,/7/ N RSN,

'/, | ’7 !//_ /% — ‘\\\\ \i:_
/ il 1/ ‘:\\\t"_
[ / = f?-:f»
/ \ \\\ ///

i
I / I\\ \\ \Q\\“——»///‘////

\\ o //// /4

‘\l—

/////‘/

\

}j \\\W /
/

DAGITAL LEGAL




v

Dolezité milniky

WN -

o O1 b

8.
9.

. Od 14. aprila 2016 je znamy text GDPR, ktory definoval DPIA;
. Dna 4. aprila 2017 WP29 zverejnila prvé ,,Guidelines k DPIA* (dalej len ,,Usmernenia*)
. Od 25. maja 2018 je potrebné vykondval DPIA, dovtedy taka povinnost neexistovala (ani v

Smernici 95/45/ES ani v SR);

. Na historicky prvom zasadnuti Vyboru dna 25. maja 2018 Vyboru prevzal Usmernenia (endorsed);
. Prva (zlta) publikacia ku GDPR na Slovensku vydana v maji 2018;
. Dna 15. juna 2018 UOOU vydal vyhlasku ¢. 158/2018 Z. z. o postupe pri vydavani posudeni vplyvu

(ktora sa vsak nevztahuje na GDPR);

. Dna 11. jala 2018 poziadal UOOU o stanovisko k zoznamu spracovatelskych operacii, ktoré

podliehaju DPIA;
Druha (oranzova) publikacia ku GDPR na Slovensku — jul 2018;

Dna 25. septembra 2018 Vybor zverejnil stanovisko C. 21/2018 k slovenskému zoznamu
spracovatelskych operacii;

10.Nasledne UOOU zverejnil slovensky zoznam spracovatelskych operacis;
11.Tretia (modra) publikacia ku GDPR vydana v oktobri 2018;
12.Urad si zacal pri takmer kazdej kontrole pytat DPIA alebo oddévodnenie, preco DPIA nepotrebuije.

DAGITAL LEGAL


https://www.slov-lex.sk/pravne-predpisy/SK/ZZ/2018/158/20180615
https://edpb.europa.eu/sites/default/files/files/file1/2018-09-25-opinion_2018_art._64_sk_sas_dpia_list_sk.pdf
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Co povedali ku DPIA tri mUdre knihy

Valentova T. a kolektiv (zIta kniha). GDPR, Vseobecné nariadenie o ochrane osobnych udajov. Zakon o ochrane osobnych
udajov. Prakticky komentar. Bratislava: Wolters Kluwer SR, 2018, str. 224:

,DPIA nie je v podmienkach SR novinkou. DPIA bolo realizované uradom pri posudzovani miery nebezpecenstva porusenia
PS DO, ktoré realizovalo v rdmci konania o osobitnej registracii podla zakona ¢. 122/2013. DPIA je komplex ¢innosti, ktoré su
suhrnom pravnej analyzy vratane analyzy dopadov na prava a slobody fyzickych osob.“

Hudecova, |. a kolektiv (oranzova kniha), Nariadenie o ochrane fyzickych osOb pri spracuvani osobnych udajov / GDPR,
Velky komentar, Euro Koédex, Bratislava, 2018, str. 365:

,DPIA nie je niéim inym, nez Specialnym typom analyzy rizik. Niektoré organizacie majli nasadené procesy analyzy rizik uz
davno, ako sucast dobrej praxe prislusného odvetvia. DPIA vSak zohladnuje subjektivny pohlad dotknutych os6b, naopak
riadenie rizik v inych oblastiach (bezpecnost informacii) je zamerané typicky na konkrétnu organizaciu.*

Berthoty, J. a kolektiv (modra kniha), Vseobecné nariadenie o ochrane osobnych udajov. Praha: C.H. Beck, 2018, str. 320:

,DPIA je novodoby pravny institut uvedeny v ¢l. 35 GDPR. V predoslej eur6pskej pravnej uprave sa DPIA nevyskytuje, avsSak
to neplati globalne. Jeho predchodcom je privacy impact assessment (PIA) — koncept, ktory dodnes vyuzivaju staty ako
Kanada, Franculzsko ¢&i Velka Britania. OdliSuju sa vSak v tom, Zze DPIA dava do popredia rizika pre dotknuté osoby a PIA sa
zameriava na organizaciu a jej schopnost chranit tdaje.“

* Pre Cifatelnost nie doslovné, ale prerozpravané referencie.
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hrnutie

Co platilo v roku 2018:

1.
2.
3.

4.
5.
6.

Kazdy si pod DPIA predstavoval nieco trochu inég,;

Kazdy si uvedomoval prepojenie na zakladné ludské prava a slobody;

DPIA vypracovavali v organizaciach ludia s uplne odlisSnymi skusenosfami, zameranim a
profesiami;

Vybor a dozorné organy nezvladli a nestihli verejnosti vysvetlit, kedy sa ma DPIA robif;

Vybor a dozorné organy nemali jasnu predstavu ani preferenciu, ako by DPIA malo vyzeraf,
Nebol zverejneny ziadny vseobecne uznavany vzor / metodika k tomu, ako ma DPIA vyzerat.

Co z tychto bodov plati aj v roku 20227

» V podstate vsetky;
» S tym rozdielom, ze viacere autoritativhe DPIAs boli zverejnené a komunikované na verejnost

(v zahranici).

Samozrejme text GDPR a Usmernenia sa nezmenili...

DAGITAL LEGAL



Na ¢co ma sl

F ~re

uzit DPIA?

DAGITAL LEGAL

N7

> 3 ~\‘~x->_“t/‘ /////“/4

AN\ \\\ P22l

SN

,\-n-\~ \

N .

i\
’///// \\\“\\¥ %\‘\\ \\\\-\.../ﬂ’/f/,;‘////{/,
AN

\:%——/
NN

s S s
W’
.
LT s /"//”
e




b

Na o md sluZit DPIA2

MOj nazor (nie text GDPR):
> Eliminovanie neprijemnych a nebezpecnych situacii pre fyzické osoby, o ktorych spraclivame osobné udaje;

> Labezpecenie ochrany ZLPS v typickych, krajnych a praktickych Zivotnych situaciach, v ktorych sa moéze Vas zakaznik /
zamestnanec ocitnuf v dosledku nastavenia Vasho systému / produktu / spracivania;

> Lohladnenie SirSieho kontextu spracuvania a spolocenskej zodpovednosti;

> Vyvazovanie stretu s akymikolvek inymi pravami a slobodami (prec¢o nie OP?).

Priklady:

> Mozno ked Vase diefa bude cestovat samo lietadlom, budete chciet aby letisk& alebo letecké spolo¢nosti pocitali s osobitnym pristupom k
pravam a slobodam Vasho dieftafaq;

» Predstavme si klienta banky, ktorého anti-fraud systém odmietne autorizovat v nebezpecnej tretej krajine pri platbe kartou a klient zostane na
cerpacej stanici bez zaplatenia. Hrozi mu a jeho rodine nebezpecenstvo Zivota / zdravia?

» Predstavte si reklamu na antikoncepciu cielenu podla historie browsera a dopady zobrazenia takejto reklamy v domacnosti;

> Obcan nema aktivovanu e-schranku na www.slovensko.sk kde mu je doru¢eny vymysleny exekucny titul a fikciou doru€enia sa rozhodnutie
stane pravoplatné a jedného dna mu exekutor pride zobrat dom, v ktorom byva.

DAGITAL LEGAL



http://www.slovensko.sk/
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Na co nema sluzit DPIA?

> Na zabezpecenie primeranej drovne bezpecnosti podla cl. 32 GDPR;
» Samozrejme je tu prirodzeny vztah a DPIA moze prispievafl z bezpecnosti, ale:

_Aj bezpecéné spraclvanie bez narusenia integrity moze zabif ¢loveka.”“ — ako?

> Bezpecnost nie je primarnym / prvoradym cielom DPIA — DPIA ma ist d'alej;

» Mimochodom, co rieSite v rovine analyzy rizik podla cl. 32 GDPR ak obsahom
posudenia vplyvu su rizika tykajuce sa napr. zivelne] pohromy, straty dat, hackerskéeho
utoku, poziaru a pod?

> DPIA nie je sUcastou ani oddielu 2 kapitoly IV GDPR s ndzvom ,,bezpecnost osobnych
udajov*, tou je len cl. 32 az 34 GDPR;

DAGITAL LEGAL



Co musi obsahovat DPIA?

DAGITAL LEGAL

/ / /\\\
I

.

)-‘ L
Yl

NN
\ \.\ AN T /%
NN

NN — e P P S //
A\ \\‘}\\\ %
\ NN s,

\:h_/’//
- /

o
-
/
—— xe. s "“A"/

. ~>

—— — e

NN . ZS 7/
\i\\\‘%_"/’f//% -
/\‘,-\\.-:. s - 7
' - = ..1'/’ r’{/
s —
- “/://1)

=2




v

Co md DPIA obsahovate

» Zakladné nalezitosti definuje Cl. 35 ods. 7 GDPR - tie musi obsahovat kazda DPIA:

a. systematicky opis planovanych spracovatelskych operacii a Ucely spracuvania, vratane pripadného opravneného zaujmu,
ktory sleduje prevadzkovatel: jasne a zrozumitelne opisat zamyslany postup spracuvania - prostriedky, sp6sob uchovavania,
kategorie prijemcov, dotknutych os6b alebo udajov, definovanie Ucelov,

b. postdenie nutnosti a primeranosti spracovatelskych operacii vo vzfahu k Ucelu; - v praxi velky problém;
c. posudenie rizika pre prava a slobody dotknutych oséb — hlavna cast DPIA
d. opatrenia na rieSenie rizik vratane zaruk, bezpecnostnych opatreni a mechanizmov na zabezpecenie ochrany osobnych

udajov a na preukazanie suladu s GDPR, pricom sa zohladnia prava a opravnené zaujmy dotknutych oséb a dalSich oséb,
ktorych sa to tyka,;

> DalSie naleZitosti podla &l. 35 ods. 8 a 9 GDPR - tie musi DPIA obsahovat iba niekedy:

1. Posudenie dodrziavania kddexov spravania,;
2. Podla potreby nazory dotknutych oséb/ich zastupcov na zamyslané spracuvanie bez toho, aby bola dotknuta ochrana
obchodnych alebo verejnych zaujmov alebo bezpecnost spracovatelskych operacii — v praxi velky problém.

> Ktoré dalsie nalezitosti DPIA nenajdete priamo v texte GDPR?

DAGITAL LEGAL



Co dalsie by mala DPIA obsahovat?

> PRE-ASSESSMENT — ako Uradu preukazete, ze DPIA nemusite mat?

» EXPORT — ako vbbec zverejnovat a pracovat s celym DPIA bez ohrozenia zaujmov spolocnosti / bezpecnosti?

> Kataldg vSeobecne akceptovatelnych rizik;

> Katal6g zakladnych ludskych prav a slobéd:;

> Dalsie volitelné opatrenia do buddcnosti (este neprijaté);

» Endorsement / podpis vedenia spolocnosti + datumy?

> Aktualizacie kazdé tri roky? Dalsie aktualizacie?

» Historia zmien — zasada zodpovednosti?

» Nazor zodpovednej osoby?

> Metodika a proces DPIA — priamo sUcast dokumentu alebo sUcast internych predpisov?

DAGITAL LEGAL




EXIstuju vzory DPIA?

DAGITAL LEGAL
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ajjednoduchsi vzor (ICO) - Britsky dozorny organ

ico.

irdcamuation Commesssnes 'y Dfce

Sample DPIA template

This template is an example of how you can record your DPIA process and
outcome. It follows the process set out in our DPIA guidance, and should be read
alongside that guidance and the Criteria for an acceptable DPIA set out in Eurcpean
guidelines on DPLAs.

You should start to fill out the template at the start of any major project invaolving
the use of personal data, or if vou are making a significant change to an existing
process. The final outcomes should be integrated back into vour project plan.

Submitting controller details

Mame of controller

Subject/title of DPO

Mame of controller contact /DPO
| (delete as appropriate]

DPIA template

Describe the purposes of the processing: what do you want to achieve? What is
the intended effect on individuals? What are the benefits of the processing - for
you, and mare broadly?

Step 3: Consultation process

| Cunsiﬂer hpw I__u.c_n-n_splt. with reh_aua_r!t sl;akg!mlders: desc_ribe whgn and hnw |

Angli¢tina (Spojené kralovstvo) 5% Zjednoduienie pristupu: pozrite si odporiéania

Step 1: Identify the need for a DPIA

Explain broadly what project aims to achieve and what type of processing it
involves, You may find it helpful to refer or link to other documents, such as a
project proposal. Summarnss. why vou identified the need for a DPIA.

Step 2: Describe the processing

Describe the nature of the processing: how will yvou collect, use, store and
delete data? What is the source of the data? Will you be sharing data with anyone?
Y¥ou might find it useful to refer to a flow diagram or other way of describing data
flows. What types of processing identified as likely high risk are involved?

Describe the scope of the processing: what is the nature of the data, and does
it include special category or cniminal offence data? How much data will vou be
collecting and using? How often? How long will you keep it? How many individuals
are affected? What geographical area does it cover?

DPIA template

i
[X]

Step 4: Assess necessity and proportionality

I
e

Describe the context of the processing: what is the nature of your relationship
with the individuals? How much control will they have? Would they expect you to
use their data in this way? Do they include children or other vulnerable groups? sre
there prior concerns over this type of processing or security flaws? Is it novel in any
way? What is the current state of technology in this area? Are there any current
issues of public concern that vou should factor in? Are you signed up to any
approved code of conduct or certification scheme (once any have been approved)?

Describe compliance and proportionality measures, in particular: what is
wour lawful basis for processing? Does the processing actually achieve vour
purpose? Is there another way to achieve the same outcome? How will vou prevent
function creep? How will vou ensure data guality and data mnimisation? What
information will vou give individuals? How will vou help to support their nghts?
What measures do you take to ensure processors comply? How do vou safeguard
any international transfers?

Remote, Minimal, Lowr,
ressikbls or | sionificant | medium
probable or severe | or high

I:F[.-‘: ‘template
Risk Options to reduce or Effect on | Residual | Measure
eliminate risk risk risk approved
Eliminated | Low Yes/no
reduced rmedium
accepted high

L Mastavenia zobrazenia

[, Zobrazenie na fitanie

e



https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/accountability-and-governance/data-protection-impact-assessments/

Dalsi velmi jednoduchy vzor - |APP

Family Links Network

Code of Conduct for Data Protection

Template for Data Protection Impact Assessment (DPIA)

Prior to conducting a DPIA, the following questions should be considered by National Societies:

- Hawve any consultations with internal stakeholders taken place with regard to risks arising from the processing operation and risks of non-compliance

with the Code of Conduct?

- Hawve any consultations with external stakeholders taken place? If yes, who, when and for what purpose?

- In addition to identifying risks, have the consultations involved consideration of measures for avoiding or minimising the risks?

Data protection issue

Code of conduct

Assessment of risks

Mitigation measures

Conclusion

processing operations is always
specified. Where applicable,
also link the purpose of the
data processing operations to
the consent that may have
been provided.

Data limitation

Is the data to be collected to be used
only for a specified purpose?

to gain more value from the
data they collect.

Will the data collected be used for
anything other than the specified

In practice: National
Societies may ignore or are
not aware that they cannot
repurpose personal data
(i.e., to use the data they
originally collected for some
additional purposes) without

purpose?

seeking consent again.

# The MNational Society
may not comply with the
RFL Code of Conduct

purposes for which personal
data will be collected/used
Raise awareness on RFL Code
of Conduct that provides for
the purpose specification
principle and for further
processing only if for purposes
compatible with the original
purpose of data collection.
Improve training of staff
regarding purpose
specification/compatible
further processing.

Use of database: As part of a
privacy-by-design approach,
insert reference in the file to
ensure the purpose of the data

Data protection issue Code of conduct Assessment of risks Mitigation measures Conclusion
Purpose specification 2.1 Specified Example: “Function creep” — | Examples: Risk sufficiently
Purpose Mational Societies may want | = Specify/document the mitigated

Risk not necessarily
mitigated but accepted

Risk neither mitigated
nor acceptable

Is all the personal data collected
necessary for the RFL activity?

When people engage with you seeking
help, are they told how the personal
information they supply will be used?

2.3.2 Processing
adequate
relevant and
updated data

231
Responsibility
and
accountability
2.2.1 Consent
3.1 Information
and access

Example: National Societies
may collect more personal
data than necessary for the
specified purpose.

In practice: National
Societies may suffer
reputational damage when it
becomes publicly known that
staff are collecting more
personal data than they
actually nead.

# The additional personal
data collected creates a
bigger risk for the
beneficiaries/ their
families/witnesses/ or
others if the system is
hacked or otherwise
compromised
(unauthorized
use/disclosure or
security breach.)

~ Collecting more detail
than needed also

Examples:

Ensure the staff collects only
the pieces of data which are
necessary to achieve the
purpose specified originally

If possible, give people prior
notice regarding the
modalities/purposes of the
data collection and processing.
Give individuals an opportunity
to gquestion the manner and
purpose for which their data is
collected and processed.

Risk sufficiently
mitigated

Risk not necessarily
mitigated but accepted

Risk neither mitigated
nor acceptable

DAGITAL LEGAL



https://iapp.org/resources/article/template-for-data-protection-impact-assessment-dpia/

Dalsie vzory, ktoré su volne dostupné:

» Privacy International; =
> Bristol University; ,/V/’“”/Pl\ig~

/// / /‘“\ \\\\;:

> Leeds; //, i / (///

> Witlshire; (( N
> DPIA CCTV - UK GOV: \ a\\i“"l /

\ N ~~—_—
\ \\\(\ \?&WI////

> ABGM, “\w,;////j:/

» RCSI; //“}m"‘/:_/’/;//‘;;//

> Ale...

DAGITAL LEGAL



https://privacyinternational.org/sites/default/files/2022-02/FOI%2067544%20Annex%202%20-%20Redacted%20Migrant%20Help%20v0.3.pdf
https://www.uwe.ac.uk/-/media/uwe/documents/about/data-protection-impact-assessment-template.docx
https://democracy.leeds.gov.uk/documents/s199379/Appendix%20B.pdf
https://www.wiltshire.gov.uk/media/1951/Data-Protection-Impact-Assessment-Template/doc/Wisc-dpia-template.docx?m=637122871776300000
https://www.gov.uk/government/publications/data-protection-impact-assessments-for-surveillance-cameras
https://www.adgm.com/documents/office-of-data-protection/templates/adgm-dpr-2021-data-protection-impact-assessment.pdf

Nas pristup ku DPIA

Metodika + interné
predpisy tykajuce sa
DPIA

Autom. Excel nastroj
na zachytenie obsahu
a generovanie
hodnotenia /
vysledkov

..
..

DAGITAL LEGAL

Diskusia s klientom a
samotna pracas /
vyplnanie DPIA

ROzne export funkcie v
PDF formate pre Urad,
verenost, manazment




Pre-assessment

E 0On NOONOoT&nie po A IG il L) Ll L lﬂM'mitanm- pﬁuﬁ‘hmrwamildﬂﬁ
Id= o systematickeé a rozsizhle hodnotenie osobnych aspaktov tviapicich sa fyzickych oséb, ktoré je zalofené na astomatizovanom spracivani
vratans profilovania a z ktoraho vwehadzap rozhodnutia s pravaym: uéinkami tvkapseim: sa frzicks) osoby alebo 5 podobne zavaZznvym vplvvom 1 =Nie

na an’

Ide o spracivanie osobitavch kateporii 6dajov podla élinkn 9 ods, 1 GDPR alebo osobnveh sdajov tvkajseich sa uznania viny za trestné &inv a

i priestupley podla &linky 10 GDPR vo velkom rozeahy? 1=Nie Je nutné vykonat' poside
vplyvu.

Nas pre-asessment, kfory podia | EEre e ——
viacerych kritérii vyhodnoti, Ci: -

3 Otazka Kriteria

Spracivanie zahffia alebo nezahrfia cezhraniéné prenoszy do tratich krajin
nezaruéuicich primerans troven ochrany?

1l =Nezahria

De spracivania osobnych tdajov 5 alebo nie 50 zahmuté tretie strany vébec,

; } . ; TR T 2 =5a zahvoots
t.j. Previdzlovatael ho vvkoniva sim bez pomoci inveh osdb] oo

>Je nuitné vykonaf DPIA;
> Je skor odporucané vykonat DPIA;
>Nie je poirebné vykonat DPIA. y

Pravadzkovatel j2 alebo niz je v zmluvnom alzbo inom obdobnom vztahu
s dotlnutymi osobami?

>Vseobecné kritéria podla ¢l. 35
GDPR,;

Aky je kontext plinovaného spracivania?

Moze dotlknuti csoba primerane ofakivar’, 2o k danémny spracivanin buds 1 = Miis otakivad

»/Zohladnuje aj zoznam situdcii a kritérii
podla Vyboru a Uradu; |
> P e rC e n t u él n y Vys I e d O k + e X p O rt ] ! Zivereéné vyhodnotenie Podl'a odpovedi je odvodené odporucanie pre kazdi sprac. opericiu. Je nutné vykonat' posidenie vplyvu.
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HODNOTENIE CELKOVO

1 =%ilns sutentizacia pristupov: visoke riziko L Tyiodnoﬁf
2 =Vykonavanis sutomatizovansho individuilnsho rochodovania: ety

vvaoke riziko vysoke riziko

3 = Bexpainost a vivoj IT: vwsoks riziko

duns | P w e e Sws by weld b,

i |

i a2 wavhede bk d e s pray s i sl bl
)

phma + anlns i gl pnrh Madass a1 il .
Udalost’ = spracovatel'ska operacia n Prava a slobody podl'a EDCP gmg Prava a slobdy podla Charty EU my Priva a slobdy podl'a Ustavy SR ﬂ GDPR prava dotknutych ozdb n = Dosledky u Odhadovana zavaindg
R sis ity : e : Pravo na vhodns tschnicks 3 organizaine
= Silna autentizacia pristupow Privo s Hivet (5L 2 Dok i Prave na zivot (£ 2 Chany), Pravo na slobodu a , P : e R AL LT
2 = Vykonavenis sotozatizovensho individualasho o TRONEIOE ‘:.1 o ".a:. Adehickirbiag bazpadnost (£ & Chany). Prave na ochranu osobaych o r'f.',"'ffl i v, il at 7 s { ‘4"_: G.D.pr' izl 3=Vysoko mvaine doaledioy 3=Vviokd
’ . slobody a bezpacnost (€1 5 Dohovons) 4 - " =dravia (ol 40 Latavy) mtozatizovanys individualays rozhodovants - = v
rozhodovania pdzjov (€1 8 Chamy) - 1 G-DPRj' vy
(B oL

> WP 29: ,Riziko je scenar, ktory opisuje udalost a jej nasledky odhadované v
kategoriach zavaznosti a pravdepodobnosti*

» Do posudenia rizika vsak musime dostat aspekt zakladnych prav a slobéd - ako?
> Aké prava a slobody, podlia Dohovoru, Charty, Ustavy alebo GDPR?

> PreCo neprepoijit s konkrétnymi spracovatel'skymi operaciami / 0celmi, ktoré
vykonavame?

> Aby sme mohli v dalsom kroku navrhovat opatrenia, zaujima nas pévod udalosti;

» Je na nas ako kreativne pristupime k udalostiam, ktore sa rozhodneme v DPIA
posudzovat — mdze ist o akukolvek udalost;

> Samotné hodnotenie rizika — tu asi nic nové vymyslat netreba...
DAGITAL LEGAL




Aké su priklady z praxe?
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Najznamejsi zverejneny pripad DPIA — Norsky urad sa rozhodol
nepovuzivat dalej Facebook.

Risk assessment: Should the

Norwegian Data Protection
Authority create a Page on
Facebook?

Datatilsynet

Summary

The Data Protection Authority aims to increase
awareness of and interest in privacy in Norway. In order
to achieve this goal, we are considering establishing a
presence on various communication platforms for
effective communication with important target
audiences. We consider Facebook to be well suited for
several of the Authority’s communication needs and
ambitions.

The implementation of the General Data Protection
Regulation (GDPR) in 2018 introduced new rights for
citizens and new obligations for organizations. As a
result of this new Regulation, both private companies
and public authorities have had to review their
procedures, practices and purchases involving the
processing of personal data to ensure compliance with
the new Regulation. The obligations imposed by the
Regulation also apply when an organization uses social
media, e.g. a Page on Facebook.

In this assessment, our capacity is neither that of a
supervisory authority nor that of an ombudsman, but
rather that of a data controller, with the obligations that
follow from this role under the GDPR. Our assessment
of Facebook is therefore primarily our organization’s
own assessment of what it would entail, in terms of
accountability, to create a Page on Facebook, and of
whether we would be compliant with relevant privacy
laws.

In making sure the privacy of data subjects registered in
a solution is protected, a Data Protection Impact
Assessment (DPIA) is an important tool. This report
addresses the risks and risk management associated
with ereating and communicating through a Page on
Facebook. It presents a systematic description of the
solution, a legal assessment of accountability, an
assessment of the necessity and proportionality of
processing, and considers measures to reduce privacy
risks for the data subjects registered in the solution. The
report also addresses ethical considerations in light of
the Data Protection Authority’s valuest and the
Authority’s position as a role model in privacy issues.

Conclusion

This report was finalized by the Management Team.
Based on this report and the recommendations of the
Working Party, the Data Protection Authority has
decided not to create and communicate through a Page
on Facebook.

The Management Team agreed with the
recommendations provided in the submitted report,
with some amendments. This report includes changes
based on discussions in Management Team meetings, as
well as discussions in the organization’s wider
management meeting, including the final conelusion.
The conclusion is based on an overall assessment, but
has in particular emphasized the points below:

s The Working Party believes the risks to the data
subjects’ rights and freedoms associated with
the proeessing of personal data through a Page
on Facebook are too high.

»  The Working Party believe that the Data
Protection Authority will not be able to
implement measures to satisfactorily mitigate
these risks.

s The Working Party’s assessment is that the
Data Protection Authority would not be in
compliance with Article 26 of the GDPR on joint
controllers.

»  The Working Party believes that it is not
sufficient for The Data Protection Authority to
enter into Facebook standard agreement with
Facebook on joint controllership. The Data
Protection Authority will not be able to
establish a separate arrangement with
Facebook.

»  The Working Party’s assessment is that it will
probably not be possible for the Data Protection
Authority to comly with the requirements of
Article 25 of the GDPR on data protection by
design and by default setting if we use
Facebook.

»  The Authority’s data protection officer
recommends that the Data Protection Authority
not implement Facebook as a communication
platform.

Necessity and proportionality
of processing

1 https: fwww.datatilaynet.no/om-datatilaynet/planer/ datatilsynets-
strategi/

We then assessed the processing and assured its
necessity and proportionality. This has entailed
assessing the legal basis for the processing, the
protection of privacy principles and the rights and
freedoms of users.

s The Data Protection Authority’s legal basis for
creating and using a Page on Facebook is derived
from Article 6 (1) (f) of the GDPR on the balancing
of interests. We believe we have several legitimate
interests for being present on the platform, and that
the processing would have several positive
outcomes for the data subject.

The Working Party nevertheless believes that it is
difficult to justify the Data Inspectorate's interests
in using the Facebook page when these interests are
weighed against the processing of personal data in
Facebook.

» Regarding privacy considerations; we refer to the
risks identified in the systematic deseription of the
data processing. At the same time, we have
emphasized considerations of a more ethical nature,
such as the Data Protection Authority’s own values,
reputation and capacity as a role model for privacy.
We have reason to believe there will be several
different and conflicting views on processing, both
within and outside the organization. We do not
believe, however, that the processing will havea
deterring effect on the population.

The Working Party also highlight some relevant
considerations from a privacy perspective, as well as
suggestions for measures for improving privacy terms
and conditions:

+  However, the Data Protection Authority would
be at the mercy of Facebook and its terms and
conditions by ereating and using a Page on the
platform. At the same time, we must be aware
that Facebook can, at any time, amend these
terms and conditions.

s  The Working Party has identified some
measures for improving privacy terms and
conditions, and include transparency in the
choice of communication platform,
transparency in our assessments of the
processing of personal data and of

controllership for this processing (Page on
Faceboook), as well as transparency of the
practice of internal policies and moderations on
the channel. We should also stay informed of
any changes to Facebook's terms and
conditions. In order to minimize data
collection, no Facebook plug-ins or similar
functionality would be implemented on our own
website.

The Working Party have also made some assessments of
processing in light of privacy principles and our impact
on the data subjects’ rights and freedoms:

The Data Protection Authority wishes all data processing
taking place on a Facebook Page to be fair and
respecting of the data subject’s interests and reasonable
expectations. Transparency about our internal policies
on Page moderation and a dedicated contact person
could contribute to this. Personal data collected by
Facebook is used to make decisions about users and
decisions that may affect users. It is uncertain how much
personal data collected through the Data Protection
Authority’s Page on the platform would contribute to
such decisions.

+  The Working Party believe that the descriptions
of the processing of personal data and
considerations of accountability are
characterized by a lack of transparency and
clarification vis-i-vis Page owners and data
subjects. After reading the documentation and
attempting to prepare a complete systematic
description of the data processing on the
platform, there is still much we do not know
about the processing. This is problematic from a
privacy perspective.

»  The Working Party believe the Data Protection
Authority’s own purposes have been clearly
specified and correspond well with the
expectations of users in the context of
subseribing to and/or interacting with a Page
on Facebook.

»  The Working Party believe the Data Protection
Authority’s objectives, on their own, can be
achieved by data minimisation; however, the
platform does not permit that.

»  The Working Party believe the principle of
accuracy is less relevant in our context of

DAGITAL LEGAL

Assessment of risks to the
data subjects’ rights and
freedoms

After considering the Authority’s presence on a Facebook
Page from the perspective of the Data Protection Authority
being a data controller with a number of obligations
pursuant to the GDPR, we flipped the perspective and
considered the processing from the perspective of the data
subject.

DPI1A

Article 35 of the GDPR provides that a data protection
impact assessment (DPIA) must be carried out when a
certain type of processing is likely to result in a high risk
to the rights and freedoms of the data subject under the
Regulation.

Based on our findings from the systematic description in
terms of the nature, scope, purpose and context of
processing, and our conclusions in terms of necessity and
proportionality, we have concluded that our use of
Facebook as a communication platform would likely result
in a high risk to the data subjects’ rights and freedoms.

We also believe the processing fits several of the criteria of
the Article 20 Working Party for evaluating when a DPIA
is necessary'e, as well as the Data Protection Authority's
list of processing activities that always require a DPIA®,

Assessment of co-determination, transparency and
predictability

Our DPIA is based on the above eriteria, and we assess co-
determination, transparency, predictability in the
processing, in accordance with the Data Protection
Authority’s own guide on data protection impact
assessments. We do this to determine whether the
processing can be performed in a manner that is
acceptable and builds trust vis-a-vis the data subject.

Co-determination
We have assessed the degree of co-determination in light
of the data subject’s rights under the GDPR.

The Data Protection Authority and its data protection
officer (DPO) can help the data subject to some degree by
providing information and guidance in the exercise of

their rights within the Facebook system. However, the
Data Protection Authority is largely unable to, in an active
way, help the data subject exercise other rights.

Within Facebook, the data subject has the right and the
freedom, beyond information about their data, to access
(access), correct (rectification), transfer (data portability),
and delete their own data. By law, data subject also has the
right to oppose (object) and restrict certain types of
processing of personal data. Among other things, this
includes the right to object to the processing of data for
direct marketing, the right to object to the processing of
personal data where Facebook claims to be performing a
task in the public interest or where Facebook is pursuing
its own legitimate interest or the legitimate interest of a

third party.

The data subject gives consent and is presented with the
terms and conditions of the service when they create a
profile on the platform. A user may withdraw their
consent for certain types of processing on Facebook, such
as the processing of special categories of personal data, the
use of location data or the use of facial recognition. A user
may at any time choose to delete their Facebook account.

The data subject may contact Facebook via a contact form,
via mail or through a dedicated data protection officer
with Facebook Ireland Ltd. The data subject may also file
a complaint with Facebook Ireland's supervisory
authority, the Irish Data Protection Commissioner, or
through the Norwegian supervisory authority.

As we have already pointed out above, we believe there are
uncertainties associated with the true opportunity to
exercise several of these rights, e.g. the completeness of
access to one's own data or a demand for permanent
erasure of personal data. The nature of the platform
means that a data subject would only, to a very limited
degree, be able to exercise their rights vis-i-vis a specific
Page on the platform. The data subject will, however, have
some degree of choice in the platform’s user functionality
and interface.

Generally speaking, the Working Party believes that data
subjects may have limited choice, limited options for
reservations and limited true co-determination in a wide
range of processing, including processing related to a
specific Facebook Page, such as:

» Which types of personal data are collected, and the
use of various sources.
» The volume of personal data.



https://www.datatilsynet.no/en/news/2021/norwegian-data-protection-authority-choose-not-to-use-facebook/

Priklady z praxe (Data Protection Monitoring)

Pokuta cca 36 tisic pre skolu za pouzivanie amerického vzdelavacieho systému %
Islandsky dozorny organ ulozil pokutu zakladnej Skole, ktora so suhlasom rodi¢ov vyuzivala vzdelavaci

systém zaloZeny na US cloude, pricom napr. dohoda o spracovani Udajov ani DPIA neboli dostatocné,
chybal Gcel spracovania, ale aj primerana bezpecnost Gdajov prendsanych do USA.

Biometricka kontrola zamestnancov si vyZzaduje vykonanie DPIA

Spanielsky dozorny organ pokarhal stavebnl spolognost za implementaciu biometrického systému
registracie odtlackov prstov na monitorovanie zamestnancov bez vykonania DPIA. Systém neukladal
samotny obraz odtlacku prsta, ale hash a Ciselné hodnoty zalozené na odtlacku prsta v Sablénach, ktoré
registrovali fyzické vlastnosti a mohli sa pouzit na individualnu identifikaciu dotknutej osoby.

Pokuty takmer 10 miliénov eur pre dve telekomunikacné spolocnosti fé.

Spoloc¢nosti podla gréckeho dozorného organu neposkytovali predplatiteflom jasné a dostatoCne

informacie, nekvalitne spracovali DPIA, neimplementovali adekvdtne bezpecnostné opatrenia (napr.
slaba anonymizacia). Zistenia nadvéazovali na ozndmenie o bezpecnostnom incidente.

-

Holandska vlada a univerzity zverejnili DPIA pre Microsoft produkty -J

Podla DPIA Microsoft prijal opatrenia na napravu vysokych rizik, ale organizacie by cloudové sluzby mali
vyuzivat na spracuvanie citlivych a Specialnych kategorii udajov len ak m6zu obsah zasifrovat pomocou
vlastnych Sifrovacich klucov, a to aj potom, ako bude Microsoft uchovavat udaje v eurdpskych datovych
centrach.

Pokarhanie pre Frontex za prechod na cloud bez riadneho posudenia ochrany udajov .

EDPS zistil, Ze Frontex presiel do cloudu bez dostatocného posudenia rizik ochrany udajov (DPIA) a bez
vhodnych zmieriujucich opatreni alebo prislusnych zaruk na spracovanie. Frontex tiez nepreukazal, ze
zvolené riesenie (Microsoft 365) bolo vysledkom dékladného posudenia.

Francuzske ministerstvo nedostatocne implementovalo GDPR do aplikacie StopCovid ‘)

Podla rozhodnutia napr. v zmluvach so sprostredkovatelmi chybali ndlezZitosti ako povinnost pomahat
prevadzkovatelovi pri reakcii na Ziadosti dotknutych osob, v DPIA chybali spracovatelské operacie ako
anti-DDOS riesenie ¢i vyuZivanie technolodgie reCaptcha od spoloc¢nosti Google.

Zoom v Holandsku zaviedol po vladnej DPIA mnozstvo dodatocnych opatreni ‘

Vysledkom DPIA je, ze US spoloc¢nost vyriesila vsetky zndme vysoké rizika a uzavrela s holandskymi
organmi novu dohodu o spracovani Udajov. KedZe Zoom umoinuje Sifrovat Udaje pomocou
sukromného kltca, prenos Udajov o obsahu do USA podla prevadzkovatelov nie je vysokorizikovy.

Stanovisko EDPB a EDPS k predizeniu platnosti nariadenia o COVID certifikate .

Komisia planuje predizit platnost nariadenia o digitalnom certifikdte COVID EU o 12 mesiacov a zmenit
niektoré jeho ustanovenia. EDPB a EDPS okrem iného negativne hodnotia, Ze nebolo vykonané DPIA
a Ziadaju, aby ho Komisia doplnila.
Pokuta takmer 7 tisic eur za opomenutie konzultacie s dozornym organom b '
Dansky dozorny organ uloZil pokutu stredisku, ktoré malo podla vysledkov DPIA konzultovat s dozornym

organom operacie, ktoré mohli predstavovat vysoké riziko pre prava dotknutych osob, avsak pristupilo
k spractvaniu bez predchadzajucej konzultacie.

Univerzite bola ulozena pokuta vo vyske 200 tisic eur za pouzite ,,proctoring” softvéru ‘j

Taliansky dozorny organ ulozZil pokutu za vyuzivanie kontrolného tzv. proctoring software, ktory okrem
iného monitoroval pohyby tvare Studentov a ich okolie. Dotknuté osoby neboli dostato¢ne
informované napr. o dobe uchovania Udajov a prenose dat do USA, nepostacujuce bolo aj DPIA.
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b 4

DPIA check-list na zaver

1. Vieme nasu DPIA alebo jej cast zverejnit tak, aby bola zrozumitelna pre verejnost?
2. Da sa nasa DPIA konzultovat s dotknutymi osobami?
3. Riesi nasa DPIA skutocné zivotné situdcie dotknutych osob?
4. Obsahuje nasa DPIA vsetky ndlezitosti podla ¢l. 35 ods. 7 GDPR?

5. Vieme sa nasou DPIA napriklad spytat a redlne hodnotif, i je v poriadku pouzivat Facebook na
cielenu reklamu?

6. Vieme na zdaklade nasej DPIA prijimat business rozhodnutia?
/. Obsahuje nasSa DPIA transparentny a objektivny bodovaci systém?

8. Je mozné nasu DPIA pouzit ako podklad pre dovodovu spravu alebo legislativhy proces
prijimaného zakona?

9. SIUZi nam redlne DPIA na niec¢o?
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Dakujem za pozornost.
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