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Syndrom varenej zaby...

Necha sa Zzaba dobrovolne uvarit...?

Nie. VyskoCi z vody, ihned, ako zisti, Ze je voda priliS horuca.

Reakcia podnikov na rizika v oblasti kybernetickej bezpecnosti je podobna:
— Uvedomuijete si, Ze riziko stipa — chcete sa chranit pred utokmi.

— Ako vyskocit’ z neprijemne horucej vody...?

Obmedzenia:
_ Statistika a ,papierové* opatrenia rizika realne nevyrieSia
— Kuvalifikovanych bezpecnostnych profesionalov je nedostatok

— Naklady na bezpecCnostné opatrenia nemézu stupat donekonecna

— Nepremyslena a nenaplanovana implementacia technickych opatreni nema ucinnost

Jestvuje vSak cesta von z “horucej vody*.

— Kyberneticka odolnost (,Cyber Resiliency®) je program, ktory méze zarucCit' schopnost’ organizacie
pokraCovat' v Standardnych procesoch aj po incidente, iba s minimalnym prerusenim

— Kyberneticka odolnost je SirSim pojmom, ktory zahfria riadenie rizik, informacnu a kyberneticku
bezpecnost a riadenie kontinuity ¢innosti.
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World Economic Forum: The Global Risks Report 2018

Top 10 risks in terms of

Likelihood

Top 10 risks in terms of

Impact

Extreme weather events
Natural disasters
Cyberattacks

Data fraud or theft

Failure of climate-change mitigation and adaptation
Large-scale involuntary migration

Man-made environmental disasters

Terrorist attacks

lllicit trade

Q0 O0OOO6OOOO

Asset bubbles in a major economy

Weapons of mass destruction

Extreme weather events

Natural disasters

Failure of climate-change mitigation and adaptation
Water crises

Cyberattacks ||

Food crises

Biodiversity loss and ecosystem collapse

Large-scale involuntary migration

-2 -2 2R -2 -8 - 2 g -2

Spread of infectious diseases

Categories

’ Economic
‘ Environmental
’ Geopolitical

http://www3.weforum.org/docs/WEF GRR18 Report.pdf
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World Economic Forum: The Global Risks Report 2018

4.0

Weapons of mass destruction

35

Average
>
3.40

3.0

Unmanageable inflation

25

Spread of infectious

Extreme weather events

MNatural disasters

Failure of climate-change
mitigation and adaptation

g

+ Water crises

Cyberattacks
Bicdiversity loss and
ecosystem collapse

Large-scale
involuntary migration

‘ Man-made environmental

Food crises l

Interstate conflict

diseases
o . disasters
_ Critical information Profound social _ i
infrastructure breakdown instability Failure of national
) ) governance
Fiacal crises. Terrorist attacks
Unemgloyment or
Failure of regional or underemployment
global governance ' ‘ D
ata fraud or theft
‘ Asset bubbles in a major Y
. . ' BCONOMyY
Failure of critical : o
infrastructure State c:IJIlapse or crisis
. Failure of financial
Energy price shock ‘ mechanism or institution
Adverse consequences of Failure of urban planning
technological advances
Ilicit trade
Deflation
3.0 A 4.0

@

Categories

’ Economic
‘ Environmental
’ Geopolitical
’ Societal

‘ Technological




Rychle zotavenie sieti a informaénych systémov po kybernetickom

utoku je pre organizacie naroénou ulohou...

Obnova ginnosti trva
z hladiska biznisu
pridlho

Testovanie planov
obnovy ma dopad na
beznl prevadzku

02°

Dynamicky sa
rozvijajuce IT
prostredia znizuju
efektivitu BCM

h

JIIIITIT

Regulacia prichaddza
z novymi (mnohokrat
nezmyselnymi)
poziadavkami




Cielom utoku su typicky aj zalozné rieSenia

S A
C)- F11

O 1 - Utok ¢asto spdsobi 02 » Na obnovu &innosti 03 « Cielovy ¢as obnovy
kompromitaciu aj ma organizacia (RTO) a cielovy bod

zaloznych rieSeni gg"!?ggg}c’: 'Cr?;’j uzatlal obnovy (RPO) st pre
utoénici N ;
: . dnesné potreby uz
© WannaCry/ priestor na opakovany e dostatpoc“:né y
WannaCryptOr / ttok aj obnovenych

CryptoLocker riegeni




Kyberneticka odolnost’



Zivotny cyklus incidentu Kategérie opatren:

Hodnotenie

Zranitelnost OO

ZniZzovanie

OsSetrovanie

Riziko

Prevencia

<>
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Detekcia

Reakcia

Korekcia



Prezentujúci
Poznámky prezentácie
We see this intersection through the lens of the NIST cybersecurity framework. This framework depicts the 5 key areas that are involved in cyber resiliency.
https://www.nist.gov/cyberframework



Ramec “Cyber Resiliency”

Recover

* Zivotny cyklus “Cyber resilience” je zaloZeny na technickej norme NIST Cybersecurity framework.
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Identify (Identifikovat) poCiatoCny krok v
dosiahnuti kybernetickej odolnosti

Protect (Chranit) proti utokom
identifikaciou a hodnotenim
zranitelnosti skor, nez su zneuzité
hrozbou

Detect (Detegovat) nezname hrozby
pokrocCilou analytikou

Respond (Reagovat) efektivnym
rieSenim v priestore kritickych aktiv

Recover (Obnovit) zo skod
sposobenych utokom


Prezentujúci
Poznámky prezentácie
We see this intersection through the lens of the NIST cybersecurity framework. This framework depicts the 5 key areas that are involved in cyber resiliency.
https://www.nist.gov/cyberframework



Odolnost voci hrozbam je kombinaciou viacerych disciplin

P ] L Technologické
Riadenie rizik Ochrana Gdajov Klasifikécia informacif

Riadenie informaénej Riadenie IT rizik ManaZment

bezpeénosti 1adenie T izl zrnanitelnosti
Kyberneticka Havarijné planovanie

bezpecnost’ _
IT architektlra Riadenie aktiv
Riadeni it Riadenie zmien a
iadenie pristupov konfiguraci
RieSenie incidentov Service Level
Management
Fyzicka 5 R
bezpecnost’ Bezpecnost kritickej Vztahy a komunikéacia
infrasStruktary
, Vzdelavanie a
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S

Kybernetickad odolnost

Kyberneticka odolnost’ je schopnost Kyberneticka bezpeénost’ je stav, v ktorom su
organizacie kontinualne pokracovat siete a informacné systémy schopné odolavat na
v éinnosti s najmensou mierou narusenia urcitom stupni spolahlivosti akemukolvek
pocas kybernetického utoku konaniu, ktoré ohrozuje dostupnost, pravost,
— integritu alebo dévernost uchovavanych,
prenasanych alebo spracuvanych tdajov alebo
suvisiacich sluzieb poskytovanych alebo
Cyber Resilience je iniciativou, ktora spaja a ﬁ]r;siumpané);]cyhcﬁ rs;;;zdmnc;stvom tychto sieti a
rieSi niekolko kritickych oblasti:
* informacnu bezpecnost, Riadenie kontinuity ¢innosti je holisticky
* riadenie IT sluzieb podnikovy riadiaci proces, pouzivany na ochranu
* kybernetickl bezpecnost a zaujmov zainteresovanych stran , reputécie,
* riadenie kontinuity Cinnosti obchodnej znagéky a &innosti vytvarajlcich
hodnotu zabezpeCenim pokraCovania prevadzky
aby produkty a sluzby boli aj v pripade ich aj v pripade incidentu.

preruSenia dodavané na vopred
definovanych urovniach, s cielom
vyhnut sa poskodeniu dobrej povesti a
obchodnej znack
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Prezentujúci
Poznámky prezentácie
Let’s start with stepping back and defining what cyber resiliency is. Cyber security deals with protecting systems, networks, and data from cyber attacks. Business continuity is the plan and system to resume operations after a cyber attack leads to an outage. Cyber resiliency is the intersection of both of these areas, together with network resilience to ensure that organizations continue to function in the face of cyber attacks and outages.


Pristup k posudeniu urovne kybernetickej odolnosti

Definicia cielov a
poziadaviek

Identifikacia
zainteresovanych stran

Posudenie Grovne
vyspelosti
v jednotlivych
kategoriach

Posudenie zhody

Namapovanie kategorii
na zivotny cyklus
kybernetickej odolnosti

Analyza

©)

©00006

» Organizacia * Riadenie rizik « RieSenie incidentov
» Technologické

prostredie

* Program kybernetickej

« ManaZment hrozieb bezpecnosti

a zranitelnosti

* Riadenie kontinuity
cinnosti

« Spolupraca

* Manazment aktiv a komunikéacia

¢ Riadenie identit

a pristupovych prav
 Riadenie zmien

a konfiguracii

» Bezpecnost udajov
» Ochrana informacii

« Partnersky eko-systém

« Skolenia a zvy3ovanie
* Riadenie informacnej povedomia

bezpec€nosti

Sucasny stav (as-is) PoZadovany stav (To-be)

@

RESPOND

IDENTIFY PROTECT DETECT RECOVER

Spracovanie analyzy, zistenia, odporuc¢ania

Priprava

Workshopy

Reporting
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IBM ramec posudenia kybernetickej odolnosti

Cyber Resiliency Phases Categories

Sub Categories Conformance Rating

oas
oe.
oe.
Output

i [ CyberResiliency

Maturity
sm o
1 | .
‘T T -

Change & Config Management e — . - - a/

Training & Awareness = i IBM

Organization

Technology Environment

Governance

Asset Management

Risk Management

Cyber Security Program

Partner Eco-System

Identity & Access Management
Cyber

Resiliency Data Security

Maturity
Assessment

Information Protection

Protect

Policy & Governance

. Recommendations |

Threat & Vulnerability Mgmt. e —— . . . N -

Events & Incident Response

Events & Incident Response — . . .
M Collaboration & Communication — E

Respond

Recover Business Continuity

Collaboration & Communication
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Priklad Cyber resilience report-u



Management Summary

Current Maturity Target Maturity

Summary Current State

» <client> has fairly matured IT processes. However lacks a formal
Cyber Resilience-Maturity Analysis cyber resiliency charter. _Whlle the current _S_ecurlty processes
Summary and systems are well poised to handle traditional threats and
— vulnerabilities, it is not completely geared up to meet challenges
posed by cyber threats.

Qg %

Recover Protect == Current Rating

Target Rating Areas for |mprovement

Leading Practice

<client> to understand inherent risks, recoverability, exposure
Respond Detect and liabilities; Build specific capabilities to complement the
existing operating model to effectively respond to cyber
outbreaks




Management Dashboard

Cyber Current Desired
Resiliency = Maturity Maturity
Phases Level Level

Comments/ Findings

Interdependencies between apps & infra is not clearly understood
& documented

Recommendations

Create Enterprise baseline & mapping; update periodically

Identify N _ _ _ Put-in-place a formal Cyber Resiliency Program

No formal Cyber Resiliency program in place & public relation

mechanism not defined

Currently only data backup is being done. The control files and Ensure the complete data sets are backed-up for critical application
Protect h configuration files are not part of backup

Security monitoring is not real time

Acquire real-time security monitoring capability, Ensure running of
Security Operations Center (SOC) 24/7

Detect .

Penetration Testing has not been performed for the last 2 years

Incident Response plan is not completely updated for inherent
cyber risks

Assurance tests must be conducted at least once in a year
Update BCP, IRP for inherent cyber risks

Respond

Absence for unified communication platform to effectively handle
Service continuity

Recovery operations currently manual which are prone to human
errors & time consuming

Consider procuring a an unified platform that can help addressing
business continuity in real-time that is capable of providing updates e-
mail, mobile, social media etc.

DR Automation and Orchestration can help reduce dependencies thereby
increasing efficiency and provide recovery assurance

® O 6 6 &

Recover *

Recovery objectives are not formally signed-off with the Business

Restoration from Backup data is not being tested for all critical
apps periodically (Tests are limited to a fewer apps)

<Client> should consider setting up a formal charter under the Executive
Leadership to help align technical arahitectures with business
requirements




I d e nt|fy Tato faza vytvara zéklad na to, aby
organizacia dokazala prioritizovat’ Usilie v
kybernetickej bezpecnosti v sulade s platnou
stratégiou riadenia rizik

Current Maturity Target Maturity

Category Key Observations / Findings
Cyber Resilience-Maturity Analysis Organization Need for <client> to formally constitute Cyber Resiliency
Identify Phase Program
- Technol .
Organization echnology Dependencies must be documented & updated
Environment
Partner Eco- gl Technology
System 3 Fnvironment )
2 =Current Rating Exposure in terms of Liability (legal, regulatory, 3 party, etc.)
Target Rating Governance ith tto cyb ity is not fully determined
Cyber Security overmns with respect to cybersecurity is not fully determine
Program Leading Practice
i Asset . . .
Risk Asset Asset Management is at par with the industry standards
Management Management Management
Risk <client>'s organization Risk Management to encompass risks
Management arising out of cyber threats
Cyber Security Need for <client> to formally constitute Cyber Resiliency
Program Program




Protect

Tato faza napomaha organizacii obmedzit,
alebo znizit dopady a straty spésobené
kybernetickymi atokmi

Current Maturity Target Maturity

Category Key Observations / Findings
Cyber Resilience-Maturity Analysis Identity & Access . . .
Protect Phase Management Good practices covering the enterprise
Information : L .
; . Information protection is well understood & practices
3 Protection
% l B Current Rating
0 Target Rating POllcy & d d b h
S S BCP & IRP need updating specific to cyber threats
%Q‘ u & %@ @@5 Leading Practice
& 5 & A@@ @» & Governance
W oF -@*‘Q AN
& o & & Change & Config
& « &« Good practices covering the enterprise
Management
Training & <client> to consider rolling out enterprise-wide training
9 /awareness programs specifically around cyber security
Awareness o
covering internal stakeholders & partners




Tato kriticka funkcia umozniuje organizacii
odhalit anomalie ktoré nastali p6sobenim
potencialneho kybernetického utoku

Current Maturity Target Maturity

Category Key Observations / Findings

Threat & Process for detection of malicious codes must be developed,

Vulnerability tested
Management Scope for improvement in terms of Threat intelligence
M Current Rating
Target Rating
Leading Practice

Threat & Events & Incident
Vulnerability Response EVentS &

Hemt Incident IRP to be updated for cyber risks
Response

Cyber Resilience-Maturity Analysis
Detect Phase

[ T I




Res p on d — V rdmci tejto fazy organizacie implementujd
sériu primeranych opatreni s ciefom znizit,
alebo obmedzit' dopady detegovanych
kybernetickych utokov

Current Maturity Target Maturity

Category Key Observations / Findings

Cyber Resilience-Maturity Analysis
Respond Phase

Events &

Incident _

Response IRP to be updated for cyber risks
5 W Current Rating
z Target Rating

Leading Practice
2
1 '
0 . i <client>
ents & eident Colaboration & Collaboration & Current platform relies mostly on phone calls. <client> may

consider acquiring an integrated platform for communication
during the exigency

Response Communication

Communication




Recover «——

Current Maturity Target Maturity

o R, N W A~ O;

Cyber Resilience-Maturity Analysis
Recover Phase

m Current Rating
Target Rating
- Leading Practice

Business Collaboration &
Continuity Communication

Organizacie v tejto faze obnovuju svoje
¢innosti do bezného stavu.

Category Key Observations / Findings

Recovery Objectives are not mutually signed-off between IT
Business & Business

Continuity Recovery architectures are not fully aligned to objectives

Preparedness in terms of recovery need to be rehearsed
periodically

Need for an integrated platform for communication to
effectively recover within stipulated time as defined in the
recovery plan

Collaboration &
Communication




Opportunity prioritization matrix

<Opportunities>

— Are specific initiatives
that <client> should
pursue based on
one/more of our
Recommendations

— Modify categories,
complexities, impact,
etc. based on your
assessment

— The graph provides
Risk Vs Reward for
the opportunities

Degree of Integration

Degree of Impact

B

Business Resilience

B1 Cyber Resilience Program
B2 Recoverability Assessment
B3 Automate Recovery

Security

S1 24/7, Real Time Monitoring
S2 Updating IRP

S3 Enhance Threat Intelligence

Infrastructure & Systems

11 Enterprise Blueprinting

12 Build Emergency
Communication Platform

IT Governance
G1 Cyber Risk Management
G2 Training & Awareness

Complexity

oo



Opatrenia na zarucenie kybernetickej odolnosti



I
Generické horizontalne rozdelenie opatreni

— Technické

 opatrenia na znizenie bezpecnostnych rizik pomocou
prostriedkov fyzickej a technologickej povahy

— Organiza¢né

- opatrenia na zniZenie bezpednostnych rizik pomocou IE”
zmien procesov a upravou dokumentacie u_l

Efektivhu bezpecnost’ je mozné dosiahnut’
LEN POMOCOU KOMBINACIE

réznych technickych a organizaénych opatreni
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Bezpecnostna architektura

* Informacna architektura - je vo vSeobecnosti dizajn podniku, Struktury a pomenovania Casti
procesov, systémoy, sieti a softvéru s cieflom podporit Co najlepSiu pouzitelnost.

- ,,Bezpeénostna architektura“ = vymedzenie okolia informacného systému
a jeho vztah k moznému naruseniu bezpecnosti.

* Sherwood Applied Business Security Architecture (SABSA)

Kontext

Koncept

Logicke
clenenie

Fyzické ¢lenenie

Komponenty

Prevadzka

IBM Security

Aktivum
(Co)

Motivacia
(Preco)

Proces
(Ako)

(Kto)
Organiza¢né

Umiestnenie
()

Casové zavislosti

Predmet Cinnosti Model rizika Model Procesu . - Geografia e .
usporiadanie obchodnej Cinnosti
Bezpecnostna Model
pecno; bezpecnostnych Model Terminy a zivotnost
- . . L stratégia . . " , L
Profil ¢innosti Bezpec€nostné ciele . o entit a stanovenie bezpecnostnych prvkov suvisiacich
a architektonické N . 2 = ]
déveryhodného domén s bezpec€nostou
vrstvy 2
ramca
Definicia
. . . . . , Cyklus
: . Bezpecnostné . . . Schéma entit bezpecnostnych 2 .
Model informécii o Sluzby bezpec€nosti ) . . . bezpecnostného
politiky a profily pravomoci domén a ich .
L spracovania
prepojenia
Pouzivatelia,
S Bezpec&nostné Bezpec&nostné aplikacie Platformy a sietova Vykon riadiacej
Datovy model < : . e . < . - -
Standardy mechanizmy a pouzivatelské infrastruktara Struktary
rozhrania
Casovanie
Detailné datové Bezpecnostné Bezpec€nostné Identity, funkcie, Procesy, uzly, a postupnost
Struktary proceddry a navody produkty a nastroje role, ACL adresy, protokoly bezpecnostnych
aktivit
Zaistenie kontinuity Riadenie Riadenie a podpora Rladenlve’ a pqdpora B_»ezpecnqst, Rozvrvh vykopu
.. . . - . N . pouzivatelov objektov, sieti a bezpeénostnych
cinnosti operacného rizika sluzieb bezpecnosti A : e
a apliké&cii platforiem operacii




|
Ako sa nestat uvarenou zabou...?

* Priebezne sledujte a vyhodnocujte uroven informacnej bezpec€nosti v organizacii
* Pre dosiahnutie konsolidovanych vystupov stanovte vopred jednoznacnu metriku (KPI, KRI)

* Dobra prax ukazuje, Ze meranie bezpecCnosti sa da vhodne vykonavat prostrednictvom
meratelnych udajov, napr.:
— Ciselne vyjadrenej hodnoty rizik (KRI)
— Ciselne vyjadrenej urovne vyspelosti procesov (CMMI)

* Nie je potrebné vynajst koleso.

— Oprite sa 0 niektory z jestvujucich formalnych ramcov P |
— Je ucelné pouzit rokmi otestované a v praxi overené =
ramce (1ISO27001, 1SO22301, NIST, PCI-DSS, COBIT...) =
* OrganizaCné opatrenia su délezite,
ale papier vam ochranu pred kybernetickym utokom nezabezpeci
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Statement of Good Security Practices: IT system security involves protecting systems and information through prevention, detection and response to improper access from within and outside your
enterprise. Improper access can result in information being altered, destroyed, misappropriated or misused or can result in damage to or misuse of your systems, including for use in attacks on others.
No IT system or product should be considered completely secure and no single product, service or security measure can be completely effective in preventing improper use or access. IBM systems,
products and services are designed to be part of a lawful, comprehensive security approach, which will necessarily involve additional operational procedures, and may require other systems, products
or services to be most effective. IBM does not warrant that any systems, products or services are immune from, or will make your enterprise immune from, the malicious or illegal conduct of any party.
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