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° agenda

o riadenie rizik IS
o spojenie IS a GDPR Risk Assessment-u

o softvér pre proces riadenia rizik
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° tri zakladné prvky risk manazmentu
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° aktiva

o aktiva su zoskupené do tzv. Asset Groups (AG)

o 6 zakladnych AG, A1 — A6, definovanych podfla poziadaviek BCM procesov a kritickosti dopadu
na biznis operacie (tiez v zavislosti od SLA)

o A7 — AX, dynamicky pridavané skupiny, obsahujuce aktiva, ktoré vytvaraju alebo priamo
podporuju Specifické ¢innosti spracovania osobnych udajov

o Aktualne skupiny boli identifikované preskumanim biznis procesov v ramci PDPA (Personal Data
Processing Activities)

o Pridavanie novych skupin — zavislé od splnenia kritérii DPIA (Data Privacy Impact Analysis)
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° implementacia evidencie skupin aktiv

Aktiva A5 IT standard

Neprifazeno

Aktivum - A5

A5

1.1.2018

Admin TB

23.10.2018,20:15

25.10.2018,11:19
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° implementacia hodnotenia skupiny aktiv

17.2.2019, 13:57
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° Impact areas pre hodnotenie skupiny aktiv

Impact Area_ID | ImpactArea_Description

1AL Interruption of service - inability to provide the service

A2 Loss of customer confidence - damage to reputation

A3 Disruption of internal operation - disruption in the organization itself

IA4 Disruption of a third party's operation: - disruption in third parties transacting with the
organization

IAS Infringement of laws / regulations: - inability to fulfill legal obligations

IAG Breach of contract: - inability to fulfill contractual obligations

A7 Attack on users' private life

IA8 Financial losses

IA9 Loss of goods / funds / assets

IA10 Loss of customers, loss of suppliers

IA11 Judicial proceedings and penalties

IA12 Loss of a competitive advantage

IA13 Loss of technological / technical lead

IA14 Loss of effectiveness / trust

IA15 Loss of technical reputation
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° implementacia evidencie hrozieb

Hrozby a zranitelnosti  TO70 Privacy.PT3_Non-repudation_LINDDUN

» Prehled

Nepfifazeno

Hrozba - T70

Hrozby a zranitelnosti o P e —. T70

Zdro LINDDUN

erze 2018

Admin TB
23.10. 2018, 20:56

sledy upraveno 23.1.2019,10:35

Ref € tace ORP 1010: Bezpecnostna politika TBG

Z Kyberzloginci

Abmt‘, to deny having performed an action that other parties can neither confirm nor contradict

Hodnoceni
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° implementacia hodnotenia hrozieb

T7:22019:33:63




° implementacia evidencie zranitelnosti

Hrozby a zranitelnosti V036 Unprotected sensitive traffic

= Prehled

Nepfifazeno

Zranitelnost - V36

Hodnoceni

Norm
V36
1S0
2017
Admin TB

23.10. 2018, 20:57

23.1.2019,10:09
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° implementacia hodnotenia zranitelnosti

17.2.2019, 13:54




° prediktivne biznis rizika

o

vytvorené réznymi kombinaciami A x Z x H (Aktivum, Zranitelnost, Hrozba)

(e}

prediktivne rizika relevantné pre organizaciu

o

na zaklade hodndt jednotlivych zloziek, prepoCtom vytvara jednu celkovu hodnotu
zavaznosti

(¢]

okrem celkovej hodnoty zavaznosti nesie prediktivne riziko aj dve samostatné hodnoty
(IT a Privacy)
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° prediktivne rizika
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° poces evidencie biznis rizik

Vytvorit Pripojit

Biznis relevantne Automaticky vypocet Odoslanie Vyhodnotenie

zavaznosti rizika Biznis stavu a platnosti
prediktivheho rizika vliastnikovi stavu rizika

(agregovane) Prediktivne
riziko rizika

o vysledna zavaznost v sebe nesie hodnoty vsetkych suvisiacich prediktivnych rizik

> hodnotenie je platné na urcité Casové obdobie
o pravidelna aktualizacia platnych rizik
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°© agregovane rizika

' ™

Agregované riziko
(Biznis riziko)

@é.’na

—— biznis

zavaznost

{Predikti\me riziko 1 [{LT‘ |GDPR

A

'}
Y

‘ Prediktivne riziko 2[

™~

H .

— —_ A
JGDPRJ e e 0
H )

H

S -

Prediktivne riziko n ("HT GDPR

H O

T T

I.’ - ]
“_IT relevantné {\

sy
-

&

.

"‘ "‘\ Hrozby
\\\| Hrozba_1 |=H: Hrozba_1 H )
\\| Lot ;Hj Hrozba_2 |=H H
\\I AIRIEL A }:i;\/‘ Hrozba 3 |: H hw
. . ;
. .
. )

L

' GDPR
7 orelevantng

Zranitelnosti

Aktiva

Zranitelnost_1 @
Zranitelnost_2 ):(I—?)
Zranitelnost_3 }=Q>

L]
L
L]

A1 TBG Critical L H

AZ Business critical

A6 IT Default == E

. AT Example Privacy relevant —— H
J \».

AT

) CE___
AT
"\.__':'_ i

A3 Business standard
| A4 1T Critical (m
W H
A5 IT Standard (T
W H

ra

[N ]

GOPR

_G'E-'JER
_G_If.‘;F-"R
G_IZ_)';*R
GDPR
GDPR

GDPR

MW baunkea

H X



° Business Intelligence
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