Bariéery zlozitosti
kybernetickej bezpecnosti

(a ako ich prekonavat vyuzitim Web 3.0 stromov vedomosti)
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Co sa chce po informatikoch
Informacny systém musi byt:

Funkcny
Bezpecny
V sulade s legislativou

Ako zladit funkcionalne, bezpecnostné a legislativne
poziadavky?

Pri obomedzenom rozpocte, Case a ludskych zdrojoch!



Co sa chce po zodpovednych osobdch
(napr. DPO podla GDPR)

Rozumiet vSetkym trom svetom:

Svetu IKT (spracovatelskych operacii)
Svetu regulacii (zakony, vyhlasky, ...)
Svetu kybernetickej bezpecnosti

Kazdy sam o sebe je zlozity, ale
vsetky tri spolu su vaznou mentalnou bariérou!



Zlozitost legislativheho a normativneho
ramca (s nim treba byt v sulade)

** 680 zdkonov, vela bezpecnostnych a suvisiacich.

¢ 2.300 podzakonnych predpisov, desiatky
bezpecnostnych.

¢ 50+ stratégii a koncepcii, niektoré su bezpeénostné.
¢ 100+ metodickych pokynov a odbornych materialov.
* 100+ STN noriem.

¢ Viac nez 50.00 definicii, celkovo 300.000 sémantickych
entit (definicie, prava, povinnosti, postupy, sankcie, ...).

Ako to zvladnut?



Zlozitost nasho legislativheho ramca
(oblast IKT a kybernetickej bezpecnosti)

Klasifikované informacie, tajomstva

%+ Utajované skutocnosti—zakon ¢. 215/2004 Z. z. o ochrane utajovanych skuto¢nosti
% Vykonavacie predpisy (18)

< Osobné udaje — zakon ¢. 428/2002 Z. z.
% Vykonavacie predpisy (3)

% Obchodné tajomstvo - zakon ¢. 513/1991 (Obchodny zakonnik)

< Bankové tajomstvo - zakon €. 483/2001 Z. z. o bankach

«» Darové tajomstvo - zakon ¢. 563/2009 Z. z. o sprave dani (dafiovy poriadok),

< Telekomunikaéné tajomstvo — zakon ¢. 351/2011 Z. z. o elektronickych komunikaciéch,

*» Postové tajomstvo - zdkon ¢. 324/2011 Z. z. o postovych sluzbach

«» Listové tajomstvo, tajomstvo prenasanej informacie - Trestny zakon

*» SluZobné tajomstvo - zakon ¢. 566/1992 Zb. o Narodnej banke Slovenska

% Spovedné tajomstvo - Kodex kdanonického préava, kanon 983

Dalsie kategorizované informacie
«» Zakon €. 211/2000 Z. z. o slobodnom pristupe k informaciam
«+» Zakon €. 185/2015 Z. z. Autorsky zdkon

Suvisiaca legislativa
«» Zakon €. 272/2016 Z. z. o déveryhodnych sluzbach pre elektronické transakcie na vnitornom trhu (zakon o déveryhodnych sluzbéch)

Zakon ¢. 153/2013 Z. z. o narodnom zdravotnickom informaénom systéme

«* Sdvisiaca legislativa
Zakon ¢. 351/2011 Z. z. o elektronickych komunikaciach
Zakon ¢. 308/2000 Z. z. o vysielani a retransmisii
Zakon €. 45/2011 Z. z. o kritickej infrastrukture
Zakon ¢. 46/1993 Z. z. o Slovenskej informacne;j sluzbe
Zakon ¢. 198/1994 Z. z. o Vojenskom spravodajstve
Zakon ¢. 300/2005 Z. z. Trestny zakon ...
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Statna sprava naviac
D a; Zakon €. 305/2013 Z. z. Zakon o e-Governmente
b) Zakon ¢. 275/2006 Z. z. o informacdnych systémoch verejnej spravy ...
% ¢)Vynos €. 55/2014 Z. z. o Standardoch pre informacéné systémy verejnej spravy
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Ako to zvladnut?



Zlozitost nasho normativheho rdmca
(oblast IKT a kybernetickej bezpecnosti)

e Bezpecnostna stratégia Slovenskej republiky.

e Koncepcia kybernetickej bezpecnosti Slovenskej republiky na
roky 2015-2020

 Narodna koncepcia informatizacia verejnej spravy
e Strategicka priorita Vladny cloud
e Strategicka priorita Manazment udajov
e Strategicka priorita Multikanalovy pristup
e Strategicka priorita Integracia a orchestracia

e Referencna architektura integrovaného informacného systému verejne;j
spravy

* Koncepcie rozvoja IS VS

 Normativny ramec pre Centralny metainformacny systém verejnej
spravy ...

Ako to zvladnut?



ZlozZitost legislativheho a normativneho
ramca EU

,2According to data on the EU’s Eur-Lex database,
there are at present around 19,000 EU legislative
acts in force.

These are mainly directives, regulations, decisions
and external agreements, but they include a range of
other instruments.”

http://researchbriefings.parliament.uk/ResearchBriefing/Summary/CBP-7867



Legislativny rdmec EU — rok 2017

Number of legal acts
Basic acts Amending acts
Regulations 407 320
EP and Counail 13 14
Council of the European Union 4 48
European Commission 390 258
Other 0 0
Directives 3 13
EP and Counail 2 3
Council of the European Union 0 2
European Commission 1 B
Other 0 0
Decisions 342 144
EP and Coundil 9 1
Council of the European Union 154 72
European Commission 146 60
Other 33 11
Total 752 477

http://eur-lex.europa.eu/statistics/legislative-acts-statistics.html



Zlozitost bezpecnosti
kybernetického priestoru

**Prostredia (HW, OS, databdzy, lokdine a cloudové aplikdcie)

‘*Hrozby “The AV-TEST Institute registers over 390,000
new malicious programs every day.”

**Celkovo: 680 milidnov entit v databaze”

s Zranitelnosti — vySe 90.000 (pre hw, firmware, OS, databdzy,
aplikacie, ...)

*1*Protiopatrenia (organizacné, administrativne, FOB,
antimalware, SIEM, IPS, IDS, Firewally, ...)

https://www.av-test.org/en/statistics/malware/

http://www.cvedetails.com/



https://www.av-test.org/en/statistics/malware/
http://www.cvedetails.com/

Potreby bezpechostného zamestnanca
(v oblasti suladu s legislativou)

*» Aka legislativa sa tyka nasej organizacie?

“*Co je v danom legislativnom akte déleZité?

s Aké prava a povinnosti vyplyvaju pre nasu organizaciu?
¢ Ako si rychlo ndjdem to, ¢o potrebujem?

s Kde su dalsie informacné zdroje (metodiky, vyklady,
portdly) a ako v nich efektivne vyhladdvat?

Bez inovativnej podpory ma bezpecnostny zamestnanec

problémy zvlddnut naval relevantnych informacii.



Web 3.0 pristup k rieseniu potrieb

e Pravny alebo normativny dokument, report, metodika, portal je
transformovany do Strukturovanej podoby stromu vedomosti (podla Web
3.0 Standardu SKOS).

e V procese sémantickej dekompozicie je kazda sémanticka entita v
dokumente je identifikovana, pomenovana a umiestena do stromu, ma
svoje URI (adresu, na ktoru sa viem odkazat).

* Vlyhladavanie prebieha v 99 % pripadov nad pomenovaniami sémantickych
entit.

e Struktdrovany dokument je rozsireny o komentdre, internetové odkazy.

e Do jedného celku je mozné spojit pre vyhladavanie aj viac Strukturovanych
dokumentov.

Ciel: ndjst, ¢o potrebujeme - na prvy pokus, do 3 sekund.



Smernica Eurépskeho parlamentu a Rady (EU) 2016/1148 zo 6. jila 2016 o
opatreniach na zabezpeéenie vysokej spolocnej trovne bezpecnosti sieti a
informaénych systémov v Unii

Rychle hladanie...

* O & Uvodné informacie k §truktUrovane] verzii smernice
*©Q & PREAMBULA (Smernica EU pre bezpe¢nost sieti a IS)
*Q (& KAPITOLA | - VEEOBECNE USTANOVENIA (Smernica EU pre bezpeénost sieti a 15) @
«Q (& Predmet Gpravy a rozsah pésobnosti (Smernica EU pre bezpeénast’ sieti a 15)
*Q (& Spractivanie osobnych tdajov (Smernica EU pre bezpednost sieti a 15)
*Q & Miniméalna harmanizicia (Smemica EU pre bezpe¢nost sieti a IS)
*Q @ Vymedzenie pojmov (Smernica EU pre bezpecnost sieti a 15) @
*Q & 1dentifikicia previdzkovatelov zikladnych sluZieb (Smernica EU pre bezpecnost sieti a 15) @
*Q & Zavazny ruiivy vplyv (Smernica EU pre bezpegnost sietl a I5)

*Q & KAPITOLA Il - VNUTROSTATNE RAMCE \ OBLASTI BEZPECNOSTI SIETI A INFORMACNYCH
SYSTEMOV (Smernica EU pre bezpecnost sieti a 15) @

* Q) & KAPITOLA Ill - SPOLUPRACA (Smernica EU pre bezpeénost sieti a 15) @

*O & KAPITOLA IV - BEZPECNOST SIETI A INFORMACNYCH SYSTEMOV PREVADZKOVATELOV
ZAKLADNYCH SLUZIEB (Smernica EU pre bezpeénost sieti a 15) ©

*Q @ KAPITOLA V - BEZPECNOST SIETI A INFORMACNYCH SYSTEMOV POSKYTOVATELOV DIGITALNYCH
SLUZIER {Smernica EU pre bezpednost sieti z 15) @

*OQ (& KAPITOLA W1 - NORMALIZACIA A DOBROVOLNE OZNAMOVANIE (Smernica EU pre bezpecnost sietf
2150

*Q [ KAPITOLA VIl - ZAVERECNE USTANOVENIA (Smernica EU pre bezpeénost sietia 15) @
*Q & PRILOHY ©

DIRECTIVE (EU) 2015/2366 on payment services in the internal market (PSD2)

Quick search...

*Q & About (PSD 2)©
@ & Preamble (PSD2)
O & TITLE | - SUBJECT MATTER, SCOPE AND DEFINITIONS (PSD2) [+]
*Q @ Subject matter (Article 1, PSD2)
*Q & scope (Article 2, PSD2)
*Q & Exclusions (Artidle 3, PSD2)
*Q (& Definitions (Article 4, PSD2) ©
*Q (& TITLE Il - PAYMENT SERVICE PROVIDERS (PSD2) ©
0 (& CHAPTER 1 - Payment institutions / Section 1 General rules (PSD2) (4]
*Q (& CHAPTER 1 - Payment institutions / Section 2 Other requirements (PSD2) (+]

* Q) (% CHAPTER 1 - Payment institutions / Section 3 Competent authorities and supervision (PSD2)
(4]

#Q (¥ CHAPTER 1 - Payment institutions / Section 4 Exemption (PSD2) ©
*Q (¥ CHAPTER 2 - Common provisions (PSD2) @

0 & TITLE Il - TRAMSPAREMCY OF CONDITIONS AMD INFORMATION REQUIREMENTS FOR PAYMENT
SERVICES (PSD2) ©

©©Q & TITLE IV - RIGHTS AND OBLIGATIONS IN RELATION TO THE PROVISION AND USE OF PAYMENT
SERVICES (PSD2) ©

»Q & TITLE V - DELEGATED ACTS AND REGULATORY TECHNICAL STANDARDS (PSD2) ©
* O (& TITLE VI - FINAL PROVISIONS (PSD2) ©

Nariadenie Eurépskeho parlamentu a Rady (EU) 2016/679 z 27. aprila 2016 o
ochrane fyzickych oséb pri spractvani osobnych tidajov a o volnom pohybe
takychto udajov, ktorym sa zrusuje smernica 95/46/ES (vieobecné nariadenie
o ochrane tdajov - GDPR)

| pré\.{ X

* 0 (& KAPITOLA | - Vieobecné ustanovenia (GDPR) @
*Q & Vymedzenie pojmov (Clénck 4, GDPR) ©
*Q [ Zavazné vniitropodnikové pravidla (definicia, Clanok 4, GDPR)
O @ KAPITOLA |l - Zasady (GDPR) ©
*©Q & podmienky vyjadrenia sthlasu (Clanok 7, GDPR) ©
*Q (% Prévo na odvolanie sihlasu (délesité Clanok 7, GDPR)
00 & KAPITOLA Il - Prava dotknutej osoby (GDER) @
+Q & Oddiel 1 - Transparentnost a postupy (GDPR) ©

#Q & Transparentnost informécii, oznamenia a postupy wkonu prav dotknutej osoby
(€lanck 12, GDPR)

»Q & oddiel 2 - Informécie a pristup k osobnjm tidajom (GDPR) ©
*© (% Pravo dotknutej osoby na pristup k idajom (Clanak 15, GDPR)
*Q ( Oddiel 3 - Cprava a vymazanie (GDPR) @
#Q & Pravo na opravu (Clanok 16, GDPR)
+Q & Pravo na vymazanie (pravo ,na zabudnutie”) (€lanck 17, GDPR)
#Q @& Pravo na obmedzenie spracivania (€lanok 18, GDPR)
*Q [ Pravo na prenosnost tdajov (£lanck 20, GDPR)
+Q (& Oddiel 4 - Privo namietat’ a automatizované individugine rozhodovanie (GDPR) ©
*© (& Pravo namietat (Clanok 21, GDPR)

Cisco 2017 Annual Cybersecurity Report

Quick search...

*O & About O
#0 & Executive Summary O
0 & Major Findings @
*Q & Leading exploit kits abruptly disappearing (Major Findings)
* 0 (& Number of the security vendors used in companies (Major Findings)
=0 (& Top constraints to adoption of advancad security products and solutions (Major Findings)
* 0O @ security alerts investigation (Major Findings)
*©O @ Risk of connected third-party cloud applications (Major Findings)
* O & Number of companies affected by adware infections (Major Findings)
#Q & Brokers usage (Major Findings)
*Q (% Volume of spam emails (Major Findings)
Q) & Trust in safety of own networks (Major Findings)
* 0 (& Lost business opportunities caused by attacks (Major Findings)
* 0O @ Impact of breaches (Major Findings)
* O @& Impact of the network outages (Major Findings)
*Q (& vulnerabilities in middleware (Major Findings)
* O @ Cadence of software updates (Major Findings)
#Q @ Reliance on third-party security vendors (Major Findings)
0 & Introduction @
# (& The Expansion of the Attack Surface @
»Q (& Attacker Behavior @
=0 (& Defender Behaviour @



Vznik stromu vedomosti
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kazdu tému, pojem, definiciu, pravo, povinnost,
postup, ustanovenie Ci ind sémanticku entitu, ktora
sa nachadza v legislative a riadiacich aktoch.

Sémantické entity sa odlisuju od dat a informacii. Su tiez nadmnozinou vedomosti.



CojetoWeb3.07?

* Semanticky web — pracujeme s informaciami v ich kontexte, vyssia forma
organizacie informacii do vedomosti.

* Detailna adresacia informacii a vedomosti — kazda ma svoju adresu, URI a vieme
sa na nu odkazat (Eur-lex to nema).

* Prepojené informacie a vedomosti (linked data).

* Inteligentny web — aplikacie maju v sebe implementovanu umelu inteligenciu
(napr. Siri, Cortana).

* Integrovane pokrocilé technologie — 3D, VR, IoT, rozhrania v prirodzenom jazyku,
predikcia spravania, ...

. Srl'lstup na web cez rozne zariadenia — PC, tablet, smartfon, inteligentné hodinky,
alSie loT.

e Spolutlcast pouzivatela na tvorbe aplikacii a najma informacného obsahu.



Web - trendy
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Semantics of Social Connections

-__- Source: Radar Betworks & Mova Spheack, 2007 = www. radametworks.com

https://lifeboat.com/ex/web.3.0



Web 3.0 SKOS

SKOS (Simple Knowledge Organization Systems) - Standard sa
zaobera vytvaranim Specifikacii a Standardov pre systémy
organizacie vedomosti ako su tezaure, klasifikacné schémy,
nazvoslovia a taxondmie, stromy vedomosti.

S
WAC g s

W3C Home | SWDWG Home

SKOS Home SKOS Simple Knowledge Organization System - Home Page
SKOS is an area of work developing specifications and standards to support the use of knowledge
Introduction to SKOS organization systems (KOS) such as thesauri, classification schemes, subject heading lists and

. taxonomies within the framework of the Semantic Web ... [read more]
Frequently Asked Questions

Use Cases & Requirements &_r_\_ng_l._l_r_'gl_:_gm_e_r_‘l_t_s_. _______________________________________________________________________________________________________

specifications & Documentation Alignment between SKOS and new ISO 25964 thesaurus standard (2012-12-13)

150 25964-1, published in 2011, replaced the previous thesaurus standards 150 2788 and 150 5964 (bot
responsible for 150 25964 have gone on to consider the implications for SKOS users. They have develg
Find & Share Data 29964 data model and the ones from SK05, SKO5-XL, and MADS/RDF. This new "Correspondence betws
be accessed at http: //www.niso.org/schemas/is025964/ and replaces the previous table presented in

RDF Vocabulares

Software Tools & Applications


https://www.w3.org/2004/02/skos/

Preco Elon Musk
preferuje stromy vedomosti?

Dobre navrhnuté stromy vedomosti zlepsSuju mentalnu kapacitu (az do 1 : 10). Preco a ako?
Listy stromov su pojmy s ndazvom, popisom a sémantickym okolim.

Strom ma dve hlavné Casti:
e Jadro (learnable - ucitelné): nie viac ako 10 % listov stromu
e QOstatné (searchable - vyhl'adatel'né): 90 a viac % listov stromu

Jadro je potrebné naucit sa a rozumiet mu.
Ostatné vyhladatelné do 3 sekund.

Preco 3 sekundy? Kvoli sp6sobu fungovania ludského mozgu a pamate.

http://lifehacker.com/elon-musk-on-learning-new-things-view-knowledge-as-a-t-1677850415



GDPR — priklady pre, Learnable”

Sémantika GDPR (o ¢om GDPR skutocne je, ¢o je tam pre mna
dolezité?).

Platnost a ucinnost GDPR.
Vybrané definicie (osobné udaje, prevadzkovatel, sprostredkovatel).

Kto som v zmysle GDPR? (napr. som prevadzkovatel, ktory spracovava
zdravotné zaznamy vo velkom rozsahu, sprostredkovatel — ¢o niekedy
zistim az po uvodnej analyze).

Co z mojej role vyplyva, aké mam povinnosti? (napr. povinnost konat,
zodpovednost za sposobent skodu, realizovat DPIA analyzu. Mam ako
tvorca IS nejaké povinnosti vyplyvajuce z GDPR?).

Aké su nové prava fyzickych os6b, ktoré maju na mna dopad? (napr.
pravo na zabudnutie, nahradu Skody, ucinny sudny prostriedok napravy
voCi prevadzkovatelovi alebo sprostredkovatelovi, ...).

Ako a v akom rozsahu som postihnutelny pri poruseni GDPR?

,Learnable” je cca. 10 ¢lankov celého GDPR.



GDPR —sémantika, priklady

GDPR je legislativny akt EU vo forme nariadenia.

Preto md priamy pravny uc¢inok. Co to znamena?

Plati od 25.5. 2016. Co to znamenad pre organ $tatnej spravy? Zaklada mu platnost
GDPR mandat konat? Ak doteraz nekonal, je to chyba?

Je G&inné od 25.5.2018. Co to znamena? Ci budeme mat zakon, alebo nie, povinnosti
si musime do daného terminu splnit.

Nas zakon nemo6ze obmedzit nariadenie, moze ho ale posilnit (vid nemecky zakon).

Zmenené definicie, napr. €o je osobny udaj, identifikovatelna osoba.

Je dynamicky pridelovana IP adresa osobny udaj?

Nové prava fyzickych oséb automaticky zakladaju povinnosti
prevadzkovatelom a sprostredkovatelom.

Pre kazdu povinnost je dolezité posudit — tyka sa ma, alebo nie?

Casto sa spomina ,primeranost opatreni“. Co to je primeranost?

Aké su nové formy sankénych postihov ? (st tu vyznamné inovacie © )

Zodpovedné osoby musia porozumiet sémantike GDPR.



GDPR — priklady pre, Searchable®

Dalgie definicie ( napr. pseudonymizacia, podnik, dozorny organ).
Bezpecnost spracuvania.

Co je v jednotlivych metodikach pracovnej skupiny WP29 (napr.
metodika pre DPIA).

Kodexy spravania a certifikacia.
Medzinarodna spolupraca.

Sankcie za nesulad s DPIA (,,each result in an administrative fine of up to
10M€“ ...).

Ulohy zodpovednej osoby.

Prenos osobnych udajov do tretich krajin.

Ak nieco hladam, musim vediet, o chcem najst.



Linky na stromy vedomosti
suvisiace s kybernetickou bezpecénostou

- GDPR a suvisiace vedomosti (SK)
https://www.lewik.org/dataset/136/

- Smernica EU o bezpeénosti NIS (SK)
https://www.lewik.org/dataset/45/

- Smernica PSD2 (EN)

https://www.lewik.org/dataset/114/

- SMERNICA EU 2016/680 (o ochrane fyzickych os6b pri spracivani osobnych Gdajov)

https://www.lewik.org/dataset/98/

Kazdy z tychto legislativnych aktov ma svoj pohlad na kyberneticku bezpecénost.


https://www.lewik.org/dataset/136/
https://www.lewik.org/dataset/45/
https://www.lewik.org/dataset/114/
https://www.lewik.org/dataset/98/

Nariadenie Eurépskeho parlamentu a Rady (EU) 2016/679 z 27. aprila 2016 o
ochrane fyzickych oséb pri spracuvani osobnych tdajov a o volnom pohybe
takychto udajov, ktorym sa zrusuje smernica 95/46/ES (vieobecné nariadenie
o ochrane udajov - GDPR)

Rychle hladanie..

#Q (& O struktirovanej verzii nariadenia

* 0 & Preambula

* 0 (& KAPITOLA | - Vieobecné ustanovenia (GDPR) @

* O (& KAPITOLA |l - Zasady (GDPR) ©

* 0 (& KAPITOLA Il - Prava dotknutej osoby (GDPR) ©
* O (& Oddiel 1 - Transparentnost’ a postupy (GDPR) ©
¢ O (& Oddiel 2 - Informéacie a pristup k osobnym Gdajom (GDPR) ©
* O (& Oddiel 3 - Oprava a vymazanie (GDPR) ©
+ 0 & Oddiel 4 - Pravo namietat’ a automatizované individualne rozhodovanie (GDPR) ©
*© (& 0oddiel 5 - Obmedzenia (GDPR) ©

=) & KAPITOLA IV - Prevadzkovatel a sprostredkovatel (GDPR) ©

Q) (& KAPITOLA V - Prenosy osobnych Gdajov do tretich krajin alebo medzinarodnym organizaciam
(GDPR) @

o0 & KAPITOLA VI - Nezavislé dozorné organy (GDPR) ©

* O & KAPITOLA VIl - Spolupraca a konzistentnost (GDPR) ©

o (& KAPITOLA VIII - Prostriedky napravy, zodpovednost’ a sankcie (GDPR) @
Q) (& KAPITOLA IX - Ustanovenia o osobitnych situdcidch spracivania (GDPR) ©
* 0 & KAPITOLA X - Delegované akty a vykonavacie akty (GDPR) ©

® 0 & KAPITOLA Xl - Zavere¢né ustanovenia (GDPR) ©



Nariadenie Eurépskeho parlamentu a Rady (EU) 2016/679 z 27. aprila 2016 o
ochrane fyzickych osob pri spractvani osobnych udajov a o volnom pohybe
takychto udajov, ktorym sa zrusuje smernica 95/46/ES (vieobecné nariadenie

o ochrane udajov - GDPR)

pré»{ X

* 0 & KAPITOLA | - VEeobecné ustanovenia (GDPR) ©
¢ O & Vymedzenie pojmov (Clanok 4, GDPR) ©
* O (& Zavazné vnitropodnikové pravidla (definicia, Clanok 4, GDPR)
o0 & KAPITOLA || - Z4sady (GDPR) ©
* O & rodmienky vyjadrenia sthlasu (Clinok 7, GOPR) ©
» O (& Pravo na odvolanie suhlasu (ddlefité, Clanck 7, GDPR)
O (& KAPITOLA Il - Prava dotknutej osoby (GDPR) ©
* O & Oddiel 1 - Transparentnost a postupy (GDPR) ©

* O (& Transparentnost’ informacii, ozndmenia a postupy wkonu prav dotknutej osoby
(Clanok 12, GDPR)

» O (& Oddiel 2 - Informacie a pristup k osobrym Gdajom (GDPR) ©
» © (& Pravo dotknutej osoby na pristup k ddajom (Clanok 15, GDPR)
¢ O (& Oddiel 3 - Oprava a vymazanie (GDPR) ©
¢ © & Pravo na opravu (Clanck 16, GDPR)
* QO & Pravo na vymazanie (pravo ,na zabudnutie”) (Clanck 17, GDPR)
» O (& Pravo na obmedzenie spracivania (Clanck 18, GDPR)
» O (& Pravo na prenosnost Gdajov (Cldnok 20, GDPR)
* Q) & Oddiel 4 - Pravo namietat a automatizované individuilne rozhodovanie (GDPR) ©

o O (& Pravo namietat (Clanck 21, GDPR)




Go gle gdpr clanok 4 m ) Q

Vsetko Obrazky Spravy Videa Mapy Viac Mastavenia MNastroje

Priblizny pocet vysledkov: 108 000 (0,50 sekdnd)

VSetko o GDPR na jednom mieste - Projektovy plan od A po Z
www_soitron. skigdpr

Pomdzeme vam zorientovat sa v oblasti GDPR a navrhneme opatrenia usité na mieru.
Clen SOITRON Group - IT poradensivo na mieru - Indpirujeme k ndroénosti - Inovécie v IT
¥ Plynarenska 5 - 02/582 241 11

O nas Kontakt

IT poradenstvo Zasady v IT svete

Dozorny organ (definicia, Clanok 4, GDPR) | Lewik

https:/hwww. lewik.orgiterm/15966/dozomy-organ-definicia-clanok-4-gdpr/

MNa ucely tohto nariadenia: dozomy organ®. je nezavisly organ verejnej moci zriadeny ¢lenskym Statom
podla Elanku 51; ...

Sprostredkovatel (definicia, Clanok 4, GDPR) | Lewik

https:/iwww lewik org/term/15953/sprostredkovatel-definicia-clanok-4-gdpr’ =

Ma déely tohto naradenia: _sprostredkovatel™. je fyzicka alebo pravnicka osoba, organ verejnej moci,
agentura alebo iny subjekt, ktory spractiva osobné udaje v ..

Spracuvanie (definicia, Clanok 4, GDPR) | Lewik

https:/hww lewik. org/iterm/15947/spracuvanie-definicia-clanok-4-gdpr/ +

MNa ucely tohto nariadenia: _spracuvanie”. je operacia alebo sibor operacii s osobnymi adajmi alebo
stibormi osobnych ddajov, napriklad ziskavanie, ...

Pseudonymizacia (definicia, Clanok 4, GDPR) | Lewik

https:/iwww lewik orgiterm/15950/pseudonymizacia-definicia-clanok-4-gdpr/ =

Ma dcely tohto nariadenia: _pseudonymizacia®. je spracuvanie osobnych ddajov takym spdsobom, aby
osobné ddaje uZ nebolo mozné priradif konkrétnej ...

Dotknuta osoba (definicia, Clanok 4, GDPR) | Lewik

https:/fwww. lewik org/term/15945/dotknuta-osoba-definicia-clanok-4-gdpr! «
Identifikovana alebo identifikovatelna fyzicka osoba (dalej len ,dotknuta osoba®);. Sivisiace pojmy:
Nadradeny pojem: Osobné tdaje (definicia, Clanok 4, GDPR).

Prijemca (definicia, Clanok 4, GDPR) | Lewik
https:/hwww lewik. orgiterm/15954/prijemca-definicia-clanok-4-gdpr/ =



DIRECTIVE (EU) 2015/2366 on payment services in the internal market (PSD2)

Quick search...

*Q & About (PsD2) O
¢ O & Preamble (PSD2)
* ) (% TITLE | - SUBJECT MATTER, SCOPE AND DEFINITIONS (PSD2) ©
*© (& Subject matter (Article 1, PSD2)
*Q (& Scope (Article 2, PSD2)
* O & Exclusions (Article 3, PSD2)
o O & Definitions (Article 4, PSD2) ©
* ) % TITLE I - PAYMENT SERVICE PROVIDERS (PSD2) ©
Q) (& CHAPTER 1 - Payment institutions / Section 1 General rules (PSD2) O
Q) (& CHAPTER 1 - Payment institutions / Section 2 Other requirements (PSD2) L+ ]

*) (% CHAPTER 1 - Payment institutions / Section 3 Competent autharities and supervision (PSD2)
L4 ]

o0 (& CHAPTER 1 - Payment institutions / Section 4 Exemption (PSDZ) O
¢ & CHAPTER 2 - Common provisions (PSD2) @

« Q) (& TITLE Il - TRANSPARENCY OF CONDITIONS AND INFORMATION REQUIREMENTS FOR PAYMENT
SERVICES (PSD2) ©

Q) & TITLE IV - RIGHTS AND OBLIGATIONS IN RELATION TO THE PROVISION AND USE OF PAYMENT
SERVICES (PSD2) ©

¢Q & TITLE V - DELEGATED ACTS AND REGULATORY TECHNICAL STANDARDS (PSD2) @
*Q (& TITLE VI - FINAL PROVISIONS (PSD2) ©



Smernica Eurépskeho parlamentu a Rady (EU) 2016/1148 zo 6. jila 2016 o
opatreniach na zabezpecenie vysokej spoloénej tirovne bezpecnosti sieti a
informacénych systémov v Unii

Rychle hladanie...

* O & Uvodné informédie k 3truktirovanej verzii smernice
¢ O (& PREAMBULA (Smernica EU pre bezpeénost sieti a 15)
+ O (& KAPITOLA | - VSEOBECNE USTANOVENIA (Smernica EU pre bezpecnost sieti a 15) ©
*© & Predmet Gpravy a rozsah pdsobnosti (Smernica EU pre bezpeénaost’ sieti a 15)
+ 0 (& Spraciivanie osobnych Gdajov (Smemica EU pre bezpeénaost sieti a IS)
*0 (% Minimalna harmonizacia (Smemica EU pre bezpecnost' sieti a IS)
*© & vymedzenie pojmov (Smernica EU pre bezpecnost sieti a 15) ©
*© (& Identifikicia prevadzkovatelov zakladnych sluZieb (Smernica EL) pre bezpecnost sieti 2 15) ©
* O (& Zavazny ruiivy vplyv (Smernica EU pre bezpecnost sieti a 15)

+ 0 & KAPITOLA Il - VNUTROSTATNE RAMCE V OBLASTI BEZPECNOSTI SIETI A INFORMACNYCH
SYSTEMOV (Smernica EU pre bezpecnost sieti a 15) ©

* Q) (& KAPITOLA Il - SPOLUPRACA {Smernica EU pre bezpe&nost sieti a I15) €

o0 (& KAPITOLA IV - BEZPECNOST SIETI A INFORMACNYCH SYSTEMOV PREVADZKOVATELOV
ZAKLADNYCH SLUZIER (Smernica EU pre bezpednost sieti a 15) ©

* 0 (& KAPITOLA W - BEZPECNOST SIETI A INFORMACNYCH SYSTEMOW POSKYTOVATELOV DIGITALNYCH
SLUZIEE (Smernica EU pre bezpeénost sieti a 15) ©

+ O & KAPITOLA VI - NORMALIZACIA A DOBROVOLNE OZNAMOVANIE (Smernica EU pre bezpeénost' sieti
als) O

+ O & KAPITOLA VIl - ZAVERECNE USTAMOVENIA (Smernica EU pre bezpecnost sieti a 15) @
+Q & PRILOHY ©



Kyberneticka bezpecnost - odborné podklady

Rychle hladanie...

© & O strome vedomosti
© & Uvod do kybernetickej bezpe¢nosti ©
*Q (& Prehlad aktiv ohrozenych narueniami a Gtokmi na kyberneticky priestor @
» O & vrstvy hrozieb a zranitelnosti kybemnetického priestoru @
»© [ Hrozby a zranitelnosti kybernetického priestoru ©
*Q [ Geografickd vrstva @
¢ O & Infrastruktirna vrstva ©
*Q & Prevadzkové prostredie ©
*©Q & Fyzicka vrstva (HW) ©
¢ O & Logicks vrstva (SW) ©
o & Malware
o Q & Naruditelia kybernetického priestoru @
* O & Kyberneticka kriminalita ©
* 0 & Prehlad trestnych éinov v kybernetickom priestore ©
» 0 & softwarové problémy ©
#Q (& Hrozby pre tdaje / informécie / sibory ©
*Q & Zranitelnosti ©
#Q (& Rozsah kybernetickyjch utokov
¢ (& Prezentaéna / biznis vrstva ©
+ 0 (& Sprava kybernetického priestoru ©
+Q & Pouzivatelia @
* 0 (& Osoby dotknuté aktivitami v kybernetickom priestore €

¢ 0 @ Informaény obsah a aktivity v kybernetickom priestore sivisiace s trestnou éinnostou ©



Cisco 2017 Annual Cybersecurity Report

Quick search...

*Q & About ©
o & Executive Summary ©
*0 & Major Findings ©
* O & Leading exploit kits abruptly disappearing (Major Findings)
¢ © (& Number of the security vendors used in companies (Major Findings)
* O & Top constraints to adoption of advanced security products and solutions {Major Findings)
# O (& security alerts investigation (Major Findings)
*© & Risk of connected third-party cloud applications (Major Findings)
«© & Number of companies affected by adware infections (Major Findings)
#© (& Brokers usage (Major Findings)
* O & Volume of spam emails (Major Findings)
* O & Trust in safety of own networks (Major Findings)
¢ & Lost business opportunities caused by attacks (Major Findings)
*© & Impact of breaches (Major Findings)
& O (& Impact of the network outages (Major Findings)
» © & vulnerabilities in middleware (Major Findings)
* 0 (& Cadence of software updates (Major Findings)
¢ O & Reliance on third-party security vendors (Major Findings)
O & Introduction ©
#Q) (& The Expansion of the Attack Surface @
»Q (& Attacker Behavior @
*Q) & Defender Behaviour ©



Zoom urovne vedomosti o GDPR
uroven |.

- Ustava Slovenskej republiky.

- Zakon o ochrane osobnych udajov.
- Existujuci zakon.
- Novy zakon po MPK.
- Pripravované vykonavacie predpisy.

- GDPR
- Guidelines on the right to “data portability”.
- Guidelines on Data Protection Officers (DPOs).
- Guidelines on The Lead Supervisory Authority.

- Guidelines on Data Protection Impact Assessment (DPIA) and
determining whether processing is “likely to result in a high risk” for the
purposes of Regulation 2016/679.

http://ec.europa.eu/newsroom/just/item-detail.cfm?item id=50083



http://ec.europa.eu/newsroom/just/item-detail.cfm?item_id=50083

Zoom urovne vedomosti o GDPR
uroven Il.

Guidelines on Data Protection Impact Assessment (DPIA)
- 1. INTRODUCTION
- 1. SCOPE OF THE GUIDELINES

- 1ll. DPIA: THE REGULATION EXPLAINED
- A. WHAT DOES A DPIA ADDRESS?
- B. WHICH PROCESSING OPERATIONS ARE SUBJECT TO A DPIA
- a) When is a DPIA mandatory?
- b) When isn’t a DPIA required?
- ¢) What about already existing processing operations?

http://ec.europa.eu/newsroom/document.cfm?doc id=44137



http://ec.europa.eu/newsroom/document.cfm?doc_id=44137

Zoom urovne vedomosti o GDPR
uroven lll.

When is a DPIA mandatory?

The GDPR does not require a DPIA to be carried out for every
processing operation which may result in risks for the rights and
freedoms of natural persons.

The carrying out of a DPIA is only mandatory where a processing is
“likely to result in a high risk to the rights and freedoms of natural
persons” (Article 35(1), illustrated by Article 35(3) and
complemented by Article 35(4)).

It is particularly relevant when a new data processing technology is
being introduced.

Strana 7



Zoom urovne vedomosti pre GDPR
uroven IV.

Likely to result in a high risk to the rights and
freedoms of natural persons

(a) a systematic and extensive evaluation of personal aspects relating to natural
persons

which is based on automated processing, including profiling, and on which
decisions are

based that produce legal effects concerning the natural person or similarly
significantly affect

the natural person

(b) processing on a large scale of special categories of data referred to in Article
9(1{,) or of

personal data relating to criminal convictions and offences referred to in Article 10.

(c) a systematic monitoring of a publicly accessible area on a large scale”.
Vyklad pojmu



Zoom urovne vedomosti pre GDPR
uroven V.

Processing on a large scale of special categories of
data

In any event, the WP29 recommends that the following factors,
in particular, be considered when determining whether the
processing is carried out on a large scale:

a. the number of data subjects concerned, either as a specific
number or as a proportion of the relevant population;

b. the volume of data and/or the range of different data items
being processed;

c. the duration, or permanence, of the data processing activity;
d. the geographical extent of the processing activity.

Podpora vykladu pojmu prikladmi
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Dakujem za pozornost
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