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Cloud Select Industry Group on SLA

SO zainteresovanymi stranami  vypracuje vzorové
podmienky pre dohody o urovni poskytovanych sluzieb
cloud computingu, a to v pripade zmluav medzi
poskytovatelmi cloudu a profesionalnymi pouzivatelmi
cloudu s prihliadnutim na vyvoj acquis EU v tejto oblasti




Cloud SLA - Standardisation Guidelines

e Accenture, Adobe, Alcatel, Amazon, CISCO, Dell, ENISA,
Google, IBM, Microsoft, Oracle, PWC, Salesforce,
Symantec, Telefonica
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Oblasti standardizacie

Vykonnost / Performance
Bezpecnost / Security
Sprava dat / Data management

Ochrana osobnych tdajov / Personal data protection




Vykonnost

* Dostupnost sluzby / Availability

» Cas odozvy / Response time

» Kapacita / Capacity

* Indikatory schopnosti / Capability indicators
* Podpora / Support

* Proces ukoncenia / Termination process




Dostupnost

* Dostupnost / Level of uptime

* % uspesnych poziadaviek / Percentage of
successful requests

* % vcasnych poskytnuti sluzby / Percentage of
timely service provisioning requests




Cas odozvy

* Priemerny cas odozvy / Average response time
* Maximalny ¢as odozvy / Maximum response time
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Kapacita

* Pocet subeznych pripojeni / Number of
simultaneous connections

* Pocet suibezne pripojenych uzivatelov / Number
of simultaneous cloud service users

» Kapacita urcitého zdroja / Maximum resource
capacity

* Pocet spracovatelnych poziadaviek za
vymedzeny c¢as / Service throughput




Indikatory schopnosti

» Externa pripojitelnost / External connectivity




Podpora

» Casové vymedzenie poskytovania podpory /
Support hours

» Cas odozvy podpory / Support responsiveness
» Cas na vyrie$enie problému / Resolution time




Vynatie dat a proces ukoncenia

* Lehota na vynatie dat / Data retrieval period
* Dizka uchovavania dat / Data retention period

* Data uchované po ukonceni zmluvy / Residual
data retention




Bezpecnost

e Spolahlivost sluzby / Service reliability
o Autentifikacia a autorizacia / Authentication & Authorization
o Sifrovanie / Cryptography

e Riadenie bezpecnostnych incidentov / Security incident
management and reporting

e Monitoring / Logging & Monitoring

e Audit a overenie bezpecnosti / Auditing & Security
verification

e Zmeny sluzby / Service changes




Spolahlivost sluzby

e Uroven redundancie / Level of redundancy

e Spolahlivost sluzby / Service reliability




Autentifikacia a autorizacia

e Autentifikacia uzivatela a miera zistenia identity /
User authentication and identity assurance level

o Autentifikacia / Authentication
e Priemerny Cas potrebny na ziskanie pristupu /
Mean time required to revoke user access

e Ochrana pristupu uzivatela / User access storage
protection

e Podpora autentifikacie tretich osob / Third party
authentication support




Sifrovanie

e Odolnost Sifrovania / Cryptographic brute force
resistance

e Politika ochrany Sifrovacieho kltuca / Key access
control policy




Riadenie incidentov a reporting

e % vCasnych sprav o incidentoch / % of timely
incident reports

e % vcasnych odpovedi na incidenty / % of timely
incident responses

e % vcasnych rieSeni incidentov / % of timely
incident resolutions




Zaznamy (logging) a monitoring

e Parametre zaznamov (logov) / Logging parameters

e Dostupnost zaznamov (logov) / Log access
availability

e Doba uschovy zaznamov (logov) / Logs retention
period




Audit a overenie bezpecnosti

e Aplikovatelna certifikacia / Certifications
applicable




Riadenie zranitel'nosti

e % vCasnej napravy zistenej zranitel'nosti / % of
timely vulnerability corrections

e % vCasnej spravy o zistenej zranitelnosti / % of
timely vulnerability reports

e spravy o naprave zistenej zranitel'nosti / reports of
vulnerability corrections




Zmeny sluzby

e Oznamenie o zmene sluzby / Cloud service change
reporting notifications

e % vCasnych oznameni o zmene sluzby / % of timely
cloud service change notifications




Sprava dat

» Klasifikacia dat / Data classification

* Mirroring, zalohovanie a obnova uzivatelskych
dat / Customer data mirroring, backup & restore

* Nakladanie s datami / Data lifecycle

* Prenositelnost dat / Data portability




Klasifikacia dat

* Pouzitie uzivatel'skych dat poskytovatelom /
Customer data use

* Pouzitie odvodenych dat / Cloud service derived
data use
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Mirroring, zalohovanie a obnova dat

* Oneskorenie mirroring-u / Data mirroring
Latency

* Sposob zdlohovania dat / Data backup method
* Frekvencia zalohovania / Data backup frequency
* Doba uschovy zalohy / Backup retention time

* Maximalny ¢as obnovy dat / Maximum data
restoration time

* % uspesnych obnov dat / % of successful data
restorations




Nakladanie s datami

* Typ vymazu dat / Data deletion type

* % vcasnych vymazov / % of timely effective
deletions

* % testovanej obnovy vymazanych dat / % of
tested storage retrievability




Prenositelnost dat

* Format dat na prenos / Data portability format

* Interface na prenos dat / Data portability
interface

* Rychlost prenosu dat / Data transfer rate




Ochrana osobnych udajov

e Standardy, certifikacie, kddexy / Codes of conduct, standards
and certification mechanisms

e VVymedzenie ucelu / Purpose specification
e Minimalizacia udajov / Data minimization

e Pouzitie, uchovavanie a oznamenia / Use, retention and
notice

e Otvorenost, transparentnost, oznamenia / Openness,
transparency and notice

e Zodpovednost / Accountability

e Umiestnenie uzivatel'skych dat / Geographical location of
customer data

e Prava dotknutych osob / Rights of data subjects
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Standardy, certifikacie, kddexy

e Aplikovatelné standardy, certifikacie, kodexy /
Applicable data protection codes of conduct,
standards, certifications




Vymedzenie ucelu

e Ucely spracovania / Processing purposes




Minimalizacia dat

e Doba uchovavania docasnych dat / Temporary
data retention period

e Doba uchovavania uzivatelskych dat / Customer
data retention period




Pouzitie, uchovavanie a oznamenia

e Pocet spristupneni osobnych tdajov organom /
Number of customer data law enforcement
disclosures

e Pocet oznameni o spristupneni osobnych tdajov /
Number of personal data disclosure notifications




Pouzitie, uchovavanie a oznamenia

e Zoznam dodavatelov / List of tier 1 subcontractors

e Zvlastne kategorie osobnych udajov / Special
categories of data




Zodpovednost

e Postup pri poruseni ochrany osobnych tdajov /
Personal data breach policy

e Dokumentacia / Documentation




Umiestnenie uzivatel'skych dat

e Zoznam moznych umiestneni dat / Data
geolocation list

e Umiestnenie dané na vyber / Data geolocation
selection




Prava dotknutych osob

e Cas odozvy pri poziadavke dotknutej osoby / Data
subject request response time




Dakujem za pozornost
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