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Prezentujúci
Poznámky prezentácie
Author notes: <please delete these instructions before presenting>�
This is the IBM Security Default Template for both internal and external use.  It’s aspect ratio is 16:10 and measures 10 x 6.25”.  This template was created in Microsoft PowerPoint 365 Pro Plus 2016.

Template files (saved with the file extension .potx) contain slide designs and customized layouts �and are stored in your Microsoft templates folder*
To save your new template as your default template for future use:
Click “File / Save as” and choose “PowerPoint template (.potx) from the pull down menu”
Rename file to, “Blank.potx” and click “Save” (file will then be stored to the default template location)�
Themes provide a complete slide design that can be applied to your existing presentation, including background designs, font styles, colors, and layouts
To save your new template’s theme file; click “View / Slide Master / Themes”
On the Themes pull down menu, select, “Save Current Theme”
This new Theme file is how you apply the new template design to your existing presentations
For more information, visit: Office.com / PowerPoint / Support

Copy your existing source slides in slide sorter view
Paste special by right-clicking in slide sorter view of destination file or template
Select “Keep source formatting”
This helps to ensure your slides retain their existing styles
Each slide needs to be adjusted by doing the following in “Normal view”
Select body content except title and footer by (Control “A”; then select title and footers while holding shift key)
Cut remaining selected body content (Control “X”)
Reset slide layout using new template layouts
Paste slide content back onto slide (Control “V”)
�Learn more about using templates, visit: Office.com / PowerPoint / Support


Co je to informaéna bezpeénost?
A je vobec potrebna...?



Hoke] Futbal

Ekondmia

Politika o
Bezpecnost

Ochrana udajov

 Co maju tieto ¢innosti na Slovensku spoloéné?

e Kazdy im rozumie... (Alebo si to prinajmensom o sebe mysli...)




Typické subjektivne dovody pre vykondvanie procesu ,informaéna bezpecnost”

OCHRANA MINIMALIZACIA
KRITICKEJ PREVENCIA VYPADKOV

INFRASTRUKTURY INCIDENTOV PRODUKCIE

11% 69%

OCHRANA ZNACKY SULAD S
OCHRANA REPUTACIE REGULACIOU

32¢30
206Cc974746C68
Al6C20Data BreachE2\
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—
Incident vs. porusenie ochrany osobnych Gdajov

- GDPR Cl. 4 (12):
— porusenie ochrany osobnych Gdajov" je Pri¢iny porusenia ochrany udajov v roku 2017:
porusenie bezpecnosti, ktoré vedie k I
nahodnému alebo nezakonnému zniceniu,
strate, zmene, neopravnenému Chyba
poskytnutiu osobnych udajov, ktoré sa / obsluhy
prenasaju, uchovavaju alebo inak 28%
spracuvaju, alebo neopravneny pristup k
nim;
« WP29 Guidelines on Personal data
breach notification:

— ,What should be clear is that a breach is a
type of security incident"

Systémova
zavada
25%

— “Whilst all personal data breaches are
security incidents, not all security
incidents are necessarily personal data

breaches” Zdroj: Ponemon’s 2017 2017 Cost of Data Breach Study
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Ochrana informacnych aktiv v legislative

Zakon €. 351/2011 Z.z. o elektronickych komunikaciach

e Zakon €. 215/2004 Z. z. o ochrane utajovanych skutocnosti

e Zakon ¢. 185/2015 Z. z. autorsky zakon

e Zakon €. 45/2011 Z. z. o kritickej infrastrukture

« Zakon €. 300/2005 Z. z. trestny zakon

e Zakon €. 40/1964 Z. z. ob¢iansky zakonnik

e Zakon €. 275/2006 Z. z. o informacnych systémoch verejnej spravy
e Zakon ¢.319/2002 Z. z. o obrane SR

e Zakon €. 492/2009 Z. z. o platobnych sluzbach (& PSD2)

e Zakon €. 272/2016 Z. z. o doveryhodnych sluzbach pre elektronické transakcie (& elDAS)

Poziadavky na riadenie rizik:
o Zakon €. 483/2001 Z. z. o bankach

e Zakon €. 69/2018 Z. z. o kybernetickej bezpecnosti (& NIS) «" Nezévisle od odvetvia
e Zakon ¢. 18/2018 Z.z. o ochrane osobnych udajov ( & GDPR)

IBM Secuigy



—
Profily utoCnikov v kybernetickom priestore

Kriminalny potencial

(miera zlomyselnosti)
A
Black hats, Professional
hacking cyber-
espionage
Script Kiddies
pouzivatelia
>

Technicka zruénost

b
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Mame nastroje, niet remeselnikov...



Rozpor medzi agilitou bezpecnosti a rozsahom hrozieb

Bezpec€nostné hrozby exponencialne narastaju

Nova realita bezpecnosti:

’ Vyvéazeny pomer medzi rizikami Intenzita a sofistikovanost’ utokov /I
a protiopatreniami l /

O Efektivita nakladov /
prostrednictvom riadenia rizik /

~ /

’ Automatizacia bezpe&nostnych /l/
procesov -

Zru&nosti podporené kognitivnou _ ="
O vypoctovou analytikou I

Bezpecnostné procedury a agilita

1995 2018
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Trend kvalifikacii a pracovnej sily v oblasti informacnej bezpeclnosti

Nedostatok bezpeénostnych kvalifikacii v %:

« 1,8 Mil. je celosvetovo predpokladany %0
nedostatok profesionalov s bezpecnostnou ©
kvalifikaciou do roku 2022

40

- 350 tis. je v EU predpokladany nedostatok
profesionalov s bezpeénostnou kvalifikaciou do

30

roku 2022 20

« 90 tis. Je v EU predpokladany roli DPO do v

roku 2020 0
2014 2015 2016 2017 2018

* 62% organizacii neposkytuje primeranu uroven
odbornej pripravy pre profesionalov v oblasti

kybernetickej bezpe&nosti %
yoernetickej bezpecnostl é C)

* 41% topmanazérov je presvedcenych, Ze

Prioritné oblasti s nedostatkom kvalifikacii:

informacna bezpecénost ma vysoku prioritu 31% 31% 29%
BezpecCnostné Aplikacna BezpecCnost
analyzy bezpelnost cloudovych

Zdroj: ESG/ISSA The Life and Times of Cybersecurity Professionals 2017 - . -
a vysetrovanie sluzieb

IBM Security
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Charakteristika vzdelavacich potrieb v informacnej bezpecnosti

/ép@ v informacne] bezpeénosti

Vzdelavanie a prax

T 4 o 4 d

Qﬁf&ﬁtméim informatici

Z — zaciatocnici

M — mierne pokrocili

i
c
©
>

©
[9]

©
N
>

P — pokrodili

Riadenie | Obstaraniz | Wivoj Prevadzka | Menitoring | Powtiane Iné

S e A

Vsetci pouZivatelia | KT

Zaklady bezpecfnosti a digitalna gramotnost’

e i f )

W Zetci zamestnanci

Povedomie

Bezpetnostné povedomie

Zdroj: NIST Special Publication 800-16: Information Technology Security Training Requirements
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Prezentujúci
Poznámky prezentácie
The model presented is based on the premise that learning is a continuum. Specifically, learning in this context starts with awareness, builds to training, and evolves into education. This model provides the context for understanding and using this document.

The model is role-based. It defines the IT security learning needed as a person assumes different roles within an organization and different responsibilities in relation to IT systems. This document uses the model to identify the knowledges, skills, and abilities an individual needs to perform the IT security responsibilities specific to each of his or her roles in the organization. 

The type of learning that individuals need becomes more comprehensive and detailed at the top of the continuum. Thus, beginning at the bottom, all employees need awareness. Training (represented by the two bracketed layers “Security Basics and Literacy” and “Roles and Responsibilities Relative to IT Systems”) is required for individuals whose role in the organization indicates a need for special knowledge of IT security threats, vulnerabilities, and safeguards. The “Education and Experience” layer applies primarily to individuals who have made IT security their profession.

The model illustrates the following concepts:

“Security Awareness” is explicitly required for ALL employees, whereas “Security Basics and Literacy” is required for those employees, including contractor employees, who are involved in any way with IT systems. In today’s environment this typically means all individuals within the organization.
The “Security Basics and Literacy” category is a transitional stage between “Awareness” and “Training.” It provides the foundation for subsequent training by providing a universal baseline of key security terms and concepts.
After “Security Basics and Literacy,” training becomes focused on providing the knowledges, skills, and abilities specific to an individual’s “Roles and Responsibilities Relative to IT Systems.” At this level, training recognizes the differences between beginning, intermediate, and advanced skill requirements.
The "Education and Experience” level focuses on developing the ability and vision to perform complex multi-disciplinary activities and the skills needed to further the IT security profession and to keep pace with threat and technology changes.

Learning is a continuum in terms of levels of knowledge, but the acquisition or delivery of that knowledge need not proceed sequentially. Given resource constraints, organizations have a responsibility to evaluate against the continuum both the scope of their IT security training needs and the effectiveness of the training provided, to be able to allocate future training resources to derive the greatest value or return on investment. 



—
Poziadavky na kvalifikaciu pre jednotlivé kategorie

Odborni

Uroven znalosti Laici zamestnanci Ma_mazen IT manazéri Informatici Informvacna’
mimo IT mimo IT bezpecnost

Znalost vybranych zakladnych pojmov
aich vyznamu

Pouzitie mechanizmov a procesov
v bezpec€nostnych rieSeniach

Legislativa, sulad a etika ochrany udajov

Implementacia a uplathovanie
bezpecnostnych mechanizmov a rieSeni

Navrh bezpeénostnych mechanizmov
a rieSeni

Navrh stratégii, analyza a hodnotenie
bezpecnostnych mechanizmov a rieSeni
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|
Dosiahnutie a udrzanie suladu s GDPR

. . -~ Standardné RieSenie
Analyza Plan Implementacia Prechod procesy TE

L 1| [Zmena stavajticich | R
| Hodnotenie sdladu | | P'an pripravenosti 11 1™ opickoch | Klasifikacia Gdajov | |H  Riadenie rizik | |- Staznosti
na GDPR p zakaznikov
- J - J opatrenl - J | J - J
4 o . 1 4 i 1 ( Zmena 1 4 1 ( 1 4 1
Identifikacia Néavrhy na SW « . Zmena postupov o AP
= . T H : —  bezpecCnostnej — Monitoring — Organizacia CSIRT
Lmformacnych aktle | redesign ] architektary | a procesov 1IN IR ]
( A ( A ( A ( A ( A ( A
|| Identifikacia | | Navrhnazmeny [| | Nové technické || | e | . VySetrovanie
procesov procesov opatrenia Preklopenie Udajov Audit a kontrola incidentov
e B = e - ] i = e ] ] . = Tréningy e . B = e =
Analyza Navrhy na interné Nové organizacné X 4 Konzulta¢né sluzby o .
— : > — < — ; — a Skolenia — — Identifikacia obeti
| architektdry 1IN Standardy I opatrenia J{ | zamestnancov | | InfSec 1IN ]
f ] Systémova a f ] 1 [ . 1| [ Prévne sluzby na || [ . )
| | Identifikacia || bezpecnostna | | Priprava | | Suhlasy so ||| zabezpecenie | | Externa
| osobnych Gdajov ] architektira | klasifikacie ] 1 spracovanim OU ] stladu | komunikécia ]
|| Posddenie stavu || | Datova architektara| 4  Redesign SW — Vernostné — Priprava notifikacii
ISMS programy
( A ( A ( A ( A
| | DPIA Systém riadenia | | Compliance | | Sluzby ponukané
bezpecénosti reporting obetiam incidentov
| | Analyza hrozieb
a rizik
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Distribucia roli v jednotlivych €innostiach suvisiacich s GDPR

0% 10% 200 0% 40% 508 60% % 0% Q08 100%

Analyza
Implementacia
Plan

Prechod

RieSenie incidentov

Standardné procesy

Biznis Infsec IT mLegal
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I
Prijat, vychovat, alebo outsourcovat?

Zamestnanci bez akejkol'vek bezpeénostnej kvalifikacie:

GEN'Y - MILLENIALS (1977-1995) GEN X (1965-1979) BOOMERS (1946-1964)

rmreeereee Tmreeeteetten

* Mlada generacia o sebe typicky vyhlasuje, ze je agilna a zvlada vacsie mnozstvo
informacii

* Podla statistiky su vSak kvalifikovanejsi starSi zamestnanci
Napriek tomu:

* 41% zamestnancov je presvedcenych, Ze ich organizacia by mala zamestnat’ a Skolit
skér mladSich zamestnancov nez zamestnat [udi s uz primeranou urovnou zruc¢nosti

15 IBM Security



I
Riesenim je zdielanie zdrojov

» Organizacia méze zdielat svoje bezpecnostné zdroje a vyuzit zdielané cudzie zdroje

« Je mozné vzajomne si ,poziCiavat® odborné pracovné kapacity s inymi podnikmi vo svojom
odvetvi

« Tomuto postupu relativne brania r6zne regulacie v oblasti zamestnanosti a dani.

 EfektivnejSim spdsobom je vyuZit ponuku
odbornych spoloCnosti, ktoré sa na trhu
Specializuju prave na ochranu informacnych
aktiv,

L.

 pouzit na vybrané procesy bezpecnosti
obchodny model zvany:

outsourcing

16 IBM Security
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KlfaCoveé role a vztahy v riadeni bezpecCnosti

Akcionari
a vedenie

IBM Security

Delegovanie

Zodpovednost’

Riadiaca uroven

Prikazy a

Riadiaca Pl
autorita

Monitoring

Information security
Governance

Vykonna uroven

InStrukcie

a zosuladenie , 4
. Vykonné
Manazment VY )
cinnosti
R

eporting

Information security
Operations

Zdroj: ISACA, isaca.org/cobit5



Co je to kvalita a ako ju rozpoznat?



]
Kvalifikacia, certifikacia a certifikaCné schémy

» Certifikacia je proces posudzovanie zhody a sposob preukazania primeranych
zaruk pre udrzanie suladu, pre:

— Organizaciu ako celok
— Proces v organizacii
— Produkt / vyrobok
— Technologicky systém
— Odbornu spésobilost fyzickej osoby
* Certifikacny proces su cinnosti, na zaklade ktorych certifikacny organ
urci, ze predmet certifikacie splha Specifikované poziadavky spésobilosti

» CertifikaCny proces:
podanie Ziadosti... ->vyhodnotenie... -> rozhodnutie o certifikacii... -> dohlad...
-> dohoda o pouzivani certifikatu a certifikacnych znaciek... -> recertifikacia...

19 IBM Security



@—

Kvalifikacia vs. posudzovanie zhody

* Aby vobec mohla byt vykondvana akakolvek , certifikacia®, su nutné tri
podmienky:

— existencia vSeobecne uznanej odbornej autority - t.j. certifikacného
organu ktory navrhuje mechanizmus posudzovania, vykonava
posudzovanie, pripadne poveruje posudzovanim tretie strany

— existencia certifikacnej schémy - t.j. vSeobecne prijatého a
akceptovaného mechanizmu a poziadaviek posudzovania

— existencia certifikacného systému . t.j. suhrnu poznatkov a zdrojov
realizacie certifikaéného procesu podla certifikacnej schémy (ktoré
vedu k vydaniu certifikatu a k udrzaniu sposobilosti certifikovane;j
osoby / systému / produktu / procesu)

* Snaha o umelé zavadzanie certifikacnych schém, najma zo strany samozvanych
autorit je ekvivalentom ,,samokorunovacie”

IBM Security


Prezentujúci
Poznámky prezentácie
Certifikačný proces sú všetky činnosti, na základe ktorých certifikačný orgán určí, že osoba / systém / produkt / proces spĺňa špecifikované požiadavky spôsobilosti. 
Certifikačný proces zahŕňa podanie žiadosti, vyhodnotenie, rozhodnutie o certifikácií, dohľad a recertifikáciu ako aj dohodu o používaní certifikátu, prípadne certifikačných značiek


Certifikacné schémy v oblasti bezpe€nosti a IKT

* Pocet a komplexita certifikacnych schém je velka...
* Ako sa v tom vyznat?
— Pochopit princip certifikacie X
— Rozhodnut, aky predmet certifikdcie — -

hladate SR
— Vyberat cielene vlastnictvo S 4 I
certifikatov podla pozadovanej R
domény £ ZRER.
— Opierat sa o uznavané certifikacné
schémy I r

21  IBM Security




Priklad pre typicky set certifikacii osoby a ich pouzitia v RFI

11 ITIL v3 S

P1 Certified Information Systems Security Professional (CISSP) 4

P2 Global Information Assurance Certification (GIAC/SANS) 3

P3 Certified Ethical Hacker (CEH) 4

C1 Certified Information Systems Auditor (CISA/ISACA) 2

C2 Certified Information Systems Manager (CISM/ISACA) 2

C3 Certified in Risk and Information Systems Control (CRISC/ISACA) 2

S1 Certified SCADA Security Architect (CCSA) alebo iny ekvivalentny doklad expertnej 1

arovne znalosti v oblasti Supervisory Control and Data Acquisition

S2 Certified SAP Security Architect 2

M1 GIAC - Certified Web Application Penetration Tester (GWAPT) 2

M2 GIAC Reverse Engineer Malware (GREM) 2

M3 Offensive Security Certified Expert (OSCE) 2

M4 Offensive Security Certified Professional (OSCP) 2

kvalifikacie

Posudenie projektu z hladiska e Posudenie vyspelosti procesov P1, P2, C1, C2, C3,
PEApREEa e Analyza bezpeénostnych rizik S1,82,11

o Navrh bezpecnostnej stratégie
o Navrh bezpecnostnej architektury

o Preskumanie navrhu implementécii aplikéacii a systémov z hladiska
bezpecnosti

o Poskytovanie bezpeénostnych konzultacii tykajuci sa infrastruktary
pocas pripravy projektov

22  IBM Security



@ —
Tri éry bezpecnosti z historickeho pohfadu...

e

* Ochrana perimetra: < Vykonny monitoring: < Kognitivha bezpeénost’

bezpecnost, ktora bezpecnost’, ktord napoméaha bezpecnost’ ktora chape, dévodi a u€i
vymedzuje pochopeniu sa chapat’
Pre 2005 2005+ 2015+ O
— UdrZiavanie — Monitoring pristupu ku «  Bezpecénostny monitoring uz nepostacuje,
chranenych aktiv v chranenym aktivam v pretoZe ten dokaze identifikovat a prioritizovat
bezpedi realnom case, zname hrozby, nie vSak tie novo vznikajlce.
P . — Analytika pouzivana na )
Obmedzovamm detekciu odchyliek, «  Kognitivna bezpe&nost vypiiia medzeru tym, Ze
pristupu k nim napomahajlc dava zmysel 80% dat, ktoré su neStruktdrované
Specialistom bezpecnosti — dosiahnutelné v tisickach dokumentov,
riesit najvacsie problémy sprav, odbornych materialov, akademickych
ako prvé prac, novinovych ¢lankov, blogov, odvetvovych

hlaseni a dalSich zdrojov
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Prezentujúci
Poznámky prezentácie
Since the age of the first networks and the hackers who soon followed, we’ve evolved security technology from perimeter controls of moats and castles to…
<Mouse click>
Intelligence and Integration capabilities that leverage analytics to collect and make sense of massive amounts of real-time data flow, prioritizing events and detecting high-risk threats in real-time; and now to the next era of security…
<Mouse click>
Cognitive, Cloud, and Collaborative systems that learn, reason, interact with security professionals, Help eliminate threats with greater precision, speed, build and improve predictive threat models, identify at-risk users and risky behavior, and provide remediation guidance.

PRESENTER: See “Cognitive, Cloud, Collaborative Module” for drill-down slides.






Zavery

« Pochopenie principu certifikacii je zakladom pre
posudzovanie zhody a preukazanie primeranych zaruk
_ _ » _ Certifikacia
» Spoliehajte sa na certifikacie od uznavanych autorit

« Porusenie ochrany osobnych udajov = bezpecnostny
incident.

Vzdelavanie

* Ochrana udajov = informacna bezpecnost.

* Na reélne preukzanie primeranych zaruk je potrebné ZvySovanie
certifikovat' najma procesy informacénej bezpecCnosti a povedomia
riadenia rizik

Monitoring
a audit

Riadenie rizik

Implementéacia
opatreni

. . . . L. Zdielanie
 Napriek tomu, Ze mlada generacia o sebe vyhlasuje, ze informacii

je agilna, kvalifikovanejSi su starSi zamestnanci

* Neustale narastajuce mnozstvo bezpecnostnych informacii bude v blizkej buducnosti mozné zvladat len

rieSeniami, ktoré su podporené kognitivnou vypoctovou analytikou

IBM Security
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express or implied. Any statement of direction represents IBM's current intent, is subject to change or withdrawal, and represent only goals and objectives. IBM, the IBM logo, and other IBM products
and services are trademarks of the International Business Machines Corporation, in the United States, other countries or both. Other company, product, or service names may be trademarks or service
marks of others.

Statement of Good Security Practices: IT system security involves protecting systems and information through prevention, detection and response to improper access from within and outside your
enterprise. Improper access can result in information being altered, destroyed, misappropriated or misused or can result in damage to or misuse of your systems, including for use in attacks on others.
No IT system or product should be considered completely secure and no single product, service or security measure can be completely effective in preventing improper use or access. IBM systems,
products and services are designed to be part of a lawful, comprehensive security approach, which will necessarily involve additional operational procedures, and may require other systems, products
or services to be most effective. IBM does not warrant that any systems, products or services are immune from, or will make your enterprise immune from, the malicious or illegal conduct of any party.


Prezentujúci
Poznámky prezentácie
Mandatory closing slide with copyright and legal disclaimers.
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